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Who Am I: AMD:'

Name: David “T” hanairongroj
Group: Global Services

Background:

- Worked in SRD developing Windows application
drivers for 5+ years

- Recently moved to new group and beginning to
embark into world of BIOS and assisting customers
with system software questions.
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Board Development Timeline AMD:'

CONFIDENTIAL

Oscilloscopes Signal Integrity

PwrOn i Pwr Supplyi 15t Fetch i Initialization i System Tweaking i Windows i Stability
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Agenda AMD:'

e Introduction to HDT

e Hardware Requirements
«HDT Protocol/Internals
e EXploring the Work Area
*HDT Features

e Practical HDT
Scenarios/Examples

*Q&A
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Introduction: HDT Software History AMDE[

CONFIDENTIAL

e HDT — AMD Hardware Debug Tool

e HDT 2
— A dialog based Windows application
— Target AMD’s 6™ and 7t generation processors using Telepath

HDT 3
— An MDI based Windows application
— Targets 7™ generation uni-processor (UP) using Raven only

HDT 4/5 (5 for rev E processors only)
— An MDI based Windows application

— Target 7t generation UP and 8 generation multi-processor (MP) using
Raven/HDT MP Adapter (Sprocket)

— First released Jan 2002 to support 8t" generation processor bring-up

HDT 6
— A Microsoft .NET framework based Windows application

— Targets 7t generation UP thru 8t generation multiple node and core
platform

— Released Nov 2004 under NDA to support multi-core bring-up
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Introduction: What HDT is? AMDAA

e HDT is AMD’s Hardware Debug Tool.

e HDT supports both single and multiple processors (also supports dual
Core processors)

e HDT allows a user to access and debug the internal state of the AMD
Opteron™, AMD Athlon™ 64, AMD Athlon and AMD Sempron™
processors.

— Knowledge of the AMD Athlon & Opteron™ processor micro architecture and the AMD’s
BIOS and Kernel Developers Guide are essential.

e The HDT tool is used to examine processor registers, memory, cache
contents, with additional features to set breakpoints, disassemble
code, etc..

e Communication based on the JTAG standard / IEEE 1149.1

e In addition to the standard JTAG commands HDT incorporates a
number of proprietary commands.
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Introduction: What HDT is NOT AMDAA

«HDT CANNOT debug a dead processor

e System must have clocks and begin some type of code
execution

e HDT microcode must work

HDT iIs NOT a logic analyzer, especially for the
lower subsystem buses

HDT is NOT a kernel debugger

e HDT is a target — host debugger. It debugs target images at
host. The target state halts when entering HDT mode

e Cannot load symbols or view source code (e.g. windbg) yet
HDT is NOT a performance analyzer tool
*HDT is NOT psychic

e The user must know what state the processor is in and is
responsible for all actions
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Introduction: Who Uses HDT? AMDAA

CONFIDENTIAL

e AMD Internal Users
—Hardware Debug Engineers: platform debug team
—BIOS Engineers
—System characterization

—Software Developers: Diagnostics, Special Tools,
Drivers (SRD)

e External Users

—BIOS/Chipset vendors (desktop, mobile, server,
supercomputer, etc.)

—System ODM and OEM
—Kernel/OS developers (Microsoft, Suse, etc.)
—NDA agreement is required to use AMD HDT
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Agenda AMD:'

e Introduction to HDT

e Hardware Regquirements
«HDT Protocol/Internals
e EXploring the Work Area
*HDT Features

e Practical HDT
Scenarios/Examples

*Q&A
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HW Requirements: System Setup AMDAA

CONFIDENTIAL
Host System
(HDT Software)
HDT Hardware
Adapter (Raven) —
JTAG Emulator
Target System -

(TAP interface to
JTAG Engine)

_2OAY
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HW Requirements: System Setup AMDAA

CONFIDENTIAL
Host System
(HDT Software)
HDT Hardware
| Adapter (Possum) —
JTAG Emulator Target System -

(TAP interface to
JTAG Engine)

L |
m Ar | 1 -

* USB_CONM
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HW Requirements: Host System AMDAA

CONFIDENTIAL

e Operating System

— Microsoft® Windows® 2000 with SP2 or Windows XP Professional,
and Microsoft .NET framework

e Memory
— 256 Mbytes or greater

e Disk Space

— 100 Mbytes free space for installation. Additional space is used
during operations for features that collect large amounts of data.

e POrts

— If using a Macraigor Raven, setup parallel port to be Enhanced
Parallel Port (EPP). No other devices can be used on the parallel
port when using HDT.

— If using a USB HDT Adapter, use a USB 1.1 or USB 2.0
(recommended) port.

e Graphics/Monitor
— 1024 x 768 true color at a minimum

12/15/2004 ‘ AMD Confidential Computation Products Group 12



HW Requirements: Target System AMDE'

CONFIDENTIAL

eProcessor

—Any AMD Opteron™, AMD Athlon™ 64, AMD Athlon™, or
AMD Sempron™ processors.

TAP Connector
—HDT Header

ePercussion Card
—Required if target system is based on the Melody platform
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HW Requirements: Adapters AMDA

e Uni-Processor Test System
— Macraigor Raven
— AMD USB HDT Adapter

e The adapter is used for AMD Opteron™ and AMD Athlon™ 64 processors
ONLY and will not work for previous generations (e.g. AMD Athlon, AMD
Duron™, etc.)

e HDT version 6 or greater is required to use the USB HDT Adapter
e USB 2.0 is recommended, but USB 1.1 will work at very low speeds.

e Multi-Processor Test System

— Macraigor Raven & AMD MP Hardware Adapter (Sprocket)
— AMD USB HDT Adapter
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HW Requirements: User Knowledge AMDAA

eKnowledge of:

—AMDG64 Technology
—Eight Generation Architecture, BIOS, MSRs, etc.
—HyperTransport™ Technology

—Test Access Port (TAP) & JTAG (IEEE 1149.1) standards

— NOT required

— However, it will provide the user with behind the scenes insight into
how the HDT software accomplishes feature tasks
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HW Requirements: HDT Kit AMD Y

CONFIDENTIAL

AMD HDT Uni-Processor Adapter Kit AMD

www.amd.com

1B 2008 Advanced Micro Devoss Ine. All rights resersed. AMD) the AMD Arrce lage
ard cambinaticns thereal are trademarks of Advanced Micre Devices, [ne
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HW Requirements: HDT Kit AMD Y

AMD AMD

HDT Multi-Processor Adapter Kit.

wnwaumdl.com
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HW Requirements: HDT Kit AMD Y

CONFIDENTIAL

AMD AMD
HDT Kit

www.amd.com
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HW Requirements: HDT USB Adapter Kit AMD:‘
(Possum)

CONFIDENTIAL
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HW Requirements: HDT USB Adapter AMDAA

CONFIDENTIAL
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HW Requirements: Debug Header AMDAA
Overview

CONFIDENTIAL

e The HDT header enables the “Hardware Debug Tool” to be connected
to the processor.

e The HDT header is a 26 pin surface mount connector (versus the 16
pin through hole header found on 7t" Generation family
motherboards.)

= All 8th Generation motherboard designs are required to provide the
site for the connector, especially for a multi-processor
motherboard.

e The HDT connector is populated only for a system for which HDT wiill
be used. (The surface mount part has a minimal impact on
landscape usage.)

= All signals are low frequency; however, it is recommended that the
placement be kept to within 3 inches of the processor and routed to
shortest length.
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HW Requirements: Debug Headers on

Serenade (HDT and MP HDT Headers)
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HW Requirements: Debug Headers on AMD
USB HDT Adapter (Possum) AMD:'

CONFIDENTIAL

Connect this
port to PCB
HDT header

Connect this
port to PCB MP
HDT header
only if
debugging a
MP target

12/15/2004 AMD Confidential Computation Products Group 23



HW Requirements: Target System
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CONFIDENTIAL
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Agenda AMD:'

e Introduction to HDT

e Hardware Requirements
*HDT Protocol/Internals
e EXploring the Work Area
*HDT Features

e Practical HDT
Scenarios/Examples

*Q&A
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HDT Protocol/Internals AMDl‘rl
- AMD HDT Mode Is:

CONFIDENTIAL

e A special debug operating mode that is
powered by the AMD microcode JTAG
engine (through TAP)

— Test Access Port (TAP) is a part of processor access
pins, which is designed for HDT communication

— TAP provides a back door access directly to
processor core. The internal info of system can be
accessed without other component involved

e Under HDT Mode:

1. Target processor halts to stop all instructions,
stack, and registers except for JTAG engine and
Time Stamp Counter

2. Target can then be driven and/or overwritten by
HDT software on host system via JTAG engine.
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How to Set Target in HDT Mode AMD1

CONFIDENTIAL

e How To Set Processor In HDT Mode.

1) DBReq: Debug Mode Request

e A DBReq pin on the processor. Assert it (logical high) to
TRY and set in HDT Mode

e Deassert DBReqg to resume DBReq state for next request
2) Redirection: Redirect #DB Exception to HDT Mode

e« HDT CFG.Redir can set target to HDT mode if #DB
occurs (e.g. hitting a breakpoint)

e How To Know If In HDT Mode.

— DBRdy: Debug Mode Ready State

e DBRdy pin on processor indicates whether target is in
HDT Mode.

e DBRdy differs from DBReq. DBReq does not have to
result in DBRdy

e HDT functions can only work if and only if DBRdy is HIGH
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Enter HDT via DBReq Assertion AMDAA

CONFIDENTIAL

A HDT Exit
command applied

= N |

Target in HDT Mode

Target resumed

DBReq \ «—— De-assert to complete protocol

Assertion to request HDT Mode

Time
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Enter HDT via Redirecting #DB AMDAA

CONFIDENTIAL

DBRdy

DBReq

A redirected #DB Exception occurs

/ A HDT Exit

command applied

Target resumed

Time
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HDT in 8t Generation BIOS Boot-up AMD:'

CONFIDENTIAL

e Stackless Initialization — HDT is most efficient tool to debug
the process

—HyperTransport™ Initialization

e Initialize routing tables for HT links — coherent and non-coherent
(HyperTransport™ Trace)

e |nitialize APIC (APIC features)
—Cache Initialization (Cache Array features)

—Processor Register default value loading (Processor Registers, such
as CPU, MSR registers, etc)

e Pre-initialize CPU/Chipset to get chipset basic functions

e Initialization of DRAM controller
—Set MTRR, etc (Processor Register features, Memory Dump,
Disassembly, etc)

—Shadow BIOS code into DRAM

e Copy BIOS code into target DRAM and set the buffer readonly (Memory
type, MTRR registers, Memory Dump, Disassembly, etc)
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HDT in 8t Generation BIOS Boot-up AMD:'
(cont)

CONFIDENTIAL

e Initialization of ACPI (SMM functions TBD)

* APIC Setup
— Set MP tables (APIC and PCI features)

e PCI Emulates PCI devices and allocate resources

— Initialize boot devices (PCI features, 10 Access, Breakpoint, Disassembly, etc)
» Video device is a must
e Drives — Floppy, CD ROM, HD, etc

» Keyboard initialization
e Setup MP tables

= Memory test

» CPU speed setup
 BIOS Setup page

e Search boot device

e Load 15t 512 bytes to setup MP table, ACPI, etc in right locations where
Kernel can use them
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HDT Commands: AMD:'

« HDT Commands are a special set of JTAG instructions
— Resume target program
— Single Step target program
— Access 10 port
— Access target GPR
— Access target MSR
— Access target memory

DBReq and DBRdy are NOT HDT commands (actual signals
to/from processor).

e See Section 12.2.5 of BIOS and Kernel Developer’s Guide for
the AMD Athlon™ 64 and AMD Opteron™ Processors (Pub
26094 Rev. 3.23) for HDT command details
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How HDT works for MP AMD:'

e A daisy chain technique used to connect multiple processors
on target

— Each processor employs a AMD HyperTransport™ node. In HDT
6, the terminology “node” is used to refer to processor (socket)

— A JTAG scan in/out can be daisy-chained. Each JTAG instruction
length can be multiplied by the number of processors. MP will
execute the instruction simultaneously.

— A special device, Sprocket, has been used in HDT MP Adapter
and HDT USB Adapter to perform 8th generation MP access for
HDT.

e However, DBReq/DBRdy can not be daisy-chained because
they are not HDT commmands (actual signals to/from
processor)
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How HDT works for MP (cont.) AMD:'

- What Sprocket does

— The Sprocket logic has been included in AMD USB HDT connector. The
HDT MP adapter performs Sprocket function when using Raven as
connector.

— Allows connections from Sprocket to the target system to be
accomplished with inexpensive IDC ribbon cables:

e one target-side header for connection to a standard 8t generation
HDT header (HDT commands sent).

e one target-side header for connection to the additional
DBREQ/DBRDY pairs of a MP system.

— Provides the ability to arbitrarily execute HDT commands on any one
of the daisy-chained processors. Able to set other processors in
bypass state.

— Provides a means of asserting the DBREQ and reading the DBRDY
pins of any of up to eight processors.

— Allow HDT software to detect the nhumber of CPUs in the JTAG chain.

— Detect redirected #DB assertion from one of MP processors, and set
DBReg assert to all processors.

— Detect target reset occurrence (only if Possum is used).
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How HDT works for MP (cont.) AMDAA

CONFIDENTIAL

e Use “HDT USB Adapter”, which is coded as “Possum”. It
supports up to 8 processors.

USB 2.0 cable
HDT Connection Cable
HOST SYSTEM
MP BOARD
Possum
DBREQ/DBRDY[7:0]

MP HDT Connection
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Agenda AMD:'

e Introduction to HDT

e Hardware Requirements
«HDT Protocol/Internals
e EXploring the Work Area
*HDT Features

e Practical HDT
Scenarios/Examples

*Q&A
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Exploring the HDT Work Area AMDAA

CONFIDENTIAL

Topics:

1. Verifying Connectivity
2. The HDT Layout

3. HDT Toolbars

4. Working With Panels
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Exploring the HDT Work Area AMDAA

CONFIDENTIAL

1) Verifying
Connectivity
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CPU Registers 1 |

Name ¥alue |

i 000Q0O00FFDFFCSO

rBx O000000O0FFDFF

rCi 00000000000 1E66E

DX | 00000000F3ED3102

'SP | 0000000080535544

rEP 0000000080539550

rsl 0000000050541 DA0

rDl 0000000050542000

rFL&G 0oogoao000000213

1P 00000000806B2FAL

CRO

CRZ2 goooooog

— —0000c If user had good communication/connection

RE and Exited “HDT Mode”, pressed “Refresh” button, fields are
color-coded to indicate that not in “HDT Mode”

RE 0000000

RS | 00000000000

RIO__} 0000000000000000]

F11 puinjuiuiniujuinininninjninuiy}

Riz | 0000000000000000
R1Z | 0000000000000000

F14 gooooooooaoooaon

R15 Dooooooooooooooon

| 4 HD

X &=

§ & DebugPre

tation_|... AMD Hardware Debu, ..
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2) The HDT Layout
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DHQE:I

My Documents  RoboDemao MNetMeeting

W ¢ =

My Compuker Yahoa! Ctloak,
Messenger Express

T & 6

My Mebwork,  Ad-aware 6.0 Snaglt 5

Places
Recycle Bin Internet Snaglt Studio
Explorer
B ¥ £
. .
Microsoft Microsoft WinDbg

Ctloak, Streets & Trips

B oo &

Acrobat Microsoft Wisual Windows MET
Reader 5.1 C++ 6.0 2003 Checke...

[ ] N
A ==

ACL Instant  MSDM Library - WinMerge
Messenger  Ockober 2001

Keil ivisionz  M3SDM Library - HTTrace

Qckober 2002
PL & M
- misn
PAL Multi-Edit @  Raoxio Easy CD

& DVD Crea...
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File Edit Wiew Features HDT  ‘Windows  Help < 1) Menu Bar
I H H E i il ETE B IR ORI R EFRH COHS  LOAD REC
B e oo v R Rl o R O
Feature E'xblcur'er R | | Skatus Info 1 x
+- i APIC Node | CPU Mame | DEReq | Core | DERdy | SMMM | Dperating Mode | BSP/AP | #DB Stal LZ Size | Fiefrezh
+- % BTHE Debuggers 0 | SH_BO/2-claw-754 ] a 1 \ W
+- % Data Cache Amays
+- % Dehug Utiities CPU Registers 1 | X
+- 4 Download Tools Name ¥alue | o
¥4 HyperTranzpor™ Technolagy (fo% O0000000FFDFFCSO) 2) TOOI bar
+ & 1/0 Ports rB 0000000OFFDFFO00
+-# Instruction Cache Arraps FCE 000000000005559D |
=4 JTAG Instructions row 00000000F34 60102 |
-4 L2 Cache Anaps rsP D000000080535544 |
-9 Mamory Debuggers rEF 0000000080539550
+-- 4 PCl Configuration ot DOORanEOSnS 310 A0
. DI oooooo0030542000
= 4 Processor Registers - -
rFLAG ooooooo00o0000=213
E CPU Mgisters - i
i Debugfiegisters P | D0DODODOBOGEZFAL. 4) Work Area
E FPU R&gisters 1
L E . [
Last Br nu.:h Registers RO 50010035
b MCA Ry tels: CRZ2 | DOODODDO0D17A000
E todel Soecific Registers CR3 0000000000039000
MTRR Registers CR4 00000EDS
Performance Reagisters CRE 0o0go00o0a0 |
Program K egisters
Segment R eqizters R ooooooooooooooon)
) SEM Redkters GE 0000000000000000
B Single MR R10 | 0000000000000000
5 SSE Regifers R11 0000000000000000 v
TR & SMM R egisters |N|:u:|e EIL{ ||:|:ure Dlj Refresh | BTar: ‘ W Al |
[ Script Console nx
Conzole ] Higt.;.r}.]
5) Feature Explorer 6) Script Console
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File Edit View Features HDT  ‘Windows Help

EHIT]
0K B HOT

*NOTE: HDT 6.0 and greater will ONLY support

1 x
B “Multi-Core” processors de | BSP/AP | #DB Status |L2Size | Refresh

+ . I &uto Refresh
+- 4 Data Cache Arays
+- % Dehug Utiities CPU Registers 1 | X
+-- 4 Download Tools Name ¥alue | B
¥4 HyperTranzpor™ Technolagy ({5 O0000000FFDFFCSO)
. % 170 Parts rB 0000000OFFDFFO00
+-# Instruction Cache Arraps FCE 000000000005559D |
-4 JTAG Instructions ros 0o000000F34 60102 |
5. # L2 Cache dnays 'SP | 0000000080535544) 5) Wr All: write ALLZEVERYTHING to target.
-9 Mamory Debuggers BP DO000000080539550
+-- 4 PCl Configuration = Hoooo000S0541DA0)
—|-- 4 Processzor Registers Lol ElEiafeein Al IRl R AN

rFLAG 0ooo0000000a00213

E CPU Registers
% Debug Registers
E FPU Registers

4) Wr Chngs: write ONLY
user changes to target.

rIF aooooo0o

Iﬁ-';:-; Last Branch Reagisters RO 0010035
i MCA Registers CR2__| 0000000000174000)
E Model Specific Registers CR3 0

MTRR Reagisters
#H Performance Reagisters

R,

3) Refresh: retrieve current
feature data from target.

B Program Registers

| Segment Fegisters R& 000 0o ——
) SEM Registers Rg 0000000000000000
% Single MSH R10 goooooooooooonn
1*) Node: selects physical processor package P [Node 0 <] [Caz0 =] Refiesn | wicoo |
7 X

=

Conzole ] Histary ]

2*) Core: user can select which “CORE” to access

for a “Multi-Core” processor.




Exploring the HDT Work Area AMDAA

CONFIDENTIAL

e Menu Bar Area: provides access to basic functions.
—The definition is similar to standard Windows® application
—but Features and HDT menu bars define special HDT functions

e Toolbar Area: provides shortcut accesses to HDT functions.

e Status Info: provides overall target status, such as the
number of Nodes, Cores, DBRdy, DBReq, etc.

e Working Area: contains HDT feature windows. The feature
windows can be docked and floated.
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Exploring the HDT Work Area AMDAA

CONFIDENTIAL

e Node Selector: a selection box allowing the user to select the
node (processor/socket) on a MP target to access.

e Core Selector: a selection box allowing the user to select the
core within a node to access.

e Feature Explorer: shows the HDT features available. Double
click on any feature to open that feature window in the
Working Area.

e Script Console: a special command console that can accept
HDT/Perl script commands and perform text display.
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Exploring the HDT Work Area: Status Info AMD“'l

CONFIDENTIAL

e Basic status: info shown without being in HDT Mode. Updates
automatically when DBRdy/DBReq changes.

Node CPU Name DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | 12 Size |[ Refresh |
l 0 | SH_C0fi/4-claw-754 0 0 1 ™ Auto Refresh

e Advanced status: info is shown only if accessing HDT
command. Updates by clicking the Refresh button in Status
Info area or selecting the option Auto Refresh.

Node CPU Name DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Fefresh I
0 | SH_CO/1/4-claw-754 0 0 1 0 | Long 64-bit Mode| BSP DEReq 1024 |~ furto Refresh
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3) HDT Toolbars
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AMD Hardware Debug Tool (44D Confidential) ==X

G imr e M AR . - W BN .

CPU Name DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size

nfa

L As

and Feature

Alt+F4

2B W Frocessor Registers

Toolbar - Similar to any Windows Application

2130 PM

5“

‘4 start AMD Hardware Debu. .. 'Q._,"i;x LEa & &
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mEmwma D ERRRE. O BN N .

'™ Technalogy

PCI Configuration

Proceszor Registers

‘4 start AMD Hardware Debu, .. -‘*{_,l-i';x e £ 5O @55 2:30PM
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File  Edit atures  HDT  Mdindows  Help

SRR e [ Rl TR = oner ol os W o, B BREGE

Script Consale ChrlHHM

Feature Explc

'™ Technalogy

PCI Configuration

Proceszor Registers

How to Toggle “Status Info” and “Script Console” ON and OFF

10

[~ )

2131 PM
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File Edit View atures | HDT - Mindows  Help

Z eI ExiTRN ERIT
on HOT 8 Fir I RES

Feature Explorer

-

4 I/O APIC Locator m . f T E NN .

Debuggers 10 APIC Reqisters

Data Cache Arrays ocal APIC Reqisters
Debug Ukilities
nload Tools

spork™ Technology

Instruckion Cache Arrays

JTAG Instructions

Ce00000000000

An alternate way to view “Features” instead of through “Feature Explorer”

pEm—

‘s Start AMD Hardware Debu. .. "Q._,"i;x LEa &

1]

2131 PM
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File  Edit

i RETR ' Alt+FS L T REE .

Eit HOT

APIC St - Exit rIP

BTHE Debuagers Exit HOT Resume
HDT
HDT Inik

'™ Technalogy

PCI Configuration

Proceszor Registers

Flush TLE
Reset TAP

DE Req Assert

An alternate way to view “Commands” instead of through “Toolbar”

‘4 start AMD Hardware Debu, .. -‘*{_,l-i';x L2 £ 50 @5h 2:31 P
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File Edit View Features irdo
GO (4 (20 (04 HOT  HODT " < = Bl FLEH FLDsH REsER TR T G DE B FOLLESREFRE LonD e
LEEEEES A i e D
; 3 T pefrech o
Feature Explarer H Refresh Al

Logging

'™ Technalogy

HDT is very customizable, allowing users to change interface to own preference

m—

‘s Start AMD Hardware Debu. .. "Q._,"i;x LEa &

10
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File

Z EAIT
ERN O B HDT

Edit  Wiew

Features

HDT

HOT HOT HOT  HOT
Wl L3 RESE IMIT  SMI RSM

indows

1T e

Feature Explarer

-4 APIC

[+ 4 BTHE Debuggers

[+ # Data Cache Araps

% Debug Utiities

[+ 4 Download Tools

I'_J;] -4 HyperTranzpart™ Technology
-4 /0 Ports

IE # Instruction Cache Arraps

[+ 4 JTAG Instuctions

I'_4E_-',' .4 L2 Cache Anays

[+ 4 Memaoy Debuggers

IEQ PCI Configuration

[+ 4 Proceszor Registers

‘s Start AMD Hardw

If BIOS resets, will break into HDT if “Detect CPU Reset”
checked. Only works with USB Possum Interface

re Debu. .,

Help

Property Page

-
-
-
-
-
-
-
-
-
-

42040000

C
BTHE Debuggers
Data Cache Armravs
Debug Utilities
Download Tools
HyperTranzport™ T echnolo:
Ingtruction Cache Amrays
JTAG Instructions
kemon Debuggers
PCI Configuration
Proceszor Registers

it o

MName

Refreshed Color

wWritten Color

Changed Color

ReadOnly Color

o T B .

Background Error Color

Background Invalid Color

Detect CPU Reset

Detect Trigger In

10 Access Mode




File  Edit i Features  HDT

: M B EW E Hor HOT o HOT i | AT B R fbs REse TER T ICH PO @M TG
FIF RESET INIT  5MI R3S . Bildd W3 CACHE CTLES CTRP iﬂt - =

Property Page

Dpen with Node

Open with Core :
Refresh sync with Single Step [
Refresh sync with HDT On |
Refresh sync with HDT OFF

- &)
&
-
.
& D
-
-
L
&
-
o
i

Default Apply

‘4 start AMD Hardware Debu, .. Ql_,ui';x " & gn Zi3ZPM

e
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File  Edit

il B EW E§ Hor Hop nrands I FLGH FLDSH RESER TR T ECH PN MO 5 LoAn - MY

WBh W A e B A . c oo D D RN BN .
Feature Explorer et

APIC
BTHE Debuagers

™" Technology B Record off

PCI Configuration

Proceszor Registers

+
+
+
*
+
+
+
*
+
+
+
*
+

| Hiztory I

E B ®ES Z:33FM

‘4 start AMD Hardware Debu. .. 'Q_,I'i';x L)
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File Edit View Features HDT H
: 0 FN EW EJ HOL HOT HOT  HOT stare Layouk 3 RESE TER T OECH PN Em TG LoAn - MY
E RESTT INIT Ml s i DED m v = H o ﬂ ﬂ . -
Feature Explorer o Close All Features

APIC
ETHE Debuggers

IT “Restore Layout” checked, current Work Area configuration will
be saved and restored the next time user starts HDT Software

10

[~ )
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File Edit  View

08 (i (3 (Al HOT  HDT  HDT SET | [0 t EfAd FLUsH FLOH RESET O 090 Wi [T M 5
RESET IMIT SMI RS ﬁ % Wild CACHE TLE ITHAE [SET Al

™" Technology AMD HDT (AMD Confidential)
AMD HDT Version: 6.0.812.26446

Ce00000000000

raniced hicro Dey

Click on following link to send email to debug.tools@amd.com.

(2 start AMD Hardware Debu, ., About, . LI s £ 5O @5h 234 M
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File Edit \Wiew Features HDT  ‘Windows Help
yur HOT I Exi T ERIT EHI HOT HOT HOT  HI f] ERES FLUsH FibsH Riser TTR TOR NCE DCH M T 5 LoAn - MY
oI B F B Ggn oo R R R B R e
Feature . ~lorer

APIC | DEReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size

4| o [o | 1 [ [ [ | |  |I" AuoRees

|| +] + el e o e B | 1+
SPPPPOIOPOIGS

“Toolbar” can be dragged and moved to different area

Jmmn &

:'r.‘-' start &MD Hardware Debu... '{_Ji;x B 4HERM
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File Edit View Features HDT  ‘Windows Help
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File EdiE  Wiew atures  HOT - Windows  Help

0

Y T Y Y YTy

“Toolbar” can also be made floatable by dragging to desired location
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File  Edit

@
(K

ERIT
HIOT

Feature Explorer

| | H

ERIT
[

ERIT
RE3

HOT

RESET

HDT
IHIT

HOT
Ml

HOT
R5M

‘, A
Y
P
-
.4 D
Y
*
e
i
R
"
-
s
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File  Edit Wi i

¥ Feature Explorer

erating Mode | BS P | #DB Status | L2 Size
it HDT ™ 5 |

Exit rIP

<it HD'T Resume

HOT Cn AlE+FS

HDT Reset
HOT Inik

EH 28

Disahle BIST

] ]
Bl BT

2| Single Step

ey EE B
=

=
z &=

ol

o -
] ~

Toolbar

3|

<
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File  Edit

@
(K

ERIT
HIOT

Feature Explorer

| ! ! | L

ERIT
[

ERIT
RE3

HOT

RESET

HDT
IHIT

HOT
Ml

HOT
R5M

‘, A
Y
oD
-
.4 D
_®
*
L@
o
B
Y
-y
Y

4:51 PM
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Edit  Wiew Features HDT  Faworite Lawouts

Feature Explorer

|- : #DB Status

Taclbars |:|:|r|'|r|'|E|r||:|:E:I 0 plin:nﬂ:z:l

Toolbars:

PPPPEPIPIIIILYS

[ MainkdenuB ar

\CA HO'T ToolBar

¥ ScriptConsoleT oolbar

User can TURN ON/OFF Toolbars through “Customize”

FED 52 PM

/4 Stant AMD Hardware Debu, .. '{_J-i.;x
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File Edit Wiew akures avorite Layvouks

Customize
Taclbars |:|:|r|'|r|'|E|r||:|:E:l 0 |:||.i|:|r'|:5:l

Toolbars:

P00 000 000009

[ MainkdenuB ar

g. DTT::u:uIBar

% enptConzoleT oolbar

Serip Comeci

Un-checking removes specified “Toolbar”

i, o | l

pEm—

1y Start AMD Hardware Debu, .. '{_Ji;x 4152 PM
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File Edit \Wiew Features HDT  ‘Windows Help
- G R B oo MM EEREEE. N .

Feature Explu:urer

CPU Name DBReq | Core DBRdy SMM | Operating Mode | BSP/AP | #£DB Status

-
I
E

As a shortcut, user can Right-Click and customize “Toolbars™

Y
o 4
- D
14 D
Y
Y
|
R I
Y
o 4
.
Y
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4) Working With Panels
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File Edit \View Features HODT i s Help

il B B4 ET§ HoT HOT o HOT  HET [SET AT B R fbs REse TER T ICH PO @M TG 5 LoAn - MY
5 RESET IMIT  SMI RSM Bid] DT CACcHE CTLES CTRE [SET ﬂjﬁk SEE w ke ﬂ %ﬁ . -

Feature Explorer

Mod CPU Name DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size

n

0 [SAWQ@caw7s4 | 0 | 0 | 0 |na| ms | ns [ na | nfa |1 auoRef

'™ Technalogy

P00 000000 004

Panels can be moved and rearranged to desired location.
“Push Pin” minimizes (horizontal pin) and maximizes (vertical pin) panel

‘4 start AMD Hardware Debu, .. «qui,';x L2 £ 50 @55 2:08 P
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File Edit  Wiew 2atures ; Windows  Help

F EW Bl Hor HOT o HOT 3 Bl FATE R s ResE TER TR NTH ETH EM T
RESET IMIT SMI R | Wild CRCHE CTLES CTHE EE -
E t

o D T B .

APIC SMMM Dperatlng Mode | BSP/AP #DB Status

BTHB Debuoer I 7 P N TR T

+ |
L9000 00000 9

|._

l:

'_ﬂ..

I.:

‘4 start AMD Hardware Debu, .. R L2 £ 5O @55 209 PM
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File Edit View Features HDT  ‘Windows Help

: I BN EW EW Hoo HOT HOT  HOT 5B AT HE RbsH f0GH REsE TER T G PN EW TG 5 LoAn - MY
iR fie i e -

ol Status Info

CPU Name DBReq | Core | DERdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size Refrezh

Panel now minimized and can be shown by

hovering mouse over “Feature Explorer”

‘4 start AMD Hardware Debu, .. QJ&FK L2 £ 5O @55 209 PM



AMD Hardware Debug Tool (44D Confidential) ==X
File Edit  Wiew 2atures ; Mindows  Help

BN BN B o otrob b Bn P b e er TR ED MR AR O . - ol O B BN BN .
E r

APIC
BTHE Debuggers

PP 00 000000

l:

l:

'_ﬂ..

I.:
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fle Edit \Wew Features HDT ‘Windows Help

il B B4 ET§ HoT HOT o HOT  HET (] AT B R fbs REse TER T ICH PO @M TG LoAn - MY
E RESTT (WIT Ml Bam |(GRd ;’% e T i i - ﬁ N ﬂ m . -

Feature Explorer 0

CPU Name

HEojz-caw7sé | 0 | 0 | 0 [nja | nfa | ns | na [ nis

User can also Right-Click on panel to display and select settings

| Configuration

Proceszor Registers

| History |

& gn ZiZ9PM
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File Edit View Features HDT  ‘Windows Help
: T B EW EW Hol HOT o HOT O | AT B R fbs REse TER T ICH PO @M TG LoAn - MY

RESTT INIT Ml s ﬁ A m FisE W o ﬂ m . -
Feature Explorer a

|+ APIC

'™ Technalogy

Y
D
.4 D
-4 [
Y
Y
.
R
Y
S
1.
Y

Let us continue to explore how to manage “Work Area”

MTRR Registe
Perfarma

m—
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File Edit View Features HDT  ‘Windows Help

: [ B 70 HOT  HOT  HOT  HOT |BET | SET) |DSEL AT B FUsH fbsH REsE TT0 T 15 Wi" REC
= HOT ﬁ RESET IMIT  SMI RsM |LBR= BPES{I BIST Wiid CRCHE CTLES CTRE E E m ALL B & H an . -

Feature Explarer 3 || CPU Registers 1 | =
+- 4 AFIC Mame 'lll'alue| b
+-- 4 BTHE Debuggers P
+- % Data Cache Amays B
+- 4 Debug Utilitiez P
-4 Download Tools v
¥4 HyperTranzpor™ Technolagy Sk
+- 4 140 Parts rBE |
: 'ﬂ;‘j"“': Depending on user’s platform, user can select which
4.4 L2Cache “Node” or “Core” to display specified information for
+- % Memory Debuggers
+-- @ PCl Configuration i
=4 Processor Registers

E CPU Registers EES
% Debug Registers R
E FPU Registers R4
= | ast Branch Fegisters CRE
MCA Registers
¢ Model Specific Registers R&
#8 MTRA Registers Ra
Perfarmance Reaisters R10
Program Registers R11
Segment Reqgizters R1z |
SEM Reqisters R13 | % L
4 Single MSR R14 |
S5SE Registers R15 b
TR & SMM FRegisters 8 Coeld - Refresh | ‘ il ‘
| Script Console 3 x
Conzole ] Higt.;.r}.]
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File Edit View Features HDT  ‘Windows Help

T B EW EW Hor ot WO HOT ((SER | BET | DNEL BT BT fUsH fUiH RESE TR T S Qe Lasp REC
: HOT RESET INIT SMI RsM |(BRst | GPSa | BIST FAfi] @1 AckE TIE CThP @ E m iy~ B ﬁ an . i

Feature Explorer [ [ Stakus Info _ 1 x
+- i APIC Node | CPU Name | DBReq | Core | DERdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size | Refrezh i
+ -4 BTHBE Debuggers 0 | SH_BOJ2-claw-754 0 n 1 [T Auto Befresh bt
- Dals Eachﬁ'&”aﬁ CPU Regizters 1 CPU Reqgisters 2 | ot
+- 4 Debug Utilitiez

-4 Download Tools s [l | -
¥4 HyperTranzpor™ Te: rA%

4. # 1/0 Pats i

+- 4 Instruction Cache L \
# @ JTAG | User can bring up MANY instances of same “Feature™.

5 # L2Cac Each new feature will be auto-incremented and added asa/new
+- % Memomn Debuggs T—

+-- @ PCl Configuration (Dl

-4 Processor Reagisters || pLag

la)
% Debug Registers | | 1p
E FPU Registers
= | ast Branch Reg| | CrO
MCA Registers CRZ
® Model Specific R | | <R3

W MTRR Registers | SR
CR5

Perfarmance Re:

Program Register
R&

R2

Segment Reqgizte
SEM Regizters

. R10
4 Single MSR —
% S5SE Registers b
TR % SMM Regis |Node O v| [CoreD v|  Refresh | has ‘ W Al ‘

| Scrlpt Console nx

Conzole I Histary 1
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File:

Edit  Wiew Features HDT
HOT HOT HOT  HOT
(33 BESET IMIT Sl RsM

i

ar

Windows  Help

EIST

FLUSH FLUSH REZET
CACHE TLE

i

et ol R e

THP

CPU Registers 1

|
L A AR L E R R L E R R R

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:
HyperT ranzport™
|/0 Ports
Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

Technalogy

PCI Configuration

Processzor Registers
E CPU Registers

= | ast Branch Fegisters
MCA Registers

¢ Model Specific Registers
#8 MTRA Registers
Perfarmance Reaisters
Program Registers
Segment Reqgizters
SEM Regizters

4 Single MSR

% S5SE Registers

TR & SMM Registers

MName

DebugRegisters 1 |

¥alue |

DRO

DRO_Daka_Match

DRO_Daka_Mask,

DRO_ADDR_MASK

DR.1

DR2

DR:3

DRE

CR7

DBGCTLMSR,

DEGCTLMSR2

Debugstatus

ExcpEP_RIP

ExcpBP_RIP_MASK

ExcpBP_Ctl

McodeCt

| Script Console

Conzole ] Histary ]

|N|:u:|e EIL} ]Eu:ure Dlj Refrezh |
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File Edit View Features HDT  ‘Windows Help
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+-- 4 Download Tools

+--# HyperTranzsport™ Technology
+- 4 140 Parts

+-# Instruction Cache Amrays
-4 JTAG Instructions
¥4 L2 Cache Anaps

+- @ Memory Debuggers

+|-- 4@ PCI Configuration

—-- 4 Proceszor Reaisters

Mame ¥alue |

DRO
DRO_Daka_Match
DRO_Daka_Mask,
DRO_ADDR_MASK
DR1

DRz

DR.3

DRE

DR7?

DEGCTLMSE,
DBGCTLMSRZ

Last Branch Reqisters 1 |

Name ¥alue |
LastBranchFromIP
LastBranchTolP
LastIntFromIP
LastIntTolP %

| Script Console

Conzole ] Histary ]

| Performance Registers 1

Debug Reqgisters 1 |

Coel - Refrezh |

Wr Al ‘

|N|:u:|e EIL} ]Eu:ure Dlj Refrezh |

Wwr Al ‘




AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help

: ) H H ; B AT B IERURERG FLEFRE EOHS  LOAD REC
- B e oo e LR i W -

Feature Explorer i || CPU Registers 1 | Perfarmance Registers 1 Debug Registers 1 | =
+- 4 APIC Name Yalue | b
+-- 4 BTHE Debuggers DRO
+- % Data Cache Amays DRO_Diaka_Matkch
+-- 4 Debug Utilities DRO_Data_mask,

-4 Download Tools DRO_ADDR_MASEK
+-# HuperTranzport™ Technalogy DR1
+- 4 140 Parts DRZ
+-# Instuction Cache Araps DR3
-4 JTAG Instructions DRS
¥4 L2 Cache Anaps DR7
+- % Memory Debuggers DBGCTLMSR |
+-- @ PCl Configuration RBGGTUal -
I . Mode O «| (Core - Hfh| ‘ W.-’-'«II‘
=4 Processor Registers | o —1 ] g —j e L !

E LPU Registers Last Branc giste " : *
% Debug Registers i Dockable
FFU Registers ) LastBranchFromIP ghing
Last Branu.:h Fiegisters LastBranchToIP | Rt}ame L nch Reqgisters 1 F2 |
i MCA Registers LastIntFromiP
E todel Specific Registers LastIntToIP Mowe Previous
MTRR Reagisters
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Agenda AMD:'

e Introduction to HDT

e Hardware Requirements
«HDT Protocol/Internals
e EXploring the Work Area
*HDT Features

e Practical HDT
Scenarios/Examples

*Q&A
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Topics:
Common Feature Controls
APIC
BTHB Debuggers
Cache Arrays
Data, Instruction, and L2 Cache Line Translator
Debug Utilities
Download Tools
HyperTransport™
1/0 Ports

. Memory Debuggers

© O N Ok GDNE

bR
= O

. PCI Configuration

=
N

. Processor Registers

=
w

. Script Console
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e Platform-based feature

—The info or data applies for the entire target platform, such as PCI
device info, HyperTransport™ info, etc.

—Neither Node nor Core selection needed. The info does not apply
to any specific node or core.

—Although the info does not apply to any Node or Core, an accessed
Node will be defined in property page to identify the
communication path.

e Node-based feature

—The feature info or data applies for a Node that is identified by the
Node selector, such as Northbridge registers.

e Core-based feature

—The info or data of a specific core will be defined by a combination
of Node and Core selectors, such as GPRs.
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1) Common Feature Controls
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User knows that value is not written to target through color-coding.
User can specify own settings.
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HiriiTra I 2 2 2 22 2 2 o
10 Parts] £ =
Ingtructio
0x00000000806E2FAL Qg ] Eateel
JTAG Ing % -
—_——— =
;2 ':E'Ch;ﬂ“;'a” 18P | 0000000080539550
S MO 5l | 0000000080541D40
PLiborfigaretion 01| 00000000805 42000
Processzor Reaisters tELAG | 0000000000000z 1?:
P | 00000D00BOGEEZFAL:
CRO 5001003 B/
CR2 | 0DODOO00E14C403 6 |
CR3 | 0000000000039000
CRe 00000603
R 00000000
R8__ | 00DODO0O0ODODO11 |
RS | 0000000000000000
Ri0 | 0000000000000000
R11 0000000000000000 v
|N|:u:|elllj ]Enreﬂj Refrezh | W't Chgs ‘ Wt Al ‘
Scrlpt Console o x

Conzole ] Histary 1




File

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Edit  Wiew Features HDT

Feature E'xblcur'e'r

indows

SET | SET | DSEL
LER=1 | BP0 | (BIST

+

F

+-

PPV POPIOIIILIYS

*

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

PCI Configuration

Processzor Registers

AMD Hardware Debug Tool (AMD Confidential)

Help

[LUSH FLUSH RESEF T
STEPRTEER BCTT S (1A 1 S TS5 T

AT . - e b

0| | Status Info. _ . X
| Node | CPU Name | DEReq | Core | DBERdy | SMM | Operating Mode | BSP/AP | #DEB Status | L2 Size | Refrezh i
0 SH_B0f2-claw-754 ] o 1 [~ Auto Befrezh i
CPU Registers 1 | x
Mame Yalue | A
i CO00000OFFDFFCSO)
tBx 0a0a0a0aFFDFFOO0 )
P 0000000000000456 |
0% | 0000000OFFFFFFFF |
'SP | 0000000080539544
tBP 0000000080539550
5l 0a00000050541DA0
DI oooooooos0s4z000
tFLAG | 000000000 copy
. Paste
P | 000000008 ppg,,,
RO 8. Reset current cell to Zero
Rz oooooonog  Peset all cells ko Zero
_R3 aoooaoo EI!:I Display Type
LR ':l. View Bitmap. ..
PR
RS ooooopoog  Load.. &3
Ra DDDDDDDDU Save As..,
144 000000000 Show Register Address
R11 oaooooooo

Properties

| Script Console

W

1]

\Node 0 »| |CoreD v | Refresh | Wi Chgs ‘ W Al

Some registers may or may not have sub-fields depending on the register definition.

<




File

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Edit

Yiew  Features

Feature E'xi:'IDr'e'r

indows

[SET. | BET | DSEL
LBR=1 | GRS | BIST

HDT

+

F

+

+-

PPV POPIOIIILIYS

[#

*

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

PCI Configuration

Processzor Registers

Help

BH
STEPRRTFER

FLUSH FLUSH RESE
(AEHE TLE TP

T &
SRTRMSET

R

Q| [Status Info _ _ _ _ . 1 x
| Node | CPU Name | DEReq | Core | DBERdy | SMM | Operating Mode | BSP/AP | #DEB Status | L2 Size | Refrezh i
0 SH_BOJZ-claw-754 1] 1] 1 [~ Auto Befrezh b
CPU Registers 1 | *
Name Value | &
o uli| rFLAG Subfields
2 Dlj Name St?rt Er!d Yalue *
P [uln| Bit Bit
rDoi IIIIII CarryFlag 0 o |WcF
rSP ooll ParityFlag 2 2 WFF
tEP ool AusiiaryFlag 4 4 ¥ aF
¥l 00 ZeroFlag & & [ zF
t01 oo SignFlag : 7 [ =F
tFLAG | 008 TrapFlag 8 8 [ TF
Iﬁi:érruptFIag a9 [ WIF
P OO0 pirectionFlag 1w | 10 [ OF
- Over.FléuwF.Iag i 11 |_' OF
B I0PrivlegeFlag 1z | 1z | 1opL
EE EE NestedTask 14 | 14 F T
CR4 .F'\E':.SLII'ﬂ.EHal;I . ; 1.6 16 J'H RF
e YirkualgnasMade 17 | 17 M
alignmentheck 18 18 [ ac
oe ool virtualtnterruptFlag 18 | 18 [ wIF [ F-
RO oof YirtualnterruptPending 20 20 r“ YIP ¥
RIO_ | 00 Cancel
Rl oo s
\Node 0 »| |CoreD v | Refresh | Wi Chgs ‘ W Al ‘
Scrlpt Console o x

Conzole ] Histary ]
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File Edit View Features HDT  ‘Windows Help

: i BN W E HoT HoTo HoT  WoT |SET | SET | DEEL ETTE BT s fsH REsE I T REFRD : E - LoD REC
: HOT RESET INIT SMI  RSM BIST il tAcHE TIE CTAP @ E m Ky -z & Jﬁ_, H [ifj! . &

Feature E'xi:'IDr'e'r HWCR Subfields . _ o X
-4 APIC Status | L2 Size | Refrezh i
+- 4 BTHB Debuagers Name Value ™ Auto Refresh o]
+- % Data Cache Amays %
+-4# Debug Utilties SMM Code Lock 0 v SMMLOCK =
G DR Slow SFENCE Enable 1 | 1 | SLOWFENCE .
+--# HuyperTranzport™ Technology
<. # 170 Ports Cacheable Memary Disable 3 3 (| TLBCACHEDIS
# # Instuction Cache Arays | INVD o WBINVD 4 4 |V INVD_WBINVD
+ & JTAG Instructions Conversion
¥4 L2 Cache Anaps - -
. @ Memor Debuggers MROM Patching Disable 5 5 |lv PATCHDIS
+/- 4 PCI Configuration TLE Flush Filter Disable 6 6 |Iv FFDIS
- Fraeeiest egisien: Disahle x36 LOCK prefix 7 7 ¥ DISLOCK
functionality
IGNNE Part Emulation 8 8 | IGNNE_EM
Enable
Enable Special Bus Cycle On | 12 12 |W HLTXSPCYCEN
Exit From HLT
Special Bus Cycle On SMI 13 13 |+ sSMISPCYCDIS
Disable L3
Special Bus Cycle On RSM 14 14 |W RSMSPCYCDIS
Disable
S5E Instructions Disable 15 15 |lv SSEDIS v
32-bit AddressWrap Disable| 17 | 17 |¥ WRAP32DIS [Coe v] Refiesh | wihas | wial |
MCi Status Write Enable 13 18 |Iv MCi_STATUS_WREN 3 x
Halt Power save Disable 19 18 |+ FRCTL_HALT DIS
Startup FID Status

)7L £ Ep ern 4TPM
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HDT Features AM D “'l

- APIC Feature Group

CONFIDENTIAL

e |O APIC Locator
—Search APIC device
—A platform based feature

« |O APIC Registers
— 10 APIC Registers for a specific 10 APIC device
—A platform based feature

e |Local APIC Registers
—Access local APIC registers that are defined in a node/core
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File Edit View Features HDT  ‘Windows Help
] H H " SINGRESTER T a0 COHS  LOAD REC
- [ B s oAl [ BeeficB R OR az, s M B e
Feature Explorer [Tl [Status Info _ . 1
- APIC | Node | CPU Name | DEReq | Core | DBERdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size | Refresh

+ W 0 | SH_BOj2-claw-754 0 0 1 [~ Auto Refresh
# |0 APIC Reaizbers

CPU Regizters 1 1/0APIC Locator 1
# Local APIC Registers 22 it |
1/0 APIC Name | Base Address | Registers |

X | =

+-- 4 BTHE Debuggers

¥ & Data Cache Arays Legacy IO APIC  |FECOO0000 l Shiow
+- % Debug Utiities

+-# Download Tools

-4 HuperTranzport™ Technology
+ & /0 Ports

+- % Instuction Cache Arrays

+- @ JTAG Instructions

-4 L2 Cache Arays

¥ 4 Memam Debuggers

+- % PCl Configuration

+-- 4 Proceszor Registers

Pressing “Refresh” will search entire system for 1 /0 APICs.
Pressing “Show” will bring up registers for the specified 1/0 APIC

AMD Hardware Debu,



AMD Hardware Debug Tool (AMD Confidential)

File

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Edit  Wiew Features HDT

Feature Explorer

Windows  Help

[ e G R EA B . N .

ol [ otakus Info

PP OPIPOIIIELEYS

*

APIC
# /0 APIC Locator
L B0 APIC Begisters

# Local APIC Registers
BTHE Debuggers

Data Cache Arays
Debug Utilities

Download Tools
HuyperTranzport™ Technology
[/0 Ports

Inztruction Cache Arrays
JTAG Instruchions

L2 Cache Arays

Memorny Debuggers

PCI Configuration
Processzor Reaisters

._"Nude | CPU Name | DEReq | Core | DBERdy | SMM | Operating Mode | BSP/AP | #DEB Status | L2 Size |
0 SH_BOfZ-claw-754 0 0 1

Refrezh
[ Auto Refresh

CPU Registers 1 | [0 APIC Locator 1
| Address |
Base Address | FECO0000

10 APIC Registers 1 |

MName

Header
Name
Ijo APIC ID [00]
1/i0 APTC Mersion [01]
I/ APIC ARE [02]

¥alue |

Redirection Table
Mame | Int ¥Yec | Del Mode | Dest Mode | Del Status | Int Pin Pol | Renm Irr | Trig Mode | Int Mask | Desk Field

Refresh |

X | =

| Script Console

Conzole ] Histary ]
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File Edit View Features HDT  ‘Windows Help

T B EW EW Hor ot WO HOT ((SER | BET | DNEL BT BT fUsH fUiH RESE TR T SIS Lonp REC
: RESET INIT SMI  RSM BIST [Aff] D1 hckE TIE CTAP @ E m Ky~ : & Jﬁ_, H i . &

Feature E'xblcur'e'r Q| [Status Info _ . 1x
- APIC | Node | CPU Name | DEReq | Core | DERdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size | Refrezh i
# /0 APIC Locator 0 | 3H_BOf2-claw-754 0 0 1 ™ Auto Pefrezh b
3 IKhRHD Rednters CPURegsters 1 | 1/0APICLocator 1 10 APIC Registers 1 | %
# Local APIC Registers
+- 4 BTHE Debuggers il | oot |
+--# Data Cache Arays Base Address | FECO0000
- # Debug Utlities Header
+- % Download Toolz Name value
-4 HuperTranzport™ Technology 1/0 APIC 1D [00] 0z000000
.4 1/0 Ports 1/O APIC Yersion [01] | 00170011
+- % Instuction Cache Arrays 1O APIC ARE [02] gzoooooo
+- @ JTAG Inztructions
- 4# L2 Cache Anaps
44 Memaon Debuggers Redirection Table
+. 4 PCl Configuration Mame Int ¥ec | Del Mode | Dest Mode | Del Status | Int Pin Pol | Rem Irr | Trig Mode | Int Mask | Dest Field ”~
+-# Processor Registers 1jO APIC IR 000 [010] FF| 7 ol o o ol 0| 1] oo
1O APIC IRG 001 [012] 93 1] 1] o o o o o 0o
I/ APTC IRG 002 [014] FF| u] u] 0 u} u} al 1 oo
10 APIC RO 003 [016] FF| ol o ol ol o ol 1 oo
1)0 APIC IR 004 [018] 92 | 1 1] ol ol o o ol oo E
10 APIC IR 005 [014] FF| 0 0 o ol o 0| 1] oo
1/0 APIC IR.Q 006 [01C] B3| 1 1] o 0 o 0| 1] oo
1/0 APIC IR.Q 007 [01E] FF| 0 0 o o o ol 1 oo
10 APIC RO 00 [020] b1 o 1| o 0 ol ol o oo
10 APIC IR 009 [022] B1| 1) 1} ol 1} 1 1] ol oo
1/0 APIC IRQ 010 [024] FF| ol o) o o o 0| 1] oo &
Refresh ‘ adr Al |
;uScript Cansale i . x
Conzole ] Higtg[_lrl]
Reminder! Always press “Refresh” to retrieve most current data.
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File

S [5]7]
2akur

Edit  Wiew Features HDT

HOT HDT HOT HOT
Wl [ RESET IMIT  SMI RSM

et

= 4

| |
PP OPIPOIIIELEYS

APIC

& 1/0 APIC Locatar
# 10 APIC Reaqisters
FIC Reqi

BTHE Debuggers
Data Cache Arays
Debug Utilities
Download Tools

o

HuyperTranzport™ Technology
[/0 Ports

Inztruction Cache Arrays
JTAG Instruchions

L2 Cache Arays

Memorny Debuggers

PCI Configuration

Processzor Reaisters

Windows  Help

BB 3t 7 0 ok R DD

ol [ otakus Info

Conzole ] Histary ]

o x
| Node | CPU Name | DEReq | Core | DBERdy | SMM | Operating Mode | BSP/AP | #DEB Status | L2 Size | Refrezh i
0 SH_BOfZ-claw-754 0 0 1 [~ Auto Befrezh M
CPU Registers 1 | [0 APIC Locator 1 | |0 APIC Registers 1 Local APIC Registers 1 | *
Mame | ¥Yalue | %
APICEASE [ CO00000OFEEQOQ300 |
Local APIC 10 [20] nonnnnnn |
Local APIC Yersion [30] ooo40010)
Task Priority [30] oooooo41 )
Arbitrak. Prioriby [90] 00000000 |
Processor Priority [A0] Qoooo041 |
EQI [BO] _ _
Remote Read [CO] oooooooo |
Logical Destinat, [D0] 01000000 | =
Destination Format [E0] FFFFFFFF |
Spur-Interrupt ec [FO] 011F)|
1SR 000-031 [100] 00000000
15k 032-063 [110] 00000000
ISR 064-097 [120] aoaogooo
1SR, 098-127 [130] 00000000 |
I3R 125-159 [140] ooooooon
I3R 160-191 [150] ooooooon
15k 192-223 [160] 00000000
15R. 224-255 [170] 00000000
TMR 000-031 [150] 00000000
TMR 032-063 [190] 00000000 | v
\Node 0 v| |Core0 v| Rgtesh | ‘ W Al |
"
| Script Console o x
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HDT Features AM D “'l

- BTHB Debuggers Group

CONFIDENTIAL

e BTHB stands for Branch Trace History Buffer
— Refer to BKDG for details

e BTHB Control feature
— Setup BTHB debug settings

—When resuming target program, the BTHB debug info will be stored in
memory buffer the feature defines

« BTHB Data Viewer feature

— Retrieve the BTHB buffer that existed in target. The displayed info can be
filtered by various ways

— Interpret the buffer data into BTHB trace entry info
— See BKDG for definition detail

e BTHB Code Flow feature

— According to BTHB trace entry info, and combining with other target info,
retrieve target memory to recreate the code flow history

— Multiple columns of code view display different info
— Color coded special entries
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AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help

O
O HOT B 1P B RE B T

om T BN .

Feature Explorer

+ -4 AFIC

- 4% BTHE Debuggers
# BTHE Code Flaw
+ G
# BTHE iata View

+-# Data Cache Arrays

¥4 Debug Utilitiez

+- 4 Download Tools

+-- 4 HyperTranzpor™ Te

+- @ 1/0 Ports

+-# Instruction Cache A

- JTAG Inztructions

¥4 LZ Cache Anays

+- % Memon Debuggers

+-- 4 PCI Caonfiguration

- 4 Processor Registers

< >

HOT  HOT |BET | BEF) | DEEL FLUSH FLUSH RESEF @ E M FRH
sHI RsM |LBRf |EPSD | BIST Eidd D33 choHE CTIE CTAP HE] (HAS AL e

|N|:u:|e EIL] {Eu:ure Dli Refrezh ‘

| Status Info _ X
Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refresh ~
0 | SH_BOfZ-claw-754 | O 0 | 1 | 0 |Legacy 32-hitMode | | | 1024 | Ayt Refresh b
BTHB Contiol 1 | %
Trace Buffer Addresses
EHTraceBase ooooooooooooooon
BHTracelimit gooooooooooooooon
EHTracePtr ooooooooooooooon
User Data
EHTracellsrDx
Trace Control
EHTraceCTL aooooooo
Message Goes ko DRAM [ DRAM
Trace Enable [ TEM
Enable Full Trace Record [ TaLL
Unconditional Branches Entered [ TBIT
Into Bitmap
Enable Time Stamp [ Tsp
Enable Debug Interrupt On Trace | TINT
Buffer Crverflow
Memory Type Descriptor sUC-Uncacheable - |
Enable Privilege Level Specific Trace &l Code
Trace
TRNG Field Privilege Ring O -
Trace SMI Code Trace All Code -
Trace Operation Conkrol 0:5tart trace now,
Don't skop (Conkinuous | =
Mode)
| wial |

£y h4lPM



AMD Hardware Debug Tool (AMD Internal Only)

File Edit  View
s
[OHS LOAD REC
o 0 o BN BN .
Feature Explorer o
+ -4 AFIC
2. 4 BTHE Debuggers
# BTHB Code Flonw
# ETHE Control
# ETHEB DataView
[ata Cache Arays

Debug Utilities
Download Toolz

HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration

|
A A E L E LS LR E X

Proceszor Registers

Features HDT

Windows  Help

HOT  HOT |BET | BEF) | DEEL FLUSH FLUSH RESEF @ E M FRH
sHI RsM |LBRf |EPSD | BIST Eidd D33 choHE CTIE CTAP HE] (HAS AL e

Status Info _ X
Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refresh ~
0 | 5H_BOj2-claw-754 o | 0o | 1 | 0 |legacy 32-bit Made BSP DBReg | 1024 | ¥ Auto Refresh b}
BTHB Contiol 1 | %
Trace Buffer Addresses
EHTraceBase ooooooooooooooon
BHTracelimit gooooooooooooooon
EHTracePtr ooooooooooooooon
User Data
BHTracellsrD Setup For CodeFlow
Trace Control
EHTraceCTL aooooooo
Message Goes ko DRAM [ DRAM
Trace Enable [ TEM
Enable Full Trace Record [ TaLL
Unconditional Branches Entered [ TBIT
Into Bitmap
Enable Time Stamp [ Tsp
Enable Debug Interrupt On Trace | TINT
Buffer Crverflow
Memory Type Descriptor sUC-Uncacheable - |
Enable Privilege Level Specific Trace &l Code
Trace
TRMG Field Privilege
An easy way to setup for collecting traces was already defined.
Trace Operation Co
Don't skop [ ononaos T
Mode)
| wial |

|N|:u:|e EIL] {Eu:ure Dli Refrezh ‘




AMD Hardware Debug Tool (AMD Internal Only)

File

Feature Explorer

i i
0N EHITREEIF B8 RES

Edit  Wiew

HOT  HOT
RESET INIT

om OB .

q

+

+
+

PP OIOIIIES

APIC

BTHE Debuggers

# BTHE Code Flow
& BTHE Control

# BTHE DataView
[ata Cache Arays
Debug Utilities
Download Tools
HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration
Proceszor Registers

Features

Help

e
STEPRRTFER

indows

SET | SET | DSEL
LER=1 | BFS4) | (BIST

HDT

FLUSH FLUSH RESET
CACHE “TLE CTHP

HOT
Ml

HOT
E5M

Status Info
Node | CPU Name | DBReq | Core | DBRdy | SMM

o W Moo B

| Operating Mode | BSP/AP | #DB Status | LZ Size | Fefrezh

0 |SHEOjzdaw7s¢ = 0 | 0 | 1 | O

| Legacy 32-bit Mode BSP DEReq 1024 | ¥ Auta Refresh

BTHB Contiol 1 |

Trace Buffer Addresses

EHTraceBase oooooooo000 AD000
BHTracelimit 00000000000 ATRFFF
EHTracePtr ooooooooooooooon
User Data

EHTracellsrDx

Trace Control
EHTraceCTL aooio34o
Message Goes ko DRAM ¥ CRAM
Trace Enable v TEM
Enable Full Trace Record ™ TaLL
Unconditional Branches Entered [
Into Bitmap -
Enable Time Stamp [] R emin d er:
Enable Debug Interrupk On Trace [ TIN

Buffer Crverflow

Press “Wr All” or “Wr Chgs” to submit changes

Memory Type Descriptor & W E-Writeback

4

Enable Privilege Level Specific Trace &l Code

Trace

TRNG Field Privilege Ring 0 -

Trace SMI Code Trace ol Code

4

0:5tart trace now,
Don't skop (Conkinuous
Miode)

Trace Operation Conkrol

L]

AMD Hardware
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AMD Hardware Debug Tool (AMD Internal Only)

File

Edit  Wiew Features HDT  ‘Windows Help
T BN EH BN Hor Hot
e i
COHS  LOAD REL

o RO .

Feature Explorer a

+

+
+

PP OIOIIIES

APIC

BTHE Debuggers

# BTHE Code Flow
& BTHE Control

# BTHE DataView
[ata Cache Arays
Debug Utilities
Download Tools
HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration
Proceszor Registers

HOT  HOT |BET | BEF) | DEEL FLUSH FLUSH RESEF @ E M
sHI RsM |LBRf |EPSD | BIST Eidd D33 choHE CTIE CTAP HE] (HAS AL e

Status Info

ode ame eq | Core ¥ perating Mode atus ize efres
MNod CPU M DBR: C DERd S5rM | D ting Mod BSP/AP | #DB Stat L2 5i Refresh

0 | SH_BOfZ-claw-754 | O

o0 | # [ D

| Legacy 32-bit Mode | W Auto Refresh

BTHB Contiol 1 |

Trace Buffer Addresses

EHTraceBase oooooooo000 ADQOO
BHTracelimit 00000000000 ARFF?
EHTracePtr ooooooooooooooon
User Data
EHTracellsrDx
Trace Control
EHTraceCTL aooio34o0
Message Goes ko DRAM ¥ DRAM
Trace Enable v TEM
Enable Full Trace Record [ TaLL
Unconditional Branches Entered [ TBIT
Into Bitmap
Enable Time Stamp [ Tsp
Enable Debug Interrupt On Trace | TINT

Buffer Crverflow

Memory Type Descriptor

& WE-Writeback,

4

Enable Privilege Level Specific
Trace

Trace &l Code

TRNG Field Privilege

Ring 0 -

Trace SMI Code

Trace all Code

4

Trace Operation Conkrol

0:5tart trace now,
Don't skop (Conkinuous
Mode)

L]

AMD Hardware
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Feature Explorer

AMD Hardware Debug Tool (AMD Internal Only)
File:

COHS

Edit  Wiew Features HDT  ‘Windows Help

HOT HOT |SET | SET | DSEL ETTE ERED FLUSH FL
Ml RsM |LER=f | EPSA | (EIST TFER BRTY

HOT ~ HDT
[T (NIT
wptguy RES WO

Resurne operation ak current statel

+

PP OIOIIIES

+
+

APIC

BTHE Debuggers

# BTHE Code Flow
& BTHE Control

# BTHE DataView
[ata Cache Arays
Debug Utilities
Download Tools
HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration

Proceszor Registers

o || 5tatus Info

Exit HDT to allow system to run and buffer to be filled.

Node | CPU Name | DBReq

0 | SH_BO/Z-claw-754 |

1]

0 | g |

BTHB Contiol 1 |

Trace Buffer Addresses

EHTraceBase oooooooo000 ADQOO
BHTracelimit 00000000000 ARFF?
EHTracePtr ooooooooooooooon
User Data
EHTracellsrDx
Trace Control
EHTraceCTL aooio34o0
Message Goes ko DRAM ¥ DRAM
Trace Enable v TEM
Enable Full Trace Record [ TaLL
Unconditional Branches Entered [ TBIT
Into Bitmap
Enable Time Stamp [ Tsp
Enable Debug Interrupt On Trace | TINT

Buffer Crverflow

Memory Type Descriptor

& WE-Writeback,

4

Enable Privilege Level Specific
Trace

Trace &l Code

TRNG Field Privilege

Ring 0

Trace SMI Code

Trace all Code

4

Trace Operation Conkrol

0:5tart trace now,

Don't skop (Conkinuous

Mode)
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AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help
T B BT HOT HIT HUT  HOT [ sl sTE
[if¢ - - | ) P e /

8 Erter HOT debug mode] Enter “HDT Mode” to view/analyze buffered data.
Feature Explorer Q| | Status Info X
¥ % APIC Node | CPU Name |DBRE|:| e . ~
= # BTHE Debuggers 0 | 5H_BOj2-claw-754 o | 0o | 0 | nfa | E] L i g T ma | W Ao Refresh b
BTHE Code FI
* e BTHB Control 1 | X

# ETHE Control

& ETHE DataView Trace Buffer Addresses

i EHTraceBase oooooooo000 ADQOO
+-- 4 Data Cache Arays
+. & Debug Utiities BHTracelimit 00000000000 ARFF?
+- 4 Download Tools EHTracePtr 0000000000000000
+-- 4 HyperTranzpor™ Te
+- @ 1/0 Ports User Data
+-# |nztruction Cache A | | BHTracellsiD
- JTAG Inztructions
¥4 LZ Cache Anays Trace Control
+- 4 Memon Debuggers | |BHTracecTL oooins4n
+- 4 PCI Canfiguration Message Goes ko DRAM ¥ DRAM
+|-- 4 Processor Registers | | Trace Enable ¥ TEM

Enable Full Trace Record [ TALL

Unconditional Branches Entered [ TBIT

Into Bitmap

Enable Time Starmp [ T3P

Enable Debug Interrupt On Trace | TINT
Buffer Crverflow

Memory Type Descriptor & WE-Writeback, - |
Enable Privilege Level Specific Trace &l Code

Trace

TRNG Field Privilege Ring O -
Trace SMI Code Trace All Code -
Trace Operation Conkrol 0:5tart trace now,

Don't skop (Conkinuous
Mode)

L]




AMD Hardware Debug Tool (AMD Internal Only)

File  Edit

L

[OHS LOAD REC

o 0 o BN BN .
Feature Explorer o
+ -4 AFIC

2. 4 BTHE Debuggers
# BTHB Code Flonw
# ETHE Control
# ETHEB DataView
[ata Cache Arays

Debug Utilities
Download Toolz

Yiew

HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration

|
A A E L E LS LR E X

Proceszor Registers

Features

Windows  Help

STEPRRTFER

HDT
HOT  HOT

SET | SET | DSEL
Ml R3M | LER=1 | BP0 | (BIST

FLUSH FLUSH RESET
CACHE “TLE CTHP

o W Moo B

Status Info ax
Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refresh ~
0 | 5H_BOj2-claw-754 o o1 | 0 |legacy 32-bit Made BESP | DEReq | 1024 | ¥ futa Refresh o]
X

BTHB Contiol 1 |

Trace Buffer Addresses

EHTraceBase oooooooo000 ADQOO
BHTracelimit ooooo00o00000 A7 FF 7
BHTracePtr 000000000000333C
User Data

EHTracellstD

Trace Control
EHTraceCTL aooio34o0
Message Goes ko DRAM ¥ DRAM
Trace Enable v TEM
Enable Full Trace Record [ TALL

Unconditional Branches Entered
Into Bitmap

"(/ Press “Refresh” to see “BHTracePtr” has incremented,

Enable Time Stamp

HENG

Enable Debug Interrupk On Trace
Buffer Crverflow

[ TINT

Memory Type Descriptor

& WE-Writeback,

4

Enable Privilege Level Specific
Trace

Trace &l Code

TRNG Field Privilege

Ring 0 -

Trace SMI Code

Trace all Code

4

Trace Operation Conkrol

0:5tart trace now,
Don't skop (Conkinuous
Mode)

L]

sighifying that data was buffered.

Node 0 +| [Coe0 =] Fgtesh | [ ]

AMD Hardware Debu, .,

) L




AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help

EHIT AT A SEP SET DEEL flEH FLUSH RESE T T E E M
it Bl Gt B AR WD RSN um-r BPs:J BleT Gifil (o] (ol T Thb R N N ~
[OHS LOAD REC

o BN BN .

F_eéture Explorer Q| [Status Info _ o

[

& APIC Node | CPU Name | DBReq | Core | DERdy | S | Operating Mode | BSP /AP | #DB Status | LZ Size | Refrezh
- 4% BTHE Debuggers 0 |SHBOfZ-caw754 | 0 | O 1 | 0 |legacy32-hitMode | BSP | DBReq | 1024 | W AutoRefresh
# BTHE Code Flow

x| |% B =

BTHE Contral 1 BTHB Data¥Yiewer 1 |

# ETHE Control
a5:92 | =1 | o0 | 89 | &= | 87 | 86 | &5 | 84 | &3 | s2z:en 79:- 64 £3: 00

# BETHE DataView
Of fset Interrupt Vector x Commernts
[ata Cache Arays Tag PG PE I Selector | Logical Address
w | =m | sv | 1| | pEX | Wer vsea

Debug Utilities
Download Toolz

HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration

|
A A E L E LS LR E X

Proceszor Registers

When viewing buffered data, user can select a
specified range and also filter what data to analyze.

< / 2
i~ Filkers
Start Address |5ta hddress Type |

0T Start Selector=
00000000000 0000 Q[ Defined =3 oSl i S
Stop Address User Defined 2JMP, CaLL, RET. LL, or SYSRET

Trace Buffer Base 3 Instruction BreakpdMt, Exceptions
0000000000000000

Trace Buffer Offsst by 4INTR, NMI,INT, INTO, BOUND, or INT3 ErRi e

Trace Buffer Limit 5IRET

< | > |N|:u:le El_l |Eu:ureEI_J Refrezh
—— -.




File

'F_eéture Explorer

RESET INIT

+

PP OIOIIIES

+
+

APIC

BTHE Debuggers

# BTHE Code Flow
& BTHE Control

# BTHE DataView
[ata Cache Arays
Debug Utilities
Download Tools
HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions

L2 Cache anays
Memaory Debuggers
PCI Configuration
Proceszor Registers

Edit  Wiew Features HDT  ‘Windows
T BN B0 B Hor Hot
N B Y BS

om OB .

HUT  HOT [ SEF | SER
SHI  RSM mn:r

AMD Hardware Debug Tool (AMD Internal Only)

Help

STEPRRTFER

FLUSH FLUSH RESET

b I

Start Address

|5tart Address Type

(RCHE TLE TAF
1 || status Info _ ax
Node | CPU Name | DBReq | Core | DERdy | S | Operating Mode | BSP /AP | #DB Status | LZ Size | Refrezh i
0 | SH_BO/Z-claw-754 | I & 1 0 |legacy 32-bitMode | BSP | DBReq | 1024 |V AutnRefresh v
BTHE Contral 1 BTHB DataViewer1 | *
9E5:97 | 51 a0 g9 =] | g7 | g6 | =13 | =L | a3 | g2: 80 79: 6d &3 00

Of fset Interrupt Vector x Commernts

Tag ) PE I Selector | Logical Address

vH|5H|SU| L|mm|REx|Nm;Used

A s

| i Filterz

00000000000 20000 | Trace Buffer Base
|5I:up Address Type

Stop Address

0 Trace Start » Selector=

1 Conditional Branch Bitmap
| 2JMP, CALL, RET, S¥SCALL, or S¥'SRET

1D%Number of Ertries (+ |~

3 Inztruction Breakpoint, Erceplions -
4 INTR, MM, INT, INTO, BOUND, or INT3 ettt
SIRET s

I

|N|:u:le EILI IEDTEDLJ Refrezh

-OL.'



AMD Hardware Debug Tool (AMD Internal Only)

File

Feature Explorer

Edit

Yiew

O
0N EHITREEIF B8 RES

om OB .

RESET INIT

F

PP OIOIIIES

+
+

APIC

BTHE Debuggers

# BTHE Code Flow
& BTHE Control

# BTHE DataView
[ata Cache Arays
Debug Utilities
Download Tools
HuperTranzport™ Te
1/0 Ports

Imstruction Cache A
JTAG Instructions
L2 Cache anays
Memaory Debuggers
PCI Configuration
Proceszor Registers

Features

HOT  HOT | SET) | SET | DSEL
Ml R3M | LER=1 | BP0 | (BIST

Q| [Status Info

HDT  ‘Windows

Help

B FLUSH FLUSH RESER
STEPRRTFER JCTT3

THE

b I

o X

Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2Size |  Fiehesh ~

0 | SH_BO/2-claw-754 o 0 1 0 |legacy 32-bitMode | BSP | DBReq | 1024 |V AutnRefresh v

BTHE Contral 1 BTHB Data¥Yiewer 1 | =

95:9z | 51 | 20 | 83 | &8 | g7 | 86 | 85 | g4 | 83 | BZ:20 79: 64 £3:00 ”~
Of fset Interrupt Vector x Commer

Tag ) PE I Selector | Logical Address
vn|5n|su| L |mm|REx|Nm;Used

0000000000000000 | 1 1 1 1 0 0 o o | 0 o 0000 000080000000 Conditional Bre
000000000000000C | 2 1 1 1 0 0 o 0 0 0 000 :DDDDDDDDFMESESE: JMP, CALL, BET, S¥¢
0000000000000015 | 1 1 1 1 0 0 o 0 ] 0 0000000080000000 Conditional Bre
gooooooooooo00z4 bl 1 1 1 a a a a a u] aoos .DDDDDDDDF?EDlSSA. JUMP, CALL, RET, =57%:
goooodo0o0o0o00z0 1 1 1 1 a a a a a a .DDDDDDDD?DDDDDDD .I:Dndit.ic-na_.]. Er:
0o00O000DOOODOEC | Z 1 1 1 0 0 o 0 ] 0 0008 O00O0OOOOF7S0601F  JMP, CALL, RET, STE
0000000000000048 | 1 1 1 1 0 0 o 0 0 0 | 0000000070000000 Conditicnal Bre
0000000000000054 | 2 1 1 1 0 0 o 0 0 0 0008 O000OO00SOSLAFOC — JMP, CALL, RET, ST8
goooodoooooo00s0 1 1 1 1 a a a a o a . (ufulnlulnlululuf=tulu]nlufalulu] [ Conditional Br:
Oo0o00o0000000sc z 1 1 1 0] u] a u] u} u] aoos .IIIIZIIIIDEIEIEIEIF'?‘IESEBD. JUMP, CALL, RET, S5¥%:=
gooooaooooooaoss 1 1 1 1 a a u} a ul a . goooooooza000ooon . Conditional Br:
0000000000000034 | 2 1 1 1 0 0 0 0 0 0 0008 O000OOOOF7S06051  JMP, CALL, RET, SY&
0000000000000050 | 1 1 1 1 0 0 ] 0 0 0 | 000000002 FE00000 Conditional Bre
DEIEIIEIEIEIEIEIEIDEIDEIDS'C Z 1 1 1 a a a .EI a a aons .EIDEIDEIEIEIEIF.'?EEIIGEIBF JUFP, CALL, .RET, 5TE
IjDDDDDDDDDD;JDDAB 1 1 1 l a a u} a o a . .DDD;JDDDDADDDDDDD Conditional Brez
DDdDDDDDDﬁDDDDB‘I Z 1 1 1 0] u] a u] o u] aoog .DI.IIDDDDDDEIDEJJLFSC JMP, CALL, BET, S5%=
00000000000000C0 | 1 1 1 1 0 0 o 0 0 0 | 00000000E0000000 | Conditional Bre
00000000000000CE | 2 1 1 1 0 0 o 0 0 0 0008 | O00ODOODOF74E3C44  JMP, CALL, RET, STE
oo0ooao0000000n s 1 1 1 1 a a a a a a . aooooooosa0aaoo0 . Conditional Br:

Qo000 o0000000E 4 Z 1 1 1 a a a a a u] aoos .DDDDDDDDF?EDGDEZI JMP, CALL, RET, S8¥2 ™
< >

Start Address |5tart Address Type | e -
0 Trace Start » Selector=

00000000000 A0OOQO | Trace Buffer Ba_se
|5I:up Address Type

Stop Address

0000000000000100 |Mumber of Entries (+ |-

AMD Hard

1 Conditional Branch Bitmap
2JMP, CALL, RET, S¥SCALL, or S¥'SRET

3 Instruction Breakpoint, Exceptions

AINTR, MM INT, INTO, BOUND, or INT3

SIRET

b

Apply Filker

I




AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help
T BN EW BN Hor ot HoT  Hot |SET | SEF | DSEl BT B AU FlH RESE T TET
RESET IMIT Ml RSM |[ERst BIST W] cAOHE TIE TP @ E M il -

om OB .

'F_eéture Explarer 1;1_. ﬁtat'us'lﬁ'l_:'ﬁu _ _ o x
+- 4 APIC Node | CPU Name | DBReq | Core | DERdy | S | Operating Mode | BSP /AP | #DB Status | LZ Size | Refrezh ] i
|- 4 BTHE Debuggers 0 |SHEOfZ-caw?54 | 0 | 0 | 1 | 0 |legacy32-bitMode | BSP | DBReq | 1024 | W AutoRefresh v

BTHE Code FI
- e | BTHE Control1 | BTHE DataViewer1 — BTHB Code Flow 1 | X

# ETHE Control

& BTHE Data View Start Address Start Address Type | GDTR. | 000000008003F000 ETarget .'v_ || EInstructiun Bn_aakpu:_uint_, Exceptions

i 0000000000000000 |User Defined - ] LDTR 0000000000000000 | Target |« | INTR, MMI, INT, INTC, BOUMND, or INT3
# @ Dalalache Aaps gy op address User Defined CR3 | 0000000000039000 Targst |» ¢ System Management Interrupt

=@ DebugUtiities 00000000DD0OO0oo UEEECRERNE — ' Data Breakpoints
54 Download Tools Trace Buffer OFfset e -

; Trace EufFer Linmit | Skart Another Trace Process

ol Tnel] emaptns™ Fo [~ Conditional Branch Taken

+- 4 /0 Portz

4@ Instruction Cache A Address Opcodes Mnemonic Code | Size | BTHB Buffer Offset Loc
- JTAG Instructions

¥4 LZ Cache Anays

+- % Memon Debuggers

+-- 4 PCl Configuration
- # Processor Reqizters

CodeFlow is a more user-friendly view that interprets
that buffered data into a code execution format.

£ ; > |N|:u:Ie ':'Ll lEnreDLJ Refrezh

-OL.'




Yiew  Features HDT  Mindows  Help
: [ B EW EW Hor Hot HoT  Hoo | SER | SEE | PSEL EOT BEE RLUEH FLUSH RESE O AT T

= RESET IMIT SMI RSM BIST (RCHE “TLE  “THP E E M AL Q
- COHE a0 REC

o TN .

e e

File  Edit

Feature Explorer Q|| Status Info _ _ _ _ ) ) ) _ i ax
i | FNode | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP,/AP | #DB Status | L2 Size | Refresh | ~
-4 BTHB Debuggers || 0 |SHBOf2-daw-754 | 0 | 0 | 1 | 0 |legacy3z-hitMode | BSP | DEReq | 1024 | ¥ AutoRefresh v

.4 BTHB Code Flow.

] 1= i BTHE Contil 1 | BTHE DataViewer1  BTHEB Code Flow 1 | x
antrol | — i
.| @ BTHE Data View| |0t Address |Start Address Type | GDTR | 000000008003F000 |Target [~ | | Instruction Breakpoint, Exceptions.
e B 0000000000A0000 Trace Buffer Base |~ | LDTR | 0000000000000000  Target |« | INTR, MMI, INT, INTO, BOUND, or INT3
. Stop Address o fiddes 00 SO Management Inkarrupt
@ Debug Lltiities a[s[afulula[s]ujuinlu]u]s] Generating code flow instructions Breakpoinks i
|- 4 Download Tools Another Trace Process
|- @ HyperTranzpor®™ Tes ~ Curent Progress - | pnditional Branch Taken
- @ 1/0 Ports w5
- Instruction Cache An Addres! | ENENENENENERNENENERNENRNENERNENEND Sz | BTHBBufferoffset|Loc
-4 JTAG Instructions [ . [ [ [
r- 4 L2 Cache Arays e P ; : : I
r-- 4 Memaomy Debuagers 4B [
|- @ PLI Configuration EENNENNENENNNENENNNENEEE
|- @ Processzor Begisters

Statuz: Processing...
E stimated Remaining Time: 0 minutes 1 zeconds

Cancel

|A
|

£ I | JNDdE Dli 1Eu:ureEIL] Fefresh




File

F

AMD Hardware Debug Tool (AMD Internal Only)

Edit  Wiew Features HDT  ‘Windows Help
wor e o v [ e A\ ;.
o 0 BN NN .

Feature Explorer Q| [Status Info x
® AFIC Node | CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2Size |  Fefiesh | A
# EBTHBE Debuggers 0 | SH_BOJ2-claw-754 o 1] 1 0 | Legacy 32-bit Mode BSP DEReq | 1024 | W Aut; Fefresh bl

: EI:E EZ:E;'M BTHE Cantrcl 1 | BTHE DataViewsr1  BTHB Code Flow 1 | X
& BTHE Data View Start Address |5I:arl: Address Type | GDTR | 000000003003 F000 |Target | = Instruction Breakpoint, Exceptions
00000000000 A0000 | Trace Buffer Base - LDTR Q0000000000 00000 | Target | - INTR, MMI, INT, INTC, BOUMND, or INT3
# Data Each.et Arrays Stop Address |Stop Address Type | CR3 | 0000000000035000 Target |« | Systemn Management Interrupt
# Debug Utiities 0000000000000100 |Mumber of Entries (+ | = T Diata Breakpoints
# Download Tools Start Another Trace Process
# HyperTransport™ Tex [ Conditional Branch Taken
& |/0 Ports
# Instuction Cache A Address Opcodes Mnemonic Code Size BTHE Buffer Dffset b
& ITAG Instructions 000&:00000000F74ESCae6 |C2 05 00 retnd ooosh 3z 0000000000 0000 24
#® L2 Cache Anays 0008: 00000000F 7501864 |43 inc ehx 32
# Memary Debuggers || 0008:00000000F7501868 |83 C7 3C add edi,dch 32
# POl Configuation || D008:00000000F 750186E |83 FB 02 crp ebx,02h 32
# Processor Registers 000 :00000000F 7501871 |72 CE Jb loc £7501541h 32 0o0oooo0000000030
0005:00000000F 7501541 6h 01 push hyte O1h 32
0008:00000000F 7501543 5B CH oW ecx,ebx 32
0O00S:00000000F 7501845 |55 pop eax 32
0O005:00000000F 7501846 |03 EO =hl geax,cl 32
0008 :00000000F 7501848 |8EB 4D FC o ecx, [ebp-04h] 32
0O005:00000000F 750184 |85 C1 test ECX,2ax 32
000s:00000000F 7501540 |74 1B j= loc £75015 6ah 32 0000000000 000030
0O00S:00000000F 7501868 |43 ine ehx 32
0005:00000000F 7501868 |83 C°7 3C acld edi,3ch 32
0008 :00000000F750186E |83 FB 02 cmp ebhx,02h 32
0005:00000000F 7501871 |72 CE Jkb loc £7501541h 32 0o0ooo00000000030
0005 :00000000F 75018573 SF pop edi 32
0O005:00000000F 7501874 |SE pop esi 32
0003: 00000000F 7501875 |33 CO KO EaX, AN 32 w
£

AMD Hardware




HDT Features AMD:'

4) Cache Arrays
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HDT Features AM D “'l

- Cache Array Groups

CONFIDENTIAL

e Cache debug features

—These features can be used to debug target cache arrays. All cache
features are core based

—Refer to BKDG for cache array definition

e |[nstruction Cache Arrays
—Feature definition varies with target processor family and rev
—Report target ICache of L1 cache

e Data Cache Arrays
—Feature definition varies with target processor family and rev
—Report target DCache of L1 cache

|2 Cache Arrays

—Feature definition varies with target processor family/rev, and
target processor L2 cache size

—Report target L2 cache
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AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help
] H H " SINGRESTER T a0 COHS  LOAD REC
g oAl ]| (R e B
Feature Explorer o Skatus Info 'J;l x
+- i APIC Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refrezh | i
+ -4 BTHBE Debuggers 0 | SH_B0j2-claw-754 1] 0 1 ™ Auto Befresh bt
<-4 Data Cache Arays
: . S ; DCache DataAmray 1 | *
& I;IAY| Index Eytes 63:56 | Eytes 55:45 | Evytes 47:40 | Eytes 39:32 | Eytes 31::24
& Tlaciolt TLE Biray 0 000 |FOOOEFGFFOOOEFST? | FOOOEF6FFOOOEFSF | FOOOEF6FFOOOEFEF | FOOOE9S7FOOOFEAS | FOOOES16FO007D35 | I
& DCache L1 TLE B Anay 0 | 001 |0000000000000000  0000000000000000 | 0000000000000000  0000000000000000 | 0000000000000000 | ¢
& DCache L2 TLE Anay 0 | 002 |0000000000000000  0000000000000000 | 0000000000000000  0000000000000000 | 0000000000000000 |
& DCache Line Translator 0 003 |0000000000000000 0000000000000000 | 0000000000000000  0000000000000000 | 0000000000000000 |
& Dl i 0 004 |0000000000000000 0000000000000000 | 0000000000000000  0000000000000000 | 0000000000000000 |
DcaifT ﬂ:w 1 | 000 |FFFFFFFFFFFFFFFF | FFFFFFFFFFFFFFFF | FFFFFFFFFFFFFFFF | FFFFFFFFFFFFFFFF | FFFFFFFFFFFFFFFF | I
®: [ Eache Tag tnay 1 | 001 |CODO178AFO00EFCT | FOOOFOA4FOOOFFS3 | FOOOFFS3FOOOFEGE  FOOOEGFZFODOE7A4 FOOOEFDZFOOOESZE |1
®| DLache Tag B Anay 1 | 002 |0000000000000000 | 0000000000000000 | 0000000000000000  0000000000000000 | 0000000000000000 |
@ DCache £ oo Caay 1 003 |0000000000000000 | 0000000000000000 | 0000000000000000 | 0000000000000000 | 0000000000000000 | |
+1- 4 Debug Utiities 1 | 004 |FOOOES16FO00ES16 | FOOOES16FO00ES16 | FOODES16FO0O0ES16 | FOODES16FO00ES16 | FODDES16FO00ES16 ||
+- % Download Tools
+--# HuyperTrangport™ Technology
- 1/0 Poarts
¥ ¥ Instruction Cache Armrays
+-# JTAG Instructions
+-# LZ Cache Anays
+- 4 Memamn Debuggers
+-- 4 PCl Configuration
+- % Processor Fegisters
< | ’
Start Index: | 0 Mumber of Indexes: | 005
Way | 0 | 1 |
Clear all | [wl | [w
|N|:u:|e EIL] {Eu:ure Dli Refresh |




AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help
_ g oAl ]| R ey o B RO R
Feature E'xblcur'e'r 0 | [Skatus Info _ _ 1 x
+ -4 APIC | Node | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refrezh | i
+ -4 BTHBE Debuggers 0 | SH_B0j2-claw-754 1] 0 1 ™ Auto Befresh bl
R D.atz E:f;zﬁ’;:lnay DCacheDataArray1 | x
# DCache Data Array [Detailed) I;IAY! Index Eytes 63:56 | Eytes 55:45 | Evytes 47:40 Eytes 39:32 | Eytes 31::24 |
& DCache L1 TLB A Anay 0 | 000 |FOODEF6FFOO0EFST | FOODEF6FFOOOEFEF | FOODEF6FFOOOEF6F | FOODESSTFOOOFEAS FOODES16FO007D3E | I
# DCachel1 TLE B Aray i} 001l |000oo0o0ooo000o0 | 0a000000000a0a00 | 0000 000000000000 | 000000000000 0000 | A0Q0000000000000 | [
& DCache L2 TLE Anay 0 | 002 |0000000000000000 | 0000000000000000 | 0000000000000000 | 0000000000000000 | 0000000000000000 |
& DCache Line Translator 0 | 003 |0000000000000000  0000000000000000 | 0000000000000000  0000000000000000 | 0000000000000000 |
o oo4 000o000000000000 | 0000000000000000 | 0000000000000000 | 0000000000000000 | 000000000000 0000 | ¢
# DCache LRU Anay : bl . : [ bttt ittt : bttt : L
# [DCache Tag A Amray
# DCache TagB Amay
% DCache Tag C Amray
¥4 Debug Utilitiez
+- % Download Tools
+--# HuyperTrangport™ Technology
- 1/0 Poarts
¥ ¥ Instruction Cache Armrays
+-# JTAG Instuctions
+-# LZ Cache Anays
+- 4 Memamn Debuggers
+-- 4 PCl Configuration
+- % Processor Fegisters
£ b3
Start Indes: IDi Mumber of Indexes: | 005
Yay | 1] | 1 |
Clear &l | [vw ‘_[:é




AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help

T B EW EW Hor ot WO HOT ((SER | BET | DNEL BT BT fUsH fUiH RESE TR T SIS Lonp REC
: RESET INIT SMI  RSM BIST il tAcHE TIE CTAP 15ET @ E m Ky~ : & Jﬁ_, H i . &

Feature Explorer o Skatus Info ) ] 'J;l x
+- i APIC | Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refrezh i
+ -4 BTHBE Debuggers . a | SH_Bj2-claw-754 1] 0 1 ™ Auto Befresh bt
<-4 Data Cache Arays ;
H ¥ DCache Diata Arap 1 DCache DataArmray [Detailed] 1 | *
# DCache Data Amray =
L B O Cache Diata Amay [Detailed] i | b | ey | ieisdia | 5 | i | ]
& DCache L1 TLB K8aray 0 | 080 | 0 |0 | FOODES16FO00ES16 O 8D
& DCache L1 TLB B Anay 0 | 000 1 | 0 FOOOES16FO00EZCE |0 4C
# DCache L2 TLE Array P W O | TCO0TPSSTO00ESIS(0) 9f
& Dok Live Tisiisktar B K e O | FOODESIoPDODTDAS 0 82
# DCacheLRU & Sy e O | FODOESRTIDOAFERS 0| 99
DEaChET g;ay 0 000 | 5 | 0 FODOEF6FFOOOEF6F 0| &80
®: [ Eache Tag tnay 0 | 000 | 6 | 0O | FOOOEFEFFOOOEFEF |0 8D
¥ O achelon Ay 0 | 000 | 7 |0 |FODOEF6FFOOOEFS? 0] 57
@ DCache £ oo Caay ‘0 o010 |0 |0000000000000000 0 Oc
+1- 4 Debug Utiities O 00t 1 | 0 | 00D00DD0O0O00O0000 0 OC
+- % Download Tools 0 001 2 |0 0000000000000000| 0 OC
+- 4% HyperTransport™ Technology 0 | oo1 3 | 0 | 0000000000000000 0| OC
-4 10 Ports B - | DODOOHHRRRANNO0 L B | OC
¥ ¥ Instruction Cache Armrays o ool 5 0 | 0000000000000000 |0 | OC
+ # JTAG Instuctions 0 | oo1 & | 0 | 0000000000000000 0 OC
+ 4 L2 Cache Anays O 0ol | 7 |0 0000000000000000 0 OC
%4 Memom Debuagers 0 | 0oz 0 |0 | 0000000000000000 0 OC
-4 PCl Configuration o | 0oz 1 | 0 0000000000000000 0 OC
+-# Processor Fegisters 0 002 < 0 | 0000000000000000 |0 | 0C
Sl o EemRsnsisklalEl 2 e A A
e - DOODHUOHBEAANN0n LB ) De
0 | 0oz 5 | 0 |0000000000000000 |0 OC
0 | 0oz & | 0 | 0000000000000000 0 OC
N 7 | 0 0000000000000000 |0 0C
0 | 003 | 0 |0 |0000000000000000| 0| OC e
Start Index: | 0 Mumber of Indexes: | 005
Yay | ] | 1 |
Clear all | wl |




AMD Hardware Debug Tool (AMD Confidential)

File Edit  View

Feature Explorer

Features HDT

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

+- 4 APIC
+-- 4 BTHE Debuggers
<-4 Data Cache Arays

Windows  Help

[SET | BET | DSEL ENE BT fLUSH FLOSH RESE TIN TN
FAEN e R R T g B
Ul | Status Info

| Mode | CPU Name

‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size |

- D R .

Refrezh ]

0 | SH_BOj2-claw-754

1] ] 1

™ Auto Refresh

DCache Data Arayp 1

Index

| DCache Data Aray [Detaled] 1

DCachel1TLB AArray1 |

aF | b | [E) | DGR | TPL | LinearTag ‘ Cr3iTag ‘ W | i} | D | uT | RED | WD | TFH | PhvsTag | Misc | EntryID |

# DCache Data Aray
& DCache Data drray [Detailed)
L M Cache L1 TLR A Aray
# DCachelLl TL Array
& DCache L2 TLE Array
# DCache Line Translator
# DCache LRU Array
# [DCache Tag A Amray
# DCache TagB Amay
% DCache Tag C Amray
¥4 Debug Utilitiez
+- % Download Tools
+--# HuyperTrangport™ Technology
- 1/0 Poarts
¥ ¥ Instruction Cache Armrays
+-# JTAG Instuctions
+-# LZ Cache Anays
+- 4 Memamn Debuggers
+-- 4 PCl Configuration
+- % Processor Fegisters

go |o ool o | 1

o1
oz
2
L

oo oo
lojo|o|o
oo oo

Start Index: |0 Murmnber of Indexes: |05

SR S P

| 0000000FOD . 00
|000D000AE | 0O

[ R e
e
]
o
]
]
=]
]
| e
=

|000O0ODAE | 00
| - 00,
LOBEECEE S OO

R e ]

[~~~ |-
e e
oo oo
RN e P =

ok |~ |~ o

0 | 0000000 |
0 | ODDOO0AE |
0 |DOOOORAE |
0 | 0000O0AE |
0

LUUBLOES |

08
08
o5
os
oo

[Node 0 v| [Coed v Refiesh | woiion | wimn |

0o
01
i
03
Ll

X &=




AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help

AEEEsv N BT EER ARG . WA EE
= KGR GIO8 GEER N3 RESET IMIT  SMI R3M | LBRS | GRS | [BIST Ei63d WGIH (RCHE CTLES CTak 13N TERN HLL B S an -

Feature Explorer B | Status Info ] i i LR
+- 4 APIC | Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refrezh i
+- 4 BTHE Debuggers 0| SH_BOf2-claw-754 0 a 1 ek v
T . Bt Lachasdmays DCache Data Arap 1 | DCache Diata Aray [Detaled] 1 | DCache L1 TLE & Array 1 | OCache Line Translatar 1 DCache LEU Amay 1 X

# DCache Data Aray
& DCache Data Armrap [Detailed) Ll il |
# DCachel1 TLE A Anray 00 | 01 |
# DCache L1 TLB B Anay e 01 |
# DCache L2 TLB Amray et 01
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5) Data, Instruction, and L2
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- Cache Line Translators

e Display multiple cache array data corresponding to a DRAM
address

—DRAM address can be defined by Physical, Linear, Logical or
Indexed format.

—Automatically translate the address into cache way and index to
retrieve multi cache array info for the input definition.

e Cache Line Translator features
—ICache Line Translator
—DCache Line Translator
—L2Cache Line Translator
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- Debug Utilities

e Breakpoints
—Define hardware breakpoints.
—Setup conditional breakpoint.

—Setup advanced breakpoint functions, such as breakpoint on
exception.

—Define software breakpoints using INT3 instruction on DRAM.

e Cache Diagnostic Loader
—A special utility for ICache and DCache diagnostic

e Event Analyzer
—A full logical analyzer, similar to TLA.

—A new design that can define criteria and event on any node or
core.

—User can define as many clauses and states as possible.

e |Cache Disassembly
—Debug instructions in ICache
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File  Edit indows

ERIT]
B (K W HOT

Wiew  Features HDT

HOT HDT HOT HOT
Wl [ RESET IMIT  SMI RSM

Help

SET] | [SET | IEEL ETE AT
T s TER R TR

Il [ status Info

FLUSH FLUSH RESE
(AEHE TLE TP

per et ot I o B el

1

Feature Explorer

*
*4+ 44

|
LA B E R E EE N

APIC

BTHE Debuagers
Data Cache Armrays
Drebug Utilities

‘

# Cache Eagnostic Loader
# Cache Line Translator

ET EwentAnalyzer

# |Cache Dizazzembly
Diovnload Tools
HyperTranzport™ Technolagy
[0 Ports

Ingtruction Cache Amrays
JTAG Inztructions

L2 Cache Anays

temony Debuggers

PCl Configuration

Proceszor Registers

| Mode | CPU Name

‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size |

Refrezh |

0 | SH_BOj2-claw-754 0 0 1

[~ Auto Refresh

Breakpoints 1 | Cache Diagnoztic Loader 1 | Cache Line Tranzlator 1 | Ewvent Analyzer 1

“Hardware Breakpaointz -

_ Global _ Breakpoint

Linear Address ‘ Enabled | Transaction Type Length Reset BP ‘
DRO| 0000000000000000 |« |1 &0 | Instruction Fetc (= | Byte |- || Clear BPO
DR1| 0000000000000000 |~ f_ Gl | Instruction Fetc |+ | Byte |- ";Iear BP1
DR2| 0000000000000000  » " G2 | Instruction Fetc [+ | Byte |~ | Claar BP2
DR3| 0000000000000000 |« || &3 Instruction Fetc [+ | Byte |+ | Clear BP3
[T aGo [ Redirect =

S Advanced << | Break On Skk | Conditional BP <<
Software Breakpoints;
Audd ‘ Linear Address ‘ Enabled | Action

Remowve All

x
~
b
=

| ICache Dizassembly1 | Binary File Loader1 < ¥

I “irite &ll upon Reset

4 available Hardware Breakpoints for user to configure.
First screen will cover most breakpoint cases.
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File  Edit

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Feature E'xblcur'er

Wiew  Features HDT

+- 4 APIC

+-- 4 BTHE Debuggers
+ Data Cache Armrays

Debug Utilities

# Breakpointz

# Cache Diagnostic Loader
# Cache Line Translator
ET EwentAnalyzer

# |Cache Dizazzembly

Download Toolz

+
*

HyperTranzport™ Technolagy
[0 Ports

Ingtruction Cache Amrays
JTAG Inztructions

L2 Cache Anays

temony Debuggers

PCl Configuration

|
LA B E R E EE N

Proceszor Registers

Windows  Help

SET | [SET DSEL ETTE ERfEY fLUSH FLUSA RESE 700 1T
LER=1 | BP54) | BIST Wiy CRCHE CTLE CTRP ISRT

0 | [Skatus Info

it R i

|N|:u:|e EIL] {Eu:ure Dli Refrezh |

3 x
Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refrezh | i
0 | SH_B0j2-claw-754 a 0 1 B e v
Breakpoints 1 | Cache Diagnoztic Loader 1 | Cache Line Tranzlator 1 | Ewvent Analyzer 1 | |Cache Dizazzembly 1 | Binary File Loader1 4 b X
“Hardware Breakpaointz - S
_ Global _ Breakpoint | Local | BP '
Linear Address ‘ Enabled | Transaction Type Length | Enabled | Pin Reset BP ‘
DRO| 0000000000000000 |« I G0 | Instruction Fetc [« | Byte [+ [ L0 |7 |ClearBPO
DR1| 0000000000000000 | - l_ 31 | Instruction Fetc |+ | Byte |- [ L1 _I__ _ Clear BP1
DR2| 0000000000000000( - r G2 Instruction Fetc [» | Byte |« |[ L2 [ |ClearBPz
DR3 | 0000000000000000 |- [ G3 Instruction Fetc (= | Byte [+ L3 | | ClearBP3
L IW Break On SMM Conditional BF << | [ ‘e All ypon Beset
DF&? ] ] o ooooo400 DBG_CTL__MSRZ ] ] caogoaoo
!Glu:ul:ua! Exack I_-Inal:uleld _]_ GE Data Mgtch BPs | .C'.u_:lu;lress Match Cnly -
Local Exact Enabled _]_ LE 3DNow! causes #DhA r 30Now
ExcpEP_RIP | Goooogoooaooaoog MM causes #DNA F MM
ExcpBP_RIP_MASK | 0000000000000000 |x86 causes #DMA [~ FPU
ExcpBP_CH | 00000000 |55E causes #DMA || DSSE
_Er_uab_ln_a Except BP _J_ #EM Signature on BP | SEP
ExcptInk Yector 000 - DE + |Enter HO'T Ml:n:le_ LB EHM |
DRO_Data_Match 0000000 000000000 | DebugStatus goooo0an)
DRO_Data Mask | 0000000000000000 |DRS FFFFOFFO |
DREI__.F'.DDR_MF'.SK oooooo0o | CR4 oooooooa)
McodedCtl gooooooo
Saftware Breakpoints:
Add ‘ Linear Address ‘ Enabled | Action
Remowve All
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File Edit View Features HDT  ‘Windows Help

Ml 0 B [EW Hor HoTo HeT  HOT |[SET | BET | DEEL EDE BT fLOSH FLOSR RESE TET AT EFR 15 '-DED REC
= HOT RESET [MWIT SMI RsM |LBR=1 | BRSO | BIST Eifdd 03 oAeHE CTLES CTAP @ E m KNy + Z & ﬁ an . -

Feakure E'xblcur'er o | | Status Info 'J;l x
+- i APIC Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refrezh | i
+ -4 BTHBE Debuggers 0 | SH_B0j2-claw-754 1] 0 1 ™ Auto Befresh bt
; Data Cache A
1) Dals au:”e. fraws Breakpoints 1 | Cache Diagnostic Loader 1 | Cache Line Tranzlator 1 | Ewent Analyzer 1 | |Cache Dizazzembly 1 | Binary File Loader1 4 b X
-4 Debug Utilitiez :

& Dieatisiint “Hardware Breakpaointz - S
reakpoints = -
_ Global _ Breakpoint | Local | BP
# Cache Diagnostic Loader Linear Address ‘ Enabled | Transaction Type Length | Enabled | Pin Reset BP ‘
# Cache Line Translator DRO| 0000000000000000 |« I G0 | Instruction Fetc [« | Byte [+ [ L0 |7 |ClearBPO
ET EwentAnalyzer DR1| 0000000000000000 | » || Gl | Instruction Fetc [+ | Byte [« |[ L1 [ | ClearBP1
# |Cache Dizazsembly DR2| 0000000000000000( - F 52 Instruction Fetc [» | Byte |« |[ L2 [ |ClearBPz
+ -4 Download Tools DR3 | 0000000000000000 |- [ G3 Instruction Fetc (= | Byte [+ L3 | | ClearBP3
+-# HyperTransport™ Technology I Go [~ Redirect =
5. @ 10 Ports Advanced << Break On Skik | | Condisonal Ef B | I wiite All upon Reset

- 4@ Instruction Cache Arays HOT CFa Qooaoooan 5
+- @ JTAG Instructions Conditional HOT Compate . RAY 7 .
+-# L2 Cache Anays Reg Address [
+-# Memary Debuggers False Branch Enter HOT -

44 PCl Configuration True Branch Enter HOT -

-4 Processor Registers Enable Conditional HOT [ CHDT_EN
Disable Snoops in HOT I~ smp_pIs
CondHDT_Walue 0000000000000000 |
CondHDT_Yalue MASEK aoooooooooooooon
Saftware Breakpoints:

Add | | Linaae &dd |c Ll Jl Acbion |
“Conditional BP” available to further filter condition triggered through
Hardware Breakpoints. For example, user may specify to break
on any I/0 access to port 80, but user can further filter with
“Conditional BP” to actually break if AL = 0x10. v
Refresh |
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File Edit View Features HDT  ‘Windows Help

Tod E0 [E0 [E0 Hor HDT o HOT  HOT |[SET | BET | DSEE ETTE B fLUSH FLUSH RESEH TID AT 15 '-DED REC
= RESET [WIT  SMI RsM |LBR=1 | BFS9 | BIST [ifd CheHE CTLET CTAR I5ET] @ E m KNy + Z & H an . -

Feature E'xblcur'er 0 | [Skatus Info _ 1 x
+- i APIC Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refrezh | i
+ -4 BTHBE Debuggers 0 | SH_B0j2-claw-754 1] 0 1 ™ Auto Befresh bt
v @ Data Cache Arrays 5 : ; ! ; : ;

T ¥ Breakpoints 1 | Cache Diagnostic Loader 1 | Cache Line Tranzlator 1 | Ewent Analyzer 1 | |Cache Dizazzembly 1 | Binary File Loader1 4 b X
-4 Debug Utilitiez :
- “Hardware Breakpaointz - S
W B |:u:||.nt$ ] . dd Global . Breakpoint | Local | BP
# Cache Diagnostic Loader Linear Address Enabled Transaction Type Length |Enabled | Pin Reset BP
# Cache Line Translator DRO| 0000000000000000 |~ I G0 | Instruction Fete [« | Byte [+ [ L0 |7 |ClearBPO
ET EwentAnalyzer DR1| 0000000000000000 |~ || Gl | Instruction Fetc (= | Byte |» i I | Clear BP1
# |Cache Disazzembly DR2| 0000000000000000( - r G2 Instruction Fetc [» | Byte |« |[ L2 [ |ClearBPz
+ -4 Download Tools DR3 | 0000000000000000 |- [ G3 Instruction Fetc (= | Byte [+ L3 | | ClearBP3
+-# HyperTransport™ Technology I Go [~ Redirect =
5. @ 10 Ports Advanced << Break On Skk Conditional BP > I wiite All upon Reset

- 4@ Instruction Cache Arays HOT CFa Qoooooaon
+- 4 JTAG Instuctions Conditional HDT Compare . RAY = .
+-# L2 Cache Anays Reg Address [ ]
+-# Memary Debuggers False Branch Enter HOT -

44 PCl Configuration True Branch Enter HOT -

-4 Processor Registers Enable Conditional HOT [ CHDT_EN
Disable Snoops in HOT I~ smp_pIs
CondHDT_Walue 0000000000000000 |
CondHDT_Yalue MASEK aoooooooooooooon
Saftware Breakpuiﬁts:
":'"'j'j ‘ Linear Address ‘ Enabled | Action
1 | ooooo00000000000 [+ |1 Remove
Remowve All T '
ot
|N|:u:|e EIL] {Eu:ure Dli Refresh ‘ ] ‘ W Al ‘
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File

Edit  Wiew  Features

HDT  ‘Windows — Help

- [TH BN BN D Hur Hor o Hor o Hor (SEE | SER | DSEL GO B OMUSH FLUH RESE TR TN mE f I-DED REC
HOT RESET INIT SMI  RsM BIST Wi e CTiE TR @ E m i - ﬁ H an . -

Feature Explorer

By Status Info

XX

R

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities

# Breakpointz

L M Cache Diaghost

# Cache Line Tranzla
~ET Ewent finalyzer

# |Cache Dizazzembly
Diovnload Tools

HyperT ranzport™
[0 Ports
Ingtruction Cache Amrays
JTAG Inztructions

L2 Cache Anays
temony Debuggers

PCl Configuration
Proceszor Registers

diagnostic test suite to be downloaded and executed out of cache.

Technology

|| Node | CPU Name

‘“DBREQ .|.:Eure |".DBRdr .|.:5MM .|.:Dperal:ing Mode |"BSP,.-’AP |"#DB Status |"L2 Size | Refrezh ]

] SH_B0)2-claw-754 ] 0 1 [ Awto Befresh
Breakpoints 1 Cache Diagnosztic Loader 1 | Cache Line Tranzlator 1 | Ewvent Analyzer 1 | |Cache Dizazzembly 1

Diagnostic Path: ] Browse... | Load Diagnostic |

iDiagnDstic Arguments |- j Fur Diagriosti I

| Binary File Loader1 4 B %

This feature is available for customers to receive or write own




AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help

ol fen Qe RS AT T P R BRI e o B v B B N

eature Explorer tatus Info ) - ) ) ) 1 x
- dp APIC Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refrezh ] ]
# BTHE Debuagers 0| SH_BOf2-claw-754 0 i 1 [ et v

]- Data Cache A ‘
g s au:”e. fraws Breakpoints 1 Cache Diagnostic Loader 1 | Cache Line Tranzlator 1 | Ewent Analyzer 1 | |Cache Dizazzembly 1 | Binary File Loader1 4 b X
|4 Debug Utilities

# Breakpointz Diagnostic Path ] Browse. .. | Load Diagnostic |

# Cache Diagnostic Loader [Diagnostic Arguments Fiur Diagriost ]

# Cache Line Translator Al:% =

¥alue |
Arg1 |0000000000000000
Arg2 | n000000000000000
Arg3 |0000000000000000
Arg4 | 0000000000000000

~ET Ewent finalyzer
# |Cache Dizazzembly
Download Toolz

HyperTranzport™ Technolagy

10 Part A s uldooooouoiodooon
Dr.s Arg 5 | 0000000000000000
Instruction Cache Arays m .I:I.D 'Di:l DD DDD DD EiD.EIIDlD.
JTAG Inztructions Arg 7 IZI.D EIEI EIEI .|_-"_| EIEI .IZ.IIZI DEID IZI.IZ_I_
¢ Lt Arg® | 0000000000000000

temony Debuggers

PCl Configuration

R

Proceszor Registers

]Nu:u:le[l_vj ]Eu:ure[l_lj
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File Edit View Features HDT  ‘Windows Help

: i BN W E HoT HoTo HoT  WoT |SET | SET | DEEL ETTE BT s fsH REsE I T : E - LoD REC
: RESET INIT SMI  RSM BIST il tAcHE TIE CTAP @ E m ('Ll [ & J_, H i . &

Feature Explorer o [Status Info ) ] ] 'J;l x
+- i APIC | Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refrezh ] i
+ -4 BTHBE Debuggers . a | SH_Bj2-claw-754 1] 0 1 I Auto Pafrash bl
i : E:Lau;ii:i:i”ays Breakpoints 1 | Cache Diagnoztic Loader 1 Cache Line Translator 1 | Ewvent dnalyzer 1 | I.Ee.u.:he Dizazzembly 1 | Binary File Loader1 4 b X
& Cicskiions _ lAddresr_._ . 0000000000000000 I Addr T‘rpeiLinear =
# Cache Diagnostic Loader Segment I | Offset L * .
L M Cache Line Tran
ET EwventAnalyzer k [~ DataCache [ Instuction Cache | L2 Cache Tranzlate
# |Cache Dizazzembly
¥4 Download Toolz
+- % HuperTranspor™ Technology
+ - /0 Ports
- 4@ Instruction Cache Arays
+ & JTAG Instructions
+- % L2 Cache Anays
+-- % Memon Debuggers
=+ 4 PCl Configuration
+ -4 Processor Registers

|N|:u:|eEIL] ]Eu:ure[llj

o 347PM
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File Edit View Features HDT  ‘Windows Help

T B EW EW Hor ot WO HOT ((SER | BET | DNEL BT BT fUsH fUiH RESE TR T SIS Lonp REC
: HOT RESET INIT SMI  RSM BIST [Aff] D1 hckE TIE CTAP @ E m Ky~ : & Jﬁ_, H i . &

Feature Explorer 'l [ Stakus Info . . . .
+-dp APIC | Mode | CPU Mame ‘ DEReq | Core | DERdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size | Fefresh | ”
+. % BTHE Debuagers 0| SH_BOf2-claw-754 ] 0 1 o -
;- # DataCache &
¥ : D:haugilcmi:esrra}'s Breakpoints 1 | Cache Diagnostic Loader 1 | Cache Line Translatar 1 EventAnalyzer 1 | ICache Disassembly 1 | Binary File Loader 1 4 b X

# Breakpoints Skake 1

If TRUE | |

# Cache Diagnostic Loader
Then Do Mothing

# Cache Line Tranzlator

ET IEN%I
# |Cache Dizszzembly

Download Toolz

HyperTranzport™ Technolagy
[0 Ports

Ingtruction Cache Amrays
JTAG In :

|
e R

This feature is SOFTWARE-driven, and can be used for further filtering
iIf and only if a HARDWARE breakpoint has been set and triggered. Therefore, this feature

will not be triggered and the conditions in this feature will not be evaluated
unless a HARDWARE breakpoint has been HIT!!

Current State - |1 - i

Counter 1 | Counter 2 | Counter 3 | Counter 4 |
0o0000000a0a0a00; 000000000a0a0000  000o000000000000 | a000a0aoaoao0ooo
Reset o Resek ] ' Resek l ' Reset I

" Force HDT On Palling Delay : Reset &l Counters |

& PolingDBRdy  I° = ms Enable |

AMD Hardwa



Event Analyzer (cont) AMD1

e Comparison between Event Trigger and Conditional
Breakpoint

Conditional Processor Limited GPR and Very high speed
Breakpoint micro-code CR2; no multi-
states; Only apply
for one core

Event Fully by HDT | Complete logical Slow.
Analyzer analysis definitions Speed depends
and full process
on HDT connector
report

and software
No boundary
limitation between
nodes and cores
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File Edit View Features HDT  ‘Windows Help

= HOT HDT HOT HOT |[SET |SET) | DED [LUSH FLUSH RESEF @ E m
= EGN Gf Gl K33 RESET IMIT  SMI RsM LGRS | BRSE) | BIST B Dd cRcdE LR PTAR SHAT (A

. - O O .

Feature Explorer it} =_Stafu§ Info _ . ) 'J;l x
+- i APIC MNode | CPU Mame ‘ DBReq | Core | DBRdy | ShM | Operating Mode | BSP /AP | #DB Status | LZ Size | Refrezh ] i
+- 4 BTHBE Debuggers 0| SH_BOf2-claw-754 0 0 1 ™ Auto Refresh ]
i: E:Lau;ii:i::;ays Breakpoints 1 | Cache Diagnostic Loader 1 | Eache Line Transle,tu:ur'l | Ewent Analyzer 1 IEa-::heDi.sassemhl_l,l1| Binary File Loader 1 4 b X
& EBreakpaints | | C0000FERE BCECRNNNNN DS 2| Breakpoints
& Ciibi DiapiniaEasde Murmber Of Lines | DzufPhySicaI Address iDDDDDDDDDDDFEDBZ (CEiIP gv.:'
# Cache Line Translator
ET EventAnalyzer BP Address | Opcodes |Mnemonic| Code Size
L A |Cache [ i
+-- 4 Download Tools k
+- % HuperTranspor™ Technology
+ -4 /0 Portz
- @ Instuction Cache Arays
¥ JTAG Instuctions
+- # L2 Cache Anays
+-- 4 Memony Debuggers
- 4 PCl Configuration
+ # Processor Regizters

|N|:ude EIL} iEureDj Refrezh ‘ wir Chigs I
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7) Download Tools

12/15/2004 AMD Confidential Computation Products Group 155



HDT Features AM D “'l

- Download Tools

eBinary File Loader
—EXport target memory buffer, either DRAM or PCI, to a binary file.

—Import binary file of memory, ICache, DCache or L2 Cache buffer,
and then load it to target.

—Import binary microcode file to load it to target processor.

e Save Text Report

—Retrieve target info/data and then generate a text file to report the
result.
—The feature covers
» All registers
e Memory and Disassembly
e Cache info
e PCI info
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File

ERIT] HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Edit  Wiew

Feature Explorer

Features HDT

|
L K N

PP PP NP

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

L ]
# Save Test Relrts

HyperTransport™ Techhology
140 Ports

Ingtruction Cache Arayps
JTAG Instructions

L2 Cache Amayz

Memaory Debuggers

PCl Configuration

Proceszor Registers

| Mode | CPU Name

Windows  Help

BT | Ber | ooEU BT BOT RS FLSH RESE T O E - LoD REC

B e TTEAAEE. SO RN .

Ul | Status Info a

‘ DEReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | LZ Size | Refrezh

0 | SH_BOj2-claw-754 0 0 1 [ Awto Befresh

X &=

Binary File Loader 2 |

iE:-:pu:urt target mernory to binary file _f_j

Address ooooooooooooooon
Segment [ Offset 1 +

Addr Type |Linear =
Num of Bytes | 00000200| Phys Type | iuto v ' [

Full Path File Mame: |

Browsze. .

This feature is used to download/export data files to/from user’s target system.

User can specify action, address, and location of fV
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File

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Feature E'xi:'IDr'e'r

Edit

Wiew  Features HDT

indows

[SET. | BET | DSEL
LBR=1 | GRS | BIST

+

F

+

+-

PP PP NP

*

*4+ 49

APIC

BTHE Debuagers

Data Cache Armrays
Debug Utilities
Download Tool:

# Binam File Loader
# Save Test Reports
HyperTransport™ Techhiology
140 Ports

Ingtruction Cache Arayps
JTAG Instructions

L2 Cache Amayz
Memaory Debuggers

PCl Configuration
Proceszor Registers

Help

o
STEPRRTFER

FLUSH FLUSH RESE
(AEHE TLE TP

T &
SRTRMSET

R

0 | | Status Info _ _ o X
| Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refrezh i
0 | SH_B0j2-claw-754 0 0 1 ™ Auto Refresh o]
Binary File Loader 2 | *
iE:-:pu:urt target mernory to binary file
Ewport target mermarny ta binary file
Irnport binary file to target mernarny jo00000000000000

Irnport binary file to ICache
Irnpiort binary file to DCache
Irport binary file to L2Cache
Imnport Microcode File

Offset | I

s Type | Auto - |

o

Addr Type |Linear =

Full Path File Mame: |

Browsze. .

|N|:u:|eEIL] ]Eu:ure[llj

Ky ¥ 1
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File Edit View Features HDT  ‘Windows Help

Tod E0 [E0 [E0 Hor HDT o HOT  HOT |[SET | BET | DSEE ETTE B fLUSH FLUSH RESEH TID AT 15 '-DED REC
= HOT RESET [MWIT SMI RsM |LBR=1 | BRSO | BIST Eifdd 03 oAeHE CTLES CTAP @ E m KNy + Z & H an . -

Feature Explorer o Skatus Info _ 'J;l »
+- 4 APFIC Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Refrezh e
+- 4 BTHE Debuggers 0 | SH_BOJ2-claw-754 ] 0 1 [t he v
+- % Data Cache Amays : :

Binary File Loader 2 Save TextReports 2 *
4% Debug Utiities L ports2 |
= 4 Download Tools | GPR | GPR (Compact) [ fIPOnly 0O [ MSR |

# Binary File Loader [ Memary Dump Columns per line | 3

h gl =22 Tent Repo Address | 0000000000000000 Addr Type [Linear B

rks

+ - % HyperTranzport™ Tenu:ulu:ug_l,l Seg.menl:j Offset £
+- @ 1/0 Ports Mum of Bytes | 00000200 Phys Type | Auto [+ Display Size |32 bits =
¥4 Inztruction Cache Armrays s = = ZEoms o > =X
o JTAG Instuctions | Disassembly Code Size: |.ﬁ.ut|:. [+
i ¢ r'f Ea':h;ﬂ‘;'ay > Address | 0000000000000000 Addr Type |Linear o
-4 Memaiy E = uggers Segment i— Offset l— +
+.- 4 PCl Configuration e T e -
: : Num of Bytes | 00000Z00| Phys Type | Auto -
+- ¥ Processzor Registers ! ! s -
[~ ICache [ DCache I LzCache [ Refresh On Save
Retrieves Data from open Cache Feature windows anly
[ PCIData Skarting Bus: | ] Ending Bus: | 255 PCI Config Space

Full Path File M arne; | Browse. ..

This feature gives the user the ability to DUMP desired information, such as GPR,
Disassembly, or PCI Config Space to a text file for later viewing and/or analysis

|N|:u:|eEI - |Eu:ure[lj

14 start

K



File  Edit

Yiew

i B
OH B HOT M IF W RES

Save As

Save in;

My Recent
Documents

EE

Deszktop

ky Documents

&

HDT  ‘Windows — Help

HOT HDT HOT HOT |[SET | BET SIN
RESET IMIT SMI  RsM % STER

Features

i

fLUSH FLUSH RESET
(REHE CTLES THP

T 5
SRTRNSET

A B R .

© BN R .

2)X] . . 2 x

: trating Mode | BSP/AP | #DB Status | L2 Size Fefrezh ] ~
IE} fadh Ll - £F Edr ™ Auto Refresh b
i[ﬁDebug =
[ihdte

i I msr

EﬁLlnuxCqurqu I i :
IhListCtriDemo Columns per line | 3

[Chres

@_CDdingTest[l].ch
Ej~$ntis_wcurd.dcuc

E:I cpudump. bxk

EI cpuregdump. bxt

EH| ListCtrlDemo. zip
@Mantis_wurd.duc

m msrdump.MSR

MyPropertyCtrl, positions

wzk3spl _1218_usa_xB6fre_spcd.iso

Addr Type |Linear [=]
)
~ | Display Size |32 bits

[=]

Code Size: | Auko

Addr Type I Linear |;_|!

+l] -

EX

o
2|
=
@

kdy Computer
q l 255 [ PCI Config Space
' DWEE...
kA Hetwark File narne: igplcampact ;] \%__I
Flaces
Save as lype: i _:j Cancel I
|

Export Report

|Nndeﬂﬂ IE:::reEI_:J



File

TR Y

te e

Edit  Wiew  Features

HDT  ‘Windows — Help

il 0 W E§ Hor Horo HOT o HOT | BEE | BER SINCRMSTER
HOT RESET IMIT SMI  RSM % TFER

(REHE TLE

FLUSH FLUSH R]E_EEI' @ E m Eﬁ -

o B RN B .

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

... 4 Binary File Loader
.. 4% Save Text Reports

HyperTransport™ Techhnolog

140 Ports

Ingtruction Cache Arayps
JTAG Instructions

L2 Cache Amayz
Memaory Debuggers

PCl Configuration
Proceszor Registers

This example shows a text file dump of the GPR (General Purpose Registers).

File Edit “iew Insert Format Help #%end

NEH SR # LB B

General Register [(Compact)
rIF rax rBX rcX rDX r3F
0O0000000000EDE2 000000000000 &622C  00000O000O0000000  Q000000038005803 00000000060 &60000  0DOC

£

I >

ax

Mode CPU Name DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size Refrezh ] ]

0 | SH_BOfZ-claw-754 ] ] 1 I Auto Pafrash ¥
Binan File Loader 2 Save TextReports 2 *

B
-

For Help, press F1

I Export Report

AMD Har

WiordPad

A

|N|:u:|e Dﬂ IE:::re

7 1 I

<]



HDT Features AMD:'

8) HyperTransport
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HDT Features AM D “'l

- HyperTransport™ Technology

e HyperTransport™ Memory Map
—Debugger of target HyperTransport™ memory map buffer.

e HyperTransport™ Trace Control
—Use a trace logic definition to filter which packets to monitor.
—Define a trace buffer.

e HyperTransport™ Trace Data Viewer
—Dump trace buffer from target.

— Interpret the source and destination of each HyperTransport™
packet.

e HyperTransport™ Trace Registers

—Standard register viewer to fully expose the registers for
HyperTransport™ trace analysis.
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AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help

T BN EW BN Hor ot HoT  Hot |SET | SEF | DSEl BT B AU FlH RESE T TET
HiT RESET IMIT Ml RSM mn:r BIST W] cAOHE TIE TP 5T @ E M e -
COHS  LOAD REC

o RO .

Feature Explorer

q :'ﬁtétus Info _ 1
APIC ‘Node | CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refresh

BETHE Debuggers | 0 |5H_BOf2-claw-754 n 1] 1 0 |Legacy 16-bit Mode BSP B0 1024 | ¥ Auta Befrezh

Daata Cache Armrays
Debug Utilities
Download Toaols

x| |% B =

HyperTranzport™ Trace Registers 2 HyperTranzport™ Trace Contol 2 |

Trace Stark and Capture Conditions
If [Mone]

Therkg | Start and Capture [None]

PP PP

HuyperTransport™ Technology

# HyperTransport™ Memony Map

L M HyperTranzport™ Trace Control Trace Stop Conditions

# HyperTranspor™ Trace Data Viewer If [Mone]
# HyperTranzport™ Trace Registers | Then Skop Tracing
+ 10 Parts

Ingtruction Cache Amrays
JTAG Instructions

rI;IEEac:h;ﬁ;rays User can filter which packets to monitor through the if/then
SR oA statements for both the START and STOP conditions.

PCl Configuration

|
L B X B E X

Processzor Reaisters

B1OS had a “Trace Buffer” option to allocate memory.
A 64MB chunk was allocated. This base can be changed to a user-defined
region to the flush 28-packet internal trace buffer.

Yiew data from Address Range:

Start Address |5I:art Address Type |
 000000001BO000OO Trace Buffer Base |-
Stop Address |5tup Address Type |

0000000000000100 |Mumber of Bytes (+) |-

Start Trace bnalyze Data ‘ Advanced Setup ‘ HyperTransport™ Nu:udeljli Refrezh ‘




[

File Edit View Features HDT  ‘Windows Help
j dEE e e (R | 6RE | e R OE R
B . User selects what causes/starts a trace-buffering session.
Feature Explorer I : =
: o | Node | CPUName | DBReq | Core | DBRdy | 5PIM | Operating Mode | BSP/AP | #DB Status | L2Size |  Refresh
BETHE Debuggers | 0 SH_B0JZ-claw-754 ] ] / 1] Legacy 16-bit Mode B3P B0 1024 | ¥ Auta Befrezh

1 || X

Daata Cache Armrays

Debug Utilities Clause Definition
Download Tools

*

o

HuyperT ranspar

L] + |
St s B N

# HyperTranspol

# HyperTranzpol
# HyperTranzpo

Machine Check Errar
Performance Monitor Event 3

# HyperTranzpao

-4 1/0 Ports i

) . Performance Monitor Event 2

- 4 Instruction Cache Performance Monitor Event 1 %

F-- 4 JTAG Instructions

E- LZ Cache &

e ANEANAE N Then Start and Capture

[+ 4 Memory Debugger II: o
em _

[+ 4 FCI Configuration B e ¢

;. # Processor Registe | = ||| Remove

- 0 t —

ak. Cancel

Yiew data from Address Range:

Start Address |5I:art Address Type |
 000000001B000000 Trace Buffer Base [~ |
Stop Address lStup Address Type |

0000000000000100;Mumber of Bytes (+) [+ |

Start Trace bnalyze Dala‘ Advanced Setup‘ HyperTransport™ Nudeﬂj Refrezh ‘ Wi Chigs ] Wt Al I




_ Internal Only) A
File Edit View Features HDT  ‘Windows Help
: [ B EW B0 Aot dor  HOT  HOT |SET | BEE | SEL ETTE ERG PLUSH FLUSH RESH T T T

: RESET (MIT SMI  RSM BIST (ACHE “TLE TAF E E M ALL
- COHE a0 RED

o TN .

Feature Explorer User selects what type of packets to capture.  nx
. - APIC \N'ﬁl:rl_—-l-\ e i ﬁ
- % BTHE Debuggers |0 | SH_BOf2-claw-754 ] ] 1 D/ Legacy 16-bit Mode | BSP BO 1024 | ¥ Auto Refresh b
.. 4 Data Cache Arrays L G ‘
-4 Debug Utilities
F- 4 Download Tools
4 HyperTranzport™ If
.4 HyperTranspo | Item : +-'"I'
.4 HyperTranspo i Arvthing |- §= Rn?!'qu:uve.
‘.4 HyperTranzpo : Add

# HyperTranzpao
|/0 Ports
Instruction Cache
JTAG Instructions
L2 Cache Arays
Memorny Debugger

Then Start and Capture
Item +i-
-~ || Remave
Al Add

PCl Configuration

XXX X"

Processzor Reaiste

“|Data Associated with SrcPte/DstPre Command
All Commands to DskPEr[4:0]
All Cormands ko SrcPre[4:0]
Cammand Trigger 0
Command Trigger 1 Bt

Ok Cancel

Yiew data from Address Range:

Start Address |5I:art Address Type |
000000001B000000 Trace Buffer Base [~ |
Stop Address lStup Address Type |

0000000000000100 Mumber of Bytes (+) [« |

Start Trace Analyze Dalai Advanced Setupi HuperTransport™ Nu:udeljli Refresh J W g 1 Wt Al I




Debug Tool (AMD. Intecnal Only),

Item

| » |l Remove i o x
~|Performance Monitor Event 2 | Add I ] i
“|Performance Monitor Event 1 J il =
Performance Monitar Event O ¥ huto Refresh bl
DERED assertion - —
Command Trigger 0 k = "
Command Trigger 1 ot
Nl Then Stop Tracing

Muink 1, HT Link 2)
&)

User selects what causes/stops a trace-buffering session. D)

ak, Cancel ]

Frocezzor Registers

Yiew data from Address Range:

Start Address |5I:art Address Type |
000000001B000000 | Trace Buffer Base =
Stop Address Stop Address Type |
0000000000000100;Mumber of Bytes (+)

il
| -

=]

Start Trace Analyze Data j Advanced Setup j

HuyperTranspart™ Nudeﬂj Hefresh] Wi Chos 1 Wt Al I




AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help
T BN EW BN Hor ot HoT  Hot |SET | SEF | DSEl BT B AU FlH RESE T TET
RESET IMIT Ml RSM |[ERst BIST W] cAOHE TIE TP @ E M N ~

om0 O BN .

‘Status Info 3 x
Node | CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP ‘ #DB Status | L2 Size | B ~
0 | 5H_BOjZ-claw-754 1] 1] 1 0 | Legacy 16-bit Mode BSP B0 1024 | ¥ Auta Befrezh w
HyperTranzport™ Trace Registers 2 HyperTranzport™ Trace Contol 2 | =
Trace Stark and Capture Conditions
If Anything
Skart and Capture All Commands to SrcPrr[4:0] (Swskern Request Interface, Mernory Controller, HT Link 0, HT Link 1, HT Link 2}
Then and Al Cornmands to DskPoe[4:0] (System Request Interface, Memory Controller, HT Link 0, HT Link 1, HT Link 2)
and Data Associaked with SrcPrefDstPEr Commands
Trace Skop Conditions
If DBRED assertion
Then  |5top Tracing

F_eéture Explorer i |
+- 4 APIC
+- % BTHE Debuggers
¥4 Data Cache Arays
-4 Debug Utilitiez
+ - % Download Toolz
2 & HyperTranzpor™ Technology
# HyperTransport™ Memony Map
# HyperTranzpot™ Trace Control
# HyperTranzport™ Trace Data Wiewer
# HuyperTransport™ Trace Reaisters
-4 |/0 Ports
- 4# Instruction Cache Arays
¥ JTAG Instructions
4 & L2 Cache Anays
+-- ¥ Memaom D
« ¢ rooh After making
+--# Proceszor Reaisters

Yiew data from Address Range:

Start Address |5I:art Address Type |

 000000001B000000 | Trace Buffer Base
Stop Address |5tup Address Type |

-

aoooooooooo DDlDDFNumI:uer of Bykes (+)

-

Start Trace Analyze Data ‘ Advanced Setup ‘

HuyperTranspart™ Nu:udeljli Refrezh ‘ Wi Chos ‘ Wadrpéll

Qf“l 4 "*‘) JE. Eo 7

AMD Hardw



AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help
T BN EW BN Hor ot HoT  Hot |SET | SEF | DSEl BT B AU FlH RESE T TET
RESET IMIT Ml RSM |(BR=t | EPS4 | 12T W] cAOHE TIE TP E E M ‘ALl

om0 O BN .

Feature Explorer q | [5tatus Info X
W% APIC Node | CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | B ~
-4 BTHB Debuggers | 0| SH_BOf2-claw-754 0 o 1 0 | Llegacy 16-bit Mode | B3P B0 1024 | ¥ Auto Refresh b
# Data Cache Amrays .

i . ; HyperT ranzport™ Trace Registers 2 HyperTranzport™ Trace Contol 2 | =
-4 Debug Utilitiez

) Trace Stark and Capture Conditions

+ - % Download Toolz - ;

: If Anvything

=4 HyperTranzport™ Technology

Start and Capture All Commands to SrcPrr[4:0] (Systern Request Interface, Mernory Controller, HT Link 0, HT Link 1, HT Link 2)

# HyperTransport™ Memory Map Then and Al Cornmands to DstPr[4:0] (Systeg Request Interface, Memory Controller, HT Link 0, HT Link 1, HT Link 2)

# HyperTranspot™ Trace Control and Data Associaked with SrcPrr/DstPrr Chmands
# HyperTranzport™ Trace Data Wiewer Trace Stop Conditions
# HuyperTransport™ Trace Reaisters IF DBREQ assertion

|/0 Ports

Ingtruction Cache Amrays
JTAG Instructions

L2 Cache Arays
Memory Debuggers

Then  |5top Tracing

PEI Configuration Use color-coding as visual aid to what has been written/modified
Processor Registers Or press “Refresh” to retrieve most recent.

|
L B X B E X

Yiew data from Address Range:

Start Address |5I:art Address Type |
_DDDDDDDDIBDDDDDD.THEE Buffer Base -
Stop Address |5tup Address Type |

O0000000000000100: Murnber of Bytes (+) |+

Start Trace Analyze Data | Advanced Setup | HuperTransport™ N.;..jenli Refresh | ‘ WA

—_—
fi' start r 1ikras AMD Hardware Debu, ..




AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help
T BN EW BN Hor ot HoT  Hot |SET | SEF | DSEl BT B AU FlH RESE T TET
RESET IMIT Ml RSM |(BR=t | EPS4 | 12T W] cAOHE TIE TP E E M ‘ALl

om0 O BN .

Feature Explorer q | [5tatus Info X
W% APIC Node | CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | B ~
-4 BTHB Debuggers | 0| SH_BOf2-claw-754 0 o 1 0 | Llegacy 16-bit Mode | B3P B0 1024 | ¥ Auto Refresh b
# Data Cache Amrays .
i . ; HyperT ranzport™ Trace Registers 2 HyperTranzport™ Trace Contol 2 | =
-4 Debug Utilitiez
) Trace Stark and Capture Conditions
+ - % Download Toolz - ;
: If Anvything
=4 HyperTranzport™ Technology
& Hiei 7 M Start and Capture All Commands to SrcPrr[4:0] (Systern Request Interface, Mernory Controller, HT Link 0, HT Link 1, HT Link 2)
FREC] Tanzpor Emory Kap Then and Al Cornmands to DskPee[4:0] (System Request Interface, Memory Controller, HT Link 0, HT Link 1, HT Link 2)
# HyperTranspot™ Trace Control and Data Associaked with SrcPrr/DstPrr Commands
# HyperTranzpoit™ Trace D ata Viewer Trace Stop Conditions
# HuyperTransport™ Trace Reaisters IF DBREQ assertion
+-# /0 Parts Then Stap Tracing
- 4# Instruction Cache Arays
¥ JTAG Instructions
4 & L2 Cache Anays
+- 4 Memaom Debuagers
+-- 4 PCI Configuration . e . c 5 -
: : Pressing “Start Trace” will enable the correct bits in the
+--# Proceszor Reaisters

“Start Control” register to prepare to start the buffering.

Yiew datafromAddress Ra

Start Address Start Address Type |
000000001B000#0 0 | Trace Buffer Base |«
Stop Address |5tup Address Type |

000000004000100: Murnber of Bytes (+) |+

StartTr‘e bnalyze Dalal Advanced Setup| HyperTransport™ Nu:udeljli Refrezh | ‘ Wt Al ‘

—_— - — ——
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AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help
T BN EW BN Hor ot HoT  Hot |SET | SEF | DSEl BT B AU FlH RESE T TET T
RESET IMIT Ml RSM |[ERst BIST W] cAOHE TIE TP E E M ‘ALl

om0 O BN .

Feature Explorer q | [5tatus Info X
W% APIC ‘Node | CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | B ~
+- % BTHE Debuggers | o SH_B0JZ-claw-754 ] ] 1 1] Legacy 16-bit Mode B3P B0 1024 | ¥ Auta Befrezh v
+ W Dt Each.nsj Arays HyperTranzport™ Trace Regsters 2 | HyperTransport™ Trace Contral 2| =
+- 4 Debug Utilities
+ - % Download Toolz
2 & HyperTranzpor™ Technology Register | Offset | Yalue

# HyperTransport™ Memony Map Time Stamp Counter Low |000000BD | SA3SECFC)

# HyperTranzpot™ Trace Control Timne Starnp Caunker Hil;||_‘| | 00000064 | 0O00000E

# HyperTransport™ Trace D ata Viewsr Trace Buffer BasefLimit Address  |000000BE | OO1EQOLE|

# HyperTranspoit™ Trace Registers Trace Buffer Address Painter |000000BC | DO6CO000 |
-4 10 Parts Trace Contral |000000ca

+- 4 Instruction Cache Araps Trace Start |000000C4 |
+- 4 JTAG Instuctions UL jonaeen | f
+-# L2 Cache Anays Trace Capturs i |000000CC | SF1FpDO00)

Trigger Event 0 Command Low 00000000 | ooodoooo
+- 4 Memaom Debuagers =E - : i i
<-4 PCl Configuration iloaer Bl B ooimmatn Bie CRIIRUUAS 000 D000 |
- ; Trigger Event O Mask Low ooooo0oDs | ooodoooo
- # Processor Fegiters Trigger Event 0 MaskHgh 0000000 | ooochono|

_Trigger Ex:'ent l_CDmmanu:_I L_u:uw _DDDDDDEEI | DooQooooD
Trigger Event l_gummand High |000000E4 | OOCpo00 )|
Trigger Event 1 Mask Low Q00000ES | OO0 00

Pressing “Start Trace” modified these bits.

User can right click on the value and view the subfield details.
The selections from the previous screen also modifies the
appropriate registers.

NB_CFG | NB_CFG | Transaction Control |
| Disable MCT-SRI Bypass || Disable SRI-MCT Bypass F Sequence I source node enable

Skart Mow Stop Mow | HuyperTranspart™ Nu:udeljli Hefresh‘ Wi Chos ‘ Wt Al ‘




AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help
T BN EW BN Hor ot HoT  Hot |SET | SEF | DSEl BT B AU FlH RESE T TET
RESET IMIT Ml RSM |[ERst BIST W] cAOHE TIE TP @ E M il -

om0 O BN .

Feature Explorer 1 | |Status Info . x
-4 APIC ‘Node | CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refresh ~
-4 BTHB Debuggers | 0| SH_BOf2-claw-754 0 o 1 0 | Llegacy 16-bit Mode | B3P B0 1024 | ¥ Auto Refresh b
+ @) Dita Each_e_ Aniays HyperTranzport™ Trace Regsters 2 | HyperTranspor™ Trace Contral 2| x
+- 4 Debug Utilities
+-- 4 Download Tools
2 & HyperTranzpor™ Technology Register | Offset | Yalue
& HyperTranzport™ Memomy kap Time Stamp Counter Low O00000BD | AEBZEQCC
# HyperTranzpot™ Trace Control Tirme Stamﬁ Counter High |noooooes | |3|:||:| 00048
# HyperTransport™ Trace D ata Viewsr Trace Buffer BasefLimit Address | OO0D00BE | 0O1EQOLE |
# HuyperTransport™ Trace Registers Tré.ce'_B_uFF;_e.r .é'.d;:l.re.-css I':‘c:inte_rm :I.IIII.IIZIIIII.ZIIIIEC DIIIECEIEIEIIII
w4 120 Ports Trace Contral |000000C0 | 00100001 |
+- 4 Instruction Cache Araps Trace Start |000000C4 | 00000000
+ - # JTAG Instructions Defes 0B0000CS | DO800000
. L2 Cache Arays TrTﬁl:E Ca!:_uture ) _DDDDDDCC | SF1F0000 |
+- % Memory Debuggers W
|- 4 PCl Configuration
-

Pracessar Registers Pressing “Start Now” STARTS the actual buffering.

Tig
Trigger Event 1 Mask Low |Q00000ES | 0000 0]
Trigger Event 1 Mask High 0O0000EC | OO oo
NB_CFG | NB_CFG Transaction Control |
[ Disable MCT-SRMvpass _|“ Disable SRI-MCT Bypass F Sequence ID source node enable
Skart N@ | Stop Mow | HuyperTranzport™ Mode Li Refrezh ‘ Wi Chos ‘ Wt Al ‘




AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help
T BN EW BN Hor ot HoT  Hot |SET | SEF | DSEl BT B AU FlH RESE T TET
RESET IMIT Ml RSM |[ERst BIST W] cAOHE TIE TP @ E M il -

om0 O BN .

'F_eéture Explorer i :'ﬁtétus Infa X
e ‘Node | CPUName | DBReq | Core [ DBRdy | SMM | Dperating Mode | BSP/AP | #DB Status | L2Size |  Ffiesh ~
4. % BTHE Debuggers | o SH_B0JZ-claw-754 1] 1] 1 0 | Legacy 16-bit Mode BSP 1] 1024 | ¥ Auta Befrezh v
+ W Data Each_ej Arrays HyperTranzport™ Trace Regsters 2 | HyperTransport™ Trace Contral 2| *
+- 4@ Debug Utilities
+ - % Download Toolz
2 & HyperTranzpor™ Technology Register | Dffset | ¥alue
& HyperTranzport™ Memomy kap Time Stamp Counter Low |000000BO | 40862332 |
# HyperTranzport™ Trace Control Time Skamp Counter High |000000B4 | DOOO0051 |
# HyperTranspor™ Trace D ata Viewsr Trace Buffer BasefLimit Address  |000000BE | OO1EQOLE|
# HuyperTransport™ Trace Registers Trace Buffer Address Painter |000000BC | 0O6CO04 3
¥ 4 1/0 Ports Trace Contral |000000C0 | 001000017
- 4 Instuction Cache Arrays s ot D00000C+ | 00000000 |
+-# JTAG Instructions Trareton. 00000028 | 00500000
+-# L2 Cache Anays Trace Capturs i |000000CC | SF1F0000)
Trigger Event 0 Command Low 0oQooood | Qoooooon
+- 4 Memaom Debuagers o = T I o
o Trigger Event 0 Command Heh 00000004 | 00000000
- ; Trigger Event 0 Mask Law 000000DE | 00000000
- ) Processorfiagistess Trigger Event 0 MaskHgh __ 0000000C | nnnannnn|
| Thmm———

To verify that flushing of trace buffer is happening,
user can press the “Refresh” button and see that the
“Trace Buffer Address Pointer” is incrementing.

NB_CFG | NB_CFG Transaction Control
[ Disable MCT-SRI Bypass _|“ Disable SRI-MCT Bypass F Sequence ID source node enable

Skart Mow Stop Mow | HuyperTranzport™ Mode Li Rrfrezh ‘

——————— —
"".: start 1ikras AMD Hardware Debu, ..




AMD Hardware Debug Tool (AMD Internal Only)

File Edit View Features HDT  ‘Windows Help
T BN EW BN Hor ot HoT  Hot |SET | SEF | DSEl BT B AU FlH RESE T TET
RESET IMIT Ml RSM |[ERst BIST W] cAOHE TIE TP @ E M il -

om0 O BN .

'F_eéture Explorer i :'ﬁtétus Infa 1 x
W% APIC Node | CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP ‘ #DB Status | L2 Size | B ~
+- % BTHE Debuggers | o SH_B0JZ-claw-754 ] ] 1 1] Legacy 16-bit Mode B3P B0 1024 | ¥ Auta Befrezh w

# Data Cache Amrays =
i ; HyperTransport™ Trace Regsters 2 | HyperTransport™ Trace Contral 2| =

-4 Debug Utilitiez
+ - % Download Toolz
2 & HyperTranzpor™ Technology Register | Offset | Yalue

# HyperTransport™ Memony Map Time Stamp Counter Low |000000BD | CE124746)
# HyperTranzpot™ Trace Control Timne Starnp Caunker High |00000064 | 00000055
# HyperTransport™ Trace D ata Viewsr Trace Buffer BasefLimit Address  |000000BE | OO1EQOLE|
# HyperTranspoit™ Trace Registers Trace Buffer Address Painter |000000EC | DOGCO0SS |
-4 10 Parts Trace Contral |000000C0 | 00100001 |

+- 4 Instruction Cache Araps Trace Start 000000C4 | DO0D0000 |
+-# JTAG Instructions Trareton. 000000CS | 00500000
+ - # L2 Cache Arays Trfa':E ol _ |Q00000CC | SF1F0000)

Trigger Event 0 Command Low 00000000 | 0O000000
+- 4 Memaom Debuagers o = T I o

<-4 FCl Configurati Trigger Event 0 Command Hish | 000000D4 | 00000000
E ongaTen Trigger Event 0 Mask Low 000000D&_|_onoononn
+--# Proceszor Reaisters P A St s

< Press the “Stop Now” button to stop the buffering.

NB_CFG NB_CFG Transaction Control |
[ Disable MCT-SRI Bypass Disable SRI-MCT Bypass F Sequence ID source node enable

Skart Mow Stop Mo HuyperTranspart™ Nu:udeljli Hefresh‘ Wi Chos ‘ Wt Al ‘




AMD Hardware Debug Tool (AMD Internal Only)

File Edit \View Features HDT

G008 [E [ [0 HOT HDT  HOT  HOT | SET | SET | DSEL
RESET INIT  SMI RiM | LBR=f | EFSO) | BIST

om0 O BN .

Windows  Help

R A R .

Feature Explorer q | [5tatus Info x
W% APIC Node | CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | B ~
+- % BTHE Debuggers 0 SH_B0JZ-claw-754 ] ] 1 1] Legacy 16-bit Mode B3P B0 1024 | ¥ Auta Befrezh w

# Data Cache Amrays .
i . ; HyperT ranzport™ Trace Registers 2 HyperTranzport™ Trace Contol 2 | =

-4 Debug Utilitiez
) Trace Stark and Capture Conditions
+ - % Download Toolz T [Nore]

2 & HyperTranzpor™ Technology

# HyperTransport™ Memony Map
# HyperTranzpot™ Trace Control

Start and Capture All Commands to SrcPrr[4:0] (Systern Request Interface, Mernory Controller, HT Link 0, HT Link 1, HT Link 2)
Then and Al Cornmands to DskPee[4:0] (System Request Interface, Memory Controller, HT Link 0, HT Link 1, HT Link 2)
and Data Associaked with SrcPrefDstPEr Commands

frr

# HyperTranzport™ Trace Data Wiewer

Trace Skop Conditions

frr

# HuyperTransport™ Trace Reaisters

If DBRED assertion

10 Parts

Then  |5top Tracing

Ingtruction Cache Amrays
JTAG Instructions

L2 Cache Arays
Memory Debuggers

PCl Configuration

|
L B X B E X

Processzor Reaisters

Go back to the

to view a breakdown of the captured packets.

“Trace Control” page, and press “Analyze Data”

Start Address

Yiew data from Address Rang

|5 rt Address Type |

_DDDDDDDDIBDDDDDD. ace Buffer Base -
Stop Address

top Address Type |

0000000000000 10" Mumber of Bytes (+) |-

Start Trace

Analyze Data Advanced Setup |

14 start
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AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help
! G R L lsﬁ?-f BSPEsTﬂ BT L { [t e Tap N e, B R
ﬁ ﬂ'f Eﬂ i i .
Feature Explorer Q| [Status Info X
¥ APIC Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 size | Refiesh | ”
+- 4 BTHE Debuggers 0 |SHBOfZ-caw754 | 0 | O 1 | 0 |legacy32-hitMode | BSP | DBReq | 1024 | W AutoRefresh v
: : g:thausii:i:i”ays HyperTransport™ Trace Contral 1 | HyperTransport™ Trace Fegisters 1 [ 140 Access 1 HyperTranzpoit™ Trace Data Viewer 2 | =
4 Download Taok Physical Address | MNode | Quadword ‘ Ctrl Byte | Type |5rc—:=-Desl: | Route Info | Command Type Addr
" & HyperTransport™ Te [000000001B000008 00 | SF35535FO0O0OOO0 6 DAT | SRI-=HTO | | data= SF3S535FO0000000
& HyperTranspor™ | |00000001B000010 00 DOOOOOZSCOGCTS60 03 iTsc | _ _ _
& HyperTranspore™||C00000001B000016 |00 |0003865843C00611 |35 (CwD  |HTO-->SRI |U6.0.0 | Crid=RdSized{Coherent, Normal, Byte, Nor-posted) L
. |ODO0O0OO1B0O0020 00 ODODODZSCOECSZAE O3 T5C
® Hyperlranspot™ | ooooteoooose |00 ooosessacoooce3n A (WD | SRI-HTO |U6.0 Cmd=RdResponse
® HyperTransoot™ | o oonoieooooen 00 0000O025C0BCA3EE 03 T5C '
-4 1/0 Ports 000000001E0000SE |00 |SF3S535F00000000 | A6 DAT  |SRI->HTO | | data= SF35535F00000000
* 1/0 Access 00000OOOIEOOOOAD 00 OOOOOO25CO6CS338 03 T5e. | ' '
+-# Instuction Cache AT nogoooo01B0000BE |00 | 0O03B65A43CO0611 |35 CwD  |HTO-3SRI (U600 | Cmd=RdSized(Coherent, Normal, Evte, Non-posted) | 3BE5E4C
+-# JTAG Instuctions | |g0000O001E0000CE 00 0OOOO02SCOSCACSS O3 Fsc | ' ' ' ' ' ' '
-4 L2 Cache Anays 000000O0LBOOOL3E |00 |OO03BESS0000CE30 | AS |CwD | SRI-=HTO |U8.0 | cmd=R.dRresponse
+-# Memory Debuggers | |00O0O0001BO0O148 00 0OOOO0ZSCOBCAD4D 03 TsC ' L [ '
+.# PClConfiguration | |000000001B0001S0 |00 |SF3S535F00000000 | A6 DAT  |SRI-=HTO | data= SF35535F00000000
+. % Processor Registers | | 000000001B000158 il 000000Z5C06CADSC 03 TS
000000O0LBOOOLE0 |00 |OO03BES843CO0611 | 35 |CwD | HTO--»SRI | Ug.0.0 | Crid=RdSized{Coherent, Normal, Byte, Mon-posted) | 3BEEA4L
000000001BO00166 00 0000002SCOSCCEAG O3 Tac. | ' ' '
000000O01BODOID0 |00 |OO03BESS0000CE30 | AS Cwh | SRI-3HTO |Us.0 | Crd=RdResponse
00000O0OLBOO0IDS 00 000D00ZSCOSCC734 03 e |
000000001BO001E0 |00 |SF3S535F00000000 | A6 DAT  |SRI->HTO data= SF35535F00000000
00000OOOIEOOOIES 00 OOOODOZSCOSCCTES O3 T5C ' ' [
User Defined o
4| ; Trace Buffer Base : Fall
Start Address Trace Buffer CE'FF_SEt —Filters
000000001E000000 BacsburLnl 0 Text Fiter ~ Filter Input &pply Filter
sl adlan Number of Bytes () 12 ﬁd?acrlg-relr.g.ELSLtabr;Tdiusted Timestamps [&
0000000000000200 |Mumber of Bytes (+) —‘% 3 Merge ALL by Timestampsz [ALL Dnl_l,l] i L
4 Filbar ki Cararaand Thesds mmnok
£ »
& 3 |HyperTranspDrt‘”NDdeDJ Refrezh




HyperTransport Trace Mode Setup

AMDCT

CONFIDENTIAL

AMDO AMD Confidentiol—Internal Use Only
AMD Hammer Family BIOF and Kernel Developer s Guide ERZINT  Rev. 04K Apeil 2002
Bit Definitions
Bit HName Function
31-8 Resamved Reserved (RO)
All bits in this field must be clearsd fo 0 for normal system operation.
-0 TmStmpHi Time Stamp High (RW)

Bits 33:32 of the tima stamp countar

11.5.3 Trace Mode Address Registers

The DRAM address range to be used for the Trace Buffer is specified via the Trace Buffer Base/Limit
Address Register. The current address which will be wsed to store the next Trace Buffer record is
specified by the Trace Buffer Address Pointer Register. The Trace Buffer Addres should be
loaded with a value between the Trace Buffer Base/Limit {typically equal to the base address) prior to
enabling Trace Mode. It is then updated by Trace Mode hardware as trace records ane written to the
Trace Buffer.

The addresses specified by these registers must be normalized to the svstem address and hence should
be greater than the base address for the node in question defined via the DRAM address maps (See
“Function |: Address Map™ on page 66.), During trace collection normal memory references must be
prevented from accessing the Trace Buffer. This may be achieved by setting the DRAM limit in the
DRAM Address Map to be less than the amount of DRAM physically present on the node by an
amount equal to the region 1o be reserved for the Trace Buffer, The Trace Buffer Base Address should
then be set to be above the corresponding DRAM Address Map limit address for the node.

The example below shows the DRAM Address Map (See “Function | Address Map™ on page 66.)
and Trace Buffer address settings for a Zenode system with 236M of DEAM on each node and for
which a 64M Trace Buffer region has been reserved for tracing traffic on node |

DRAM Base - OM

DRAM Limit 0 : 255M

DRAM Base | © 256M

DRAM Limit I - 447M

Trace Buffer Base (node 1) @ 448M
Trace Buffer Limit {node 1) 511M
Trace Buffer Pointer (node 1) - 448M

Trace Buffer Base/Limit Address Function 2 Offset BSh

Jors 150 |
—
Bt | TrosuimeHasa (35 24 |
Rasal
AW AW W
338 Hatnmer Family Processor Debug Modes Chaprer {1

AMDD AMD Confidentiol—Internal Use Only
AMD Haommer Family BIOS and Kernel Developer v Gulde J4ER2INT  Reov 0 Apal 20002
Bit Name Function
3-2 Resarved Reserved (RO)
Al bits in this field must be cleared to 0 for normal system operation.
1 StopCmd1 Stop on Command Trigger 1 {RW)
1] StopCmd0 Stop on Command Trigger 0 (RW)

11.5.7 Trace Capture Register

The Trace Capture Register is used to specify what traffic to capture when Trace Mode is in an active
state {after an event specified in the Trace Start Register and before an event specified in the Trace
Stop Register. Multiple capture criteria may be specified.

There are two principal types of capture events - capture by route or capture by packet tvpe.
Commands which match centain routing crteria can be captured by using a combination of source
and destination pointers { TreCmdSrcPrr{4:0] TreCmd DstPer{4:0]). A command packet routed from
XBAR source port n to XBAR destination port m will be captured if the appropriate bits n and m are
hoth set in the source and destination pointers respectively. Multiple bits can be set in either pointer to
capture traffic from multiple source ports andfor to multiple destination ports.

Commands can be captured by packet type by using the Trigger Event Command™ask registers.
Commands which match the trigger events can be captured as can responses or probes issued on
behalf of the matching commands.

For both capture tvpes (capture by route or capture by packet type) the data associated with a
command can also be captured by setting the appropriate data capture bits,

Trace Capture Function 2 Offset CCh

31 Ja0 20 @izoe 23 2016 1544 13 12f1190 @ 8 frs 5 afaz |1 o
B [Fsre Esﬂﬂ Fanvd Rarvd [Ranva Rarwd

Aesst 0 O O 0 0 O 0 O O 0 O 04 0 O @O0 @ O 4O 0 OO0 OGOdO0OdTE0RODO D

AW AWRO AW RO L R0 AWRWRD  RWRWAD  RWAWRD R AW
Bit Definitions
Bit Name Function
n TreDatSrolet Traca Data Associated with SrcPtr/DstPtr Commands (RW)
a0-z2a Reservad Reserved (RO}

All bits in this fisld must be cleared to O for normal systemn operation.

344 Henmprer Familfy Processor Debug Modes Chapier £f
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9) I/0 Ports
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HDT Features AM D “'l

- 1I/0 Ports

*|/O Access

—Tool to access target 1/0 ports (i.e. read and write to specified
ports)
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File Edit \View Features HDT

ERIT] HOT HDT HOT HOT
N Glod Gl K133 RESET INIT SMI RSM

AMD Hardware Debug Tool (AMD Confidential)

Feature E'xi:'IDr'e'r

Windows  Help

+

[+

PP PPN

1+

3 O R e e =

L PPEPES

[ B3 Ny S

APIC

BTHE Debuagers

Data Cache Armrays
Debug Utilities
Download Tool:
HyperTranzport™ Technolagy
[/0 Ports

& /0 Aocess
Instruction Cache Arays
JTAG Inztructions

L2 Cache Arnays
Memorny Debuggers

PCl Configuration
Proceszor Registers

This feature allows the user to READ or WRITE to any 1/0 ports.
example, the value OXAA was read from port 80. Pressing “Write All”” submits changes.
Pressing “Refresh” acts as a READ from the port specified in the “Port (Hex)” field.

T T R o o M R -

1 || Status Info _ _ x
| Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Fefrezh i
0 | SH_B0f2-claw-754 a 0 1 ™ Auto Refresh 2
170 Access 3 | b
Port (Hex) ooa0
Yalue (Hex) LR
Access Size g |
R/ | Port | Acce55| Yalue |
1 R 80 |8 LA

In this




AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help

AEEEss N s RO EERARG . WA EE
= KGR GIO8 GEER N3 RESET IMIT  SMI R3M | LBRS | GRS | [BIST Ei63d WGIH (RCHE CTLES CTak 13N TERN g - = an -

Feature Explarer Q| [Status Info _ _ ] 3 x
+- 4 APIC | Mode | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refrezh i
+- 4 BTHE Debuagers Il & | SH_BOJ2-claw-754 0 0 1 I Auta Befresh !
+- 4 Data Cache Arays
4% Debug Utiities 170 Access3 | s
+-- 4 Download Tools Port (Hex) SR
+ -4 HyperTranzport™ Technology ale (Hex) oC
—- 4 1/0 Ports Access Size ] |
& /0 Aocess
- 4 Instruction Cache Arays R/ | Port | Acce55| ¥alue |
+ @ JTAG Instructions 1 W l20 g | ce
+- % L2 Cache Anays 2 R a0 s B
+- % Memomn Debuggers .
-4 PCl Configuration
¥ # Proceszor Registers

Most recent RESULTS are shown on top of history stack.
In this example, a OXCC was written to port 80.

AMD Hardware Debu, .,
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File Edit View Features HDT  ‘Windows Help

T B EW G Hor dor doT  Hor (SET | BET | DSEL ETTE B MUsH RLR RESE T T E - LoD REC
: RESET T SMI nsnm'r il tAcHE TIE CTAP @Emw e &Jﬁ,ﬁ i . &

Feature Explorer 1 | |Status Info _ ] ] 3 x
+- 4 APIC | Node | CPU Name ‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refrezh i
+- 4 BTHE Debuggers 0| SH_BOf2-claw-754 ] a 1 I Auto Refresh s
+- 4 Data Cache Arays
4 % Debug Utities 170 Access 3 | c
-4 Download Tools Port (e e
+ # HyperTransport™ Techhnolagy ale (Hex) o
S T Access Size g -
& /0 Aocess
- 4 Instruction Cache Arays R | Port | Acce55| ¥Yalue |
+ - # JTAG Instructions 1 R |a0 a8 | CC
+- % L2 Cache Anays Z W |80 |8 .CC
+- % Memomn Debuggers 3 R lsn  |s ;.ﬁ..ﬁ.
-4 PCl Configuration . o
¥ # Proceszor Registers

Pressing “Refresh” does a READ

AMD Hardware Debu, .,



HDT Features AMD:'

10) Memory Debuggers
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HDT Features AM D “'l

- Memory Debuggers

e A feature group to debug target memory control and buffer

e Memory Dump

—User can specify target memory buffer using different address,
format, memory type, PCIl, DRAM, etc.

—Dump or modify target memory buffer.
—Various display formats.

e Disassembly
—Disassemble target buffer to instructions.
—User can set breakpoint on instructions.
—Ability to automatically track target instruction changes.

—Define SoftICE likely hot key as default. User can change hot key
definition.
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- Memory Debuggers (cont)

CONFIDENTIAL

« DRAM Address Translator

—Translate Linear, Logical or Indexed address to physical address
based on current target data.

—Translation pages involved is displayed.

—Memory type is displayed.

—Physical to Linear address translation will be developed in future
version.

e Target Memory Search
—Search target memory buffer.
—Define criteria using either opcode or string.
—Complete memory buffer definition.
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AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help

= HOT HDT HOT HOT |[SET |SET) | DED [LUSH FLUSH RESEF @ E m
= EGN Gf Gl K33 RESET IMIT  SMI RsM LGRS | BRSE) | BIST B Dd cRcdE LR PTAR SHAT (A

. - O O .

Feature Explorer Y atustnfo _ - S 2 x
+ -4 APIC l -Nﬁdé | E.Pl...l .r’;lame .|-'DI.3Iieq | l.:'ure |DBRdy | SMM | lfl'perati.ng. Muﬂé | BSP,.-’AP | #DB St.éi:us.[i;.z ﬁize | .Fh.ef.resﬁ I i
+ # BTHB Debuggers 0 |sHEB02daw?sd | 0 | 0 | 1 | | ﬁ ﬁ : | W duto Refresh ]
+- 4 Data Cache Arays ?
44 Debug Utiities Disassembly 1 | — 8
-4 Download Tools _"Addresg_ i IIIDDQD__D_DDDDDDDDDEI:_ ﬂl.jdl‘ T‘rpeiLinear il Breakpaints
_4.:_:-0 HuperTransport™ Technology Segmentj L Offscx I -_.+ L - { ™ Auta Track CS:alP
< % 140 Ports _ Num of Bytes | 00000200 Phys Type [4uto =] .1 |
+- 4 Instruction Cache Arrayps BP ‘ Address | Opcodes |Mnemunic| Code | Size |
-4 JTAG Instructions
+ & L2 Cache Amrays
- # Memory Debuggers
Loy IR by

& DRAM Address Translator

& Memary Dump

# Target Memory Search
¥ PCI Configuration

»

=4 Proceszor Registers

E CPU Registers

% Debug Registers

E FPU Registers

Last Branch Reagisters

@ MCA Registers

ﬂ Model Specific Registers

MTRR Reagisters
Perfarmance Reaisters
Program Fegisters

Segment Reqgizters

Fied]

% SEM Regizters

Bl Single MSR

% S5SE Registers

TR & SMM Registers

|N|:ude EI_:_J ]Eu:ure[l_vj Refrezh ‘ 1 Chigs I

CPU Reagisters 1 | X




AMD Hardware Debug Tool (AMD Confidential)

File  Edit

ERIT] HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Feature E'xi:'IDr'e'r

Wiew  Features HDT

Windows  Help

[ G R FA A A . - e R .

+- 4 APIC
+-- 4 BTHE Debuggers
+- % Data Cache Amays
+- 4 Debug Utilitiez
-4 Download Tools
¥4 HyperTranzpor™ Technolagy
+- 4 140 Parts
+-# Instruction Cache Amrays
-4 JTAG Instructions
¥4 L2 Cache Anaps
- # Memory Debuggers
& Dizazzembly
& DRAM Address Translator
& Memary Dump
# Target Memory Search
+-- 4 PCl Configuration
—--# Proceszor Reaisters

E CPU Registers
% Debug Registers
E FPU Registers
Iﬁ-';:-; Last Branch Reagisters
MCA Registers

¢ Model Specific Registers
#8 MTRR Registers
Perfarmance Reaisters
Program Fegisters
Segment Reqgizters

SEM Regizters

? Single MSH
% S5SE Registers
TR & SMM Registers

.4.' .IS't‘.a.t't'.s Ii."F':' . . . . . . S . S 2
. .Nﬁdé | E.Pl...l .r’;lame | DBEReq | ture |DBRdy | SMM | lflperating. Muﬂé | B.S.P.,.-I’HP | #DB 'ijt.atus.|. L.2 Size | .Fh.ef.resﬁ I i
0 |SHBjedaws4 | 0 | 0 | 1 || ' ' M duto Refresh b
Disazsembly 1 | *
Address 0000000000000000 Addr Type 1 Linear Breakpaints
_ 3 . e I m——
SegmentJ ! fosel:i [ ¥ Lin\,:;:a ™ Auto Track CS:P
Num of Bytes | 00000200 Phys Type [auto hal| | onicai
Ind
BP ‘ Address | Opcodes |Mnemunic| Code | Size | R
User can select Address Type or some predefined
addresses that automatically populate address fields.
|N|:udeEl_:_J ]Eu:ure[l_vj Refresh ‘ i Chigs I
CPU Registers 1 | X

| &k HE

T ) Y
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File Edit View Features HDT  ‘Windows Help

AEEEss N s RO EERARG . WA EE
= KGR GIO8 GEER N3 RESET IMIT  SMI R3M | LBRS | GRS | [BIST Ei63d WGIH (RCHE CTLES CTak 13N TERN g - = an -

Feature E'xi:'IDr'e'r .4_' _'S't‘_a'tlfl's Ii_'uFu:u - _ . _ _ - - _ - I x
+- 4 APIC | Node | CPU Name | DBEReq | Core |DBRdy | SMM | lflperating. Mode | B.S.P.,.-I’HP | #DB 'ijt.atus.|. L2 Size | .Fh.ef.resﬁ I i
+ # BTHB Debuggers 0 |sHEB02daw?sd | 0 | 0 | 1 | | ﬁ ﬁ . M Auto Refresh ]
+- 4 Data Cache Arays =

4 # Debug Utiities Disassembly 1 | — 8
-4 Download Tools __Addres; .FEI.IIIIII :IIIIIIIIIIIID_III_III oooo IIIEIIIjSB.. - Addr_T'rpEj I_nf:lfa_x k) Breakpaints

+-# HyperTranzpor™ Technology Scgment ].CS Sel il Offset 1rIF‘ 2 N | L000000000000000 ™ Auta Track CS:alP

-4 1/0 Parts Num of Bytes | 00000200| Phys Type | uto [ |

+- 4 Instruction Cache Arrayps BP ‘ Address | Opcodes |Mnemunic| Code | LInC DR

+--# JTAG Instuctions WirtBk DRAM

+- % L2 Cache Arrays PCI Bus Mem

- # Memory Debuggers ALt

& Dizazzembly
& DRAM Address Translator
& Memary Dump
# Target Memory Search
+-- 4 PCl Configuration
# Processor Registers

E CPU Registers
% Debug Registers
(] FPU Registers User can select Target Memory Type to access.
Wt Last Branch Fegisters
MCA Registers

¢ Model Specific Registers
#8 MTRR Registers
Perfarmance Reaisters

Program Fegisters
Segment Reqgizters
SEM Regizters

? Single MSH
% S5SE Registers
TR & SMM Registers

|N|:udeEl_:_J ]Eu:ure[l_vj Refrezh ‘ 1 Chigs I

CPU Registers 1 | X

| &k HD
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File Edit  View

Gl E W [EIW HOoTo HOT o HOT  HOT
RESET INIT 3MI R5M

Feature Explorer

Features HDT

+- 4 APIC

- BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

+-

F

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

PP PP PSP PP

& Dizazzembly
& DRAM Address Translator
& Memary Dump
# Target Memory Search
+-- 4 PCl Configuration
# Processor Registers
E CPU Registers
% Debug Registers
E FPU Registers
Iﬁ-';:-; Last Branch Reagisters
MCA Registers
¢ Model Specific Registers
#8 MTRR Registers
Perfarmance Reaisters
Program Fegisters
Segment Reqgizters
SEM Regizters
? Single MSH
% S5SE Registers
TR & SMM Registers

Windows  Help
i R R R
Q| [Status Info x
Node |  CPUName | DBReq | Core | DBRdy | SMM | Dperating Mode | BSP/AP | #DB Status | L2 Size | Refresh | ~
0 | 5H_B0/2-claw-754 o | 0 1 W Auta Refresh b
Disazsembly 1 | *
Address FOOO:000000000000EQSE Addr Type | Index - Breakpoirits
Segment |55l [ | Offset {IF - + 0000000000000000 uto Track 5P
Mum of Bytes | 00000200 Phys Type | Auto -
BP Address Opcodes Mnemonic xde Size -
L) |FOOO:000000000000EOSE |EA 60 EO 00 FO Jmp £000:e06Qh 16 [=
000:000000000000E060 [SE ER mov gs,dx [ 16 [=
!‘DD:DDDDDDDDDDDDEDEZ 66 8B C8H Mo Ecx,eaxl 16 | -
FOWO :000D000000D0EDGS |BO AD MoV al,aoh J 16 [=
FOON 000D000000DD0EDE? |E6 80 out 80h,alf 16 [=
FOOO:N0DDO0DOODDOED&S |EOD &0 Mo al,sof 16 |+
FOOO: ONDDOODOODDOEDGE |E6 70 out 70h, af 16 [=
FDDD:DD&DDDDDDDEDED Fi eli | | 16 | =
FOOO:000NOOOOOOOEQGE |FC zld | | 16 [=
FOOO:000D0NDOODDOEDSF |8C C8 MoV ax, §s 16 |-
FDDD:DDDDDD&DDDEDH gE DO Mo ==, fax e
FOOO:00000000NOOOEOT?S |66 SE D9 Mo ebff, ecx 16 [=
FOOO:000000000NDOEOT6E |66 ES 6C C0O 00 80 MoV edfk, B000C0 6ch 16 [«
FOOO:0000000000NEOZC |Ba F& 0OC MoV aff ,0cfsh 16 [+
FOOO:000000000000§07F |66 EF out , Eax 16 | =
FOOO:000000000000ENSL |83 €2 04 add %, 04h 16 |«
FO00:000000000000E 0 66 ED in eax, dx 16 B
FOOO:000000000000EOSEN (84 Ca MoV Jc1,a1 16 [ =
FOO0:00000 16 [=
Selecting “Auto Track CS:rIP” will automatically move the
- “Yellow Arrow” to the most current line of code. v
Mode: 0, Core: [
|N|:ude Elj |Eu:ure[lﬂ Refrezh | ‘
CPU Registers 1 | ot




File

Edit  Wiew

HOT HDT HOT HOT
LUH GiNd GEEE G RESET INIT SMI RsM

Feature Explorer

+

F

+-

PP PP PSP PP

*

L

Features HDT

indows

Help

AMD Hardware Debug Tool (AMD Confidential)

APIC t
BTHE Debuggers ! —

Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

& Dizazzembly

& DRAM Address Translator
& Memary Dump

# Target Memory Search
PCI Configuration

Processor Registers

E CPU Registers

% Debug Registers

E FPU Registers

Iﬁ-';:-; Last Branch Reagisters
MCA Registers

¢ Model Specific Registers
#8 MTRR Registers
Perfarmance Reaisters
Program Fegisters
Segment Reqgizters

SEM Regizters

? Single MSH

% S5SE Registers

TR & SMM Registers

User can also Right-Click on address value to manually step

x
hrough the disassembly window, insert breakpoints, etc.. ~
uto Refresh b
Disazsembly 1 | X
Address FOOO:000000000000EQSE Addr Type | Index = Breakpoirits
Segment | C5 Sel - Offset |rIP - ._ + aoooooooooooooon 7 Auto Track CS1P
Mum of Bytes | 00000200 Phys Type | Auto -
BP Address | Opcodes Mnemonic Code Size -
Q' FOOO: nAnanAnnnna®ace lva &n ®0o0g FO Jmp fO000:e0&60h 16 | =
FOOO: Copy mow o=, dx 16 | =
Fooo: P?'Ste o ecx, eax 16 |-
Fooo: nde WMo al,a0h 16 [=
FOOO: Load CHH40 ot S0h,al 16 | =
FOOO: Save s ... Chr+5 mony al,BDh 16 | =
FOOO: out 70h,al 16 | =
FOooo: Prink Ctr|+F' cli 16 | -
FO00: v Display Opcode Column Alk+F3 cld 16 |-
FOOO: mow ax,cs 16 | =
FoOoo: Insert HW Breakpoink  F3 Mo ==, ax 16 [
FOOO: . S 2l I+ mow ehx,ecx 16 | =
Fooo:  Insert W EBreakpoint  Shift+F9 0 oo 80 WOV eax, 5000c06ch 16 [ =
FOooo: 2 S Breal CEr S oW dx,0cf5h 16 | =
FOOO ;| gy out dx, eax 16 [~
FOOO: ™ crep over R, AlL+FL0 o Hx. 0ok 16 £
FOOO: 0 1P to Mext Row s o b o il -
HODEE Run to Cursar F7 HErs? iy 16 B
FOOO: Brioperhiss or al,10h 16 |~
FOO0 1 oorororororuerononsny smensr s — [ U — 1T out dx , eax 16 | =
FOOO:000000000000EQ0SC |66 BS CO OO0 OO 80 o v eax,800000cz0h 16 |«
FOOO:000000000000EQ092 |83 EA O4 sub dx,04h 16 | - e
Mode: 0, Core: 0
Curzor Addr = FOOD:000000000000EQSE = 00000000000FEQSE (Phys)
LICA0@B azic
|N|:ude Dﬂ |Eu:ure[lﬂ Refresh | / ‘
CPL Reqisters 1 | *
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File

Gl E W [EIW HOoTo HOT o HOT  HOT
RESET INIT 3MI R5M

Edit  Wiew  Features

Feature Explorer

HDT

-
+

F

|
At E L E X EE R

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

& Dizazzembly

& DRAM Address Translator
& Memary Dump

# Target Memory Search
PCI Configuration

Processor Registers

E CPU Registers

% Debug Registers

E FPU Registers

Iﬁ-';:-; Last Branch Reagisters
MCA Registers

¢ Model Specific Registers
#8 MTRR Registers
Perfarmance Reaisters
Program Fegisters
Segment Reqgizters

SEM Regizters

? Single MSH

% S5SE Registers

TR & SMM Registers

Windows  Help
AR BB R R ek e L N e e ol - Ll
o | | Stakus Info X
Node | CPUName |DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refiesh | ~
0 | SH_BOf2-claw-754 0 0 1 F7 Ao Rehash v
Dizassembly 1 | *
Address FOOO:000000000000EQ&QD Addr Type | Index - Breakpoirits
Segment | C5 Sel x| Offset |rIP ~ || + aoooooooooooooon 7 Auto Track CS1P
Mum of Bytes | 00000200 Phys Type | Auto -
BP Address Opcodes Mnemonic Code Size -
FOOO:000000000000EQ5E |EA 60 EO OO FO Jmp fO000:e060h 16 |~
Q FOOO:000000000000EQS0 |SE EA mowv gs , dx 16 | =
FDDD:DDDDDDDDDDDDE&I’\%Z 66 8 C8 Mo ECX,eax 16 |-
FOOO:000000000000E065 |EO AD Mo al,alh 16 |«
FOOO:000000000000E067 |E6 S0 out S0h,al 16 |«
FOOO:000000000000EQ089  |BO S0 mow al,80h 16 | =
FOOO:000000000000EOQBE |Ea 7O out T0h,al 16 |~
FOOO:000000000000EQ06D |FA cli 16 |-
FOOO:000000000000EQ0BE  |FC cld 16 |-
FOOO:000000000000EQ0GF |8C C5 Mo Sl 16 |«
FOOO:000000000000EQ7L |8E DO mow 35, 8% 16 | =
FOOO:000000000000EQ73 66 S5 D9 o ehx,ecx 16 | -
FOOO:000000000000EQY6S |66 ES e6C CO OO SO mo v eax,5000c06ch 16 |«
FOOO:000000000000EQ07C |BA F& OC mow dx,0cfsh 16 |~
FOOO:000000000000EQ07F |66 EF out dx , eax 16 |-
FOOO:000000000000EQ081 |83 <2 04 add dx,04h 16 | =
FOOO:000000000000EQOS4 |66 ED in eax, dx 16 | -
FOOO:000000000000EQSG |SA C5 mowv cl,al 16 | =
FOOO:000000000000EQSE |O0C 10 or al,10h 16 |«
FOOO:000000000000EQ0SA |66 EF out dx , eax 16 |«
FOOO:000000000000EQ0SC |66 BS CO OO0 OO 80 o v eax,800000cz0h 16 |~
FOOO:000000000000EQ092 |83 EA O4 sub dx,04h 16 | - -
Mode: 0, Core: 0
Curzor Addr = FOOO:000000000000E0BD = DO000000000FEDED [Phys)
LICA0@B azic
|N|:ude Elj |Eu:ure[lﬂ Refresh | ‘
CPU Regizters 1 | o
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File

Edit  Wiew Features HDT

ERIT] HOT HDT HOT HOT
N Glod Gl K133 RESET INIT SMI RSM

Feature Explorer

indows

Help

[ G R o M R -

|
AL E L E L E R R X

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

& Dizazzembly
DRAM Addr

& Memary Dump k

# Target Memory Search
PCI Configuration
Processor Registers

E CPU Registers

% Debug Registers

E FPU Registers

= | ast Branch Fegisters
MCA Registers

¢ Model Specific Registers
#8 MTRR Registers
Perfarmance Reaisters
Program Fegisters
Segment Reqgizters
SEM Regizters

? Single MSH

% S5SE Registers

TR & SMM Registers

A | Status Info . . - - 2 x
Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refresh ~

0 |SHEBOj2-daw?s4 | 0 | 0 | 1 | ' W futo Refresh v

X

Dizazzembly 1

EFER.LM#A

Address

Segment | C5 %l |- '

Legacy 16-bit Mode

| CR4.P3E CRO.Piz

Base

DRAM Address Translator 1 |
FOOO :000000000000EQ&0

Dffset [1IP =l +

CR4.PAE

| Offset | Tahle Entry

CPU

Mo page table information available

Registers 1 |

Addr Type ] Index El

0000000000000000 |

00000000000FEDGD {Linear) = 00000000000FEDG0 (Physical)

|N|:u:le EILJ ]Eu:ure[llj Refrezh
>-<.

e D £ & @ 1:
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File Edit View Features HDT  ‘Windows Help

T B EW EW Hor ot WO HOT ((SER | BET | DNEL BT BT fUsH fUiH RESE TR T SIS Lonp REC
: HOT RESET IMIT SMI  RSM BIST Giff] [ (ACHE CTIET CTRR @ E m Ky~ : & Jﬁ_, H i . &

Feature Explorer o JETE I|_'|F|:| _ _ . 1x
-4 APIC | Node | CPU Name | DEReq | Core |DBRdy | SMM | Dperating Mode | BSi‘fﬁP | #DB Status | L2 Size | Fiefresh ”~
+ -4 BTHE Debuggers 0 |SHEDjeclaw7?sd | 0 | 0 | 1 | 0O |legacy3-hitMode | BSP | DEReg | 1024 |V AutoRefresh b
: : E:Lau;ii:i:i”ays DRAM Addiezz Translator 1 | Target Memon Search 1 | Diizazzembly 1 | CPU Registers 1 | Iﬂemu:ur_l,l Dump 1 | *
i 4 Download Tools Address DD.DB:DDDDDDDDBDEBZFAA. . AddrT‘rpE}Ind!a_x B =
-4 HyperTransport™ Technology SEgmenl:_ 25 Sel S Offset _rIF‘ | + aoooooooooooooon
+- % /0 Parts ; i
i Tirstiction G sohe Arrans 4-Mbyte Page Tranzlation - Hon-PAE Paging Legacy-Mode
% @ JTAG Instuctions EFER.LMA [~ CR4.PSE [ CROPS | | CR4.PAE
¥4 L2 Cache Anaps
2. 4 Memom Debuggers Base | Dffset Table Entry |

# Dizazsembly Page-Directory Table II!D!IID!I!DFIDF!DDIS?EI!JD. .DDF!D!JD!I!D!IID!IIDFI.EEI‘}. DDDSElﬁSDEHDDlES . -

P [E AN Addiess Translatar 4 Mbyte Physical Page |0000000000400000 |00000000002E2FAA | 0000000000GEZFAS (Phys Addr)

& Memary Dump T

# Target Memory Search
+-- 4 PCl Configuration
—--# Proceszor Reaisters

E CPU Registers

% Debug Registers

E FPU Registers

Iﬁ-';:-; Last Branch Reagisters

MCA Registers

¢ Model Specific Register,

Under “DRAM Address Translator”, the new
Implementation does a FULL address translation.
In this example, we’re in Legacy 32-bit Mode.

Segment Reqgizters
SEM Regizters

? Single MSH

% S5SE Registers

TR & SMM Registers

000000D0DB06B2FAA (Linear) = 00000000006B2FAA (Physical)
Segment Base Address = 0000000000000000, Phys Addr Len = 40 bits

Node 0 = | |Core 0 =) Hefr

AMD Hardware Debu, .. F E‘:. HOTaC erview [ E|:. DebugPresentation ... R./J” "I;;.; .l.-.._‘ Eo K Eﬂ @& 10:17 AM
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File

Edit  Wiew Features HDT

HOT  HOT
RESET INIT

HOT
Ml

HOT

Feature Explorer

RSM

|
AL E L E L E R R X

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

& Dizazzembly

& DRAM Address Translator
'

# Target Me% Search
PCI Configuration

Processor Registers
E CPU Registers
% Debug Registers

E FPU Registers

L. B
Reg

Last Branch Reagisters
MCA Registers

¢ Model Specific Registers
#8 MTRR Registers
Perfarmance Reaisters
Program Fegisters
Segment Reqgizters
SEM Regizters

? Single MSH

% S5SE Registers

TR & SMM Registers

Windows  Help
T T R el B R R
il [ Status Info q %
Node |  CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refresh | ~
0 | 5H_B0/2-claw-754 0 0 1 W Auta Refresh b
Dizaszembly 1 | DR&M Sddress Translator 1 Memory Dump1| *
Address FOOO:000000000000EQ&QD Addr Type | Index - Fill b oy
Segment [C5 5l |~ | Offset |rIP -+ 0000000000000000  Aits Tiad GR.Ge
Mum of Bytes IIIEIEIE!E!ZE!EI Phys T!_.rpE_Autc. + | Display Size | 16 hits - = B e
FOOO:000000000000EDGD |EASE |SE66 |BOCE |E6AD |BOSO |E6s0 |Fa7o |GCFC | . & f . E° =&, ° , =pias
FOOD:000000000000EDTD |SECS |66D0 | D9SE |ES66 |CO6C |g000 FEBA |660C |E . B Ff . UFf , 1A . . % ¢
FOOO:000000000000EDS0 |S3EF |04Cz |ED&G |CSS8L |100C |EF6s BS66 |00CO | 1 . A . £41 . E . . f£1f
FOOD:000000000000ECS0 |S000 |EASZ | 6604 |§3EF |06CZ |24EC |0OCFO |EEOS B B OF ek o 0T0ENS
FOOO:000000000000EOAD |BES66 |0574 | S000 |FSEL |660C |S3EF |04C2 |01BS | £ .t . . . ° & . f i
FOOD:000000000000EQED |EFOE |COBS | &340 |04EL |EF66 |C283 ECO6 |Foz4 | . i , AR . & . fi .4 .:
FOOD:000000000000EDCO |FEEE |10C1 |§50F |0013 |S8E66 |BEAC3 OEFO EF66 | i & A . . . . . f . 4h°a
FOOD:000000000000EODD |3366 |BACO |OEF4 |EF66 |OBEE |EAS90 OEF4 |ED66 | £ 3 A ° 6 . fié& . . ° 4,
FOOO:000000000000EDED |0OE66 |66C3 |66EF |CESE |04E2 |ECES | C68A |72E6 | £ . A £ 1 £ L, Qi
FOOO:000000000000EOFD |C1SA |73E6 |C166 |08CS |CGFE |CAFE |EE7S |EF 66 Lesf Lif.pEpEu:
FOOO:000000000000E100 |203A |9cS5h |BS66 0001 |0000 |AZOF |EFZ4 |003C z . f, & 4
FOOD:000000000000E110 |S40F |00OF |013C |§40F |0015 |403C |S40F |004F i .. B
FOOD:000000000000E12Z0 |SAES |s600 |21B9 (0110 |OFcO |oc3:z |OFi10 8630 | & £ bz ou
FOOD:000000000000E130 |1FES (0110 |OFCO (8032 |10¢CA |300F E9&s 1022 | * . Boc 2 GE of
FOOD:000000000000E140 |COO1 |32Z0F |0D&6 0400 |0108 |300F | B9&6 | 1023 e G el
FOOD:D00000000000E150 |CO00l |320F |CASO0 |OF20 | 6630 |D4ES |00C3 |BAGO e E of , &%,
FOOO:000000000000EL160 |OCFS |EF66 |C2583 | 6604 |02ES |7100 6602 |66EF | @ . f L.f .. . q.1
FOOD:000000000000E170 |90BS |00Cz |BASO |OCFS |EF66 |C253 6604 |OCED | . . A . . ° & . £ 1 . 4 .1
FOOO:000000000000E180 |6605 |24EF |66F7 |G66EF |22E9 |0110 |OFCO | 6632 £1% £33, k.,
FOOD:000000000000E190 (000D |0004 |OF00 | 6630 |D4ES |00C3 |BASO |OCFS .. .0f 8%, .
FOOO:000000000000E1AD |EF66 |C2853 6604 |01ES |0DOO |6600 |G66EF |DSES | £ 1 . & . £ s E T
FOOD:000000000000E1ED |00C3 |BASO |OCFE |EF66 |C2E3 |6604 0OOBS (o000 | A Sopis £ OO wolint s |
EI‘IFII'I:I'II'II'II'IFIHI'II'II'II'II'II'IFWCI'I BAMN RAFEF Q4RA ONan RAaF/N NCoFA FEFARA CRARA R el P I ¢ om 'F}"v
Maode: 0, Core: 0

CPU Registers 1 |
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File Edit Wiew Featurs

User can find the current Target Memory Type at the bottom of the windows.
2 akur _ I X
o4 APIC Node |  CPUName [DBReq | Core |yBRdy | 5MM | Operating Mode | BSP/AP | &6 Status |L2 Size | Refresh | ~
14 BTHE Debuggers 0 |[SHEOjZ-daw-754 | 0 | DO / i ] | _ _ WV futo Refresh v
v 4 Data Cache Amrays
+ ¥ DRAM addresz Tranzlator 1 Memoff Dump 1 | *
+- 4 Debug Utilitiez -
b @ Db Took Address FOOO:00000000000E060|  Addr Typefindssf [~ | _ Fill Memary
5. @ HupsiTiarspe Taakrsids Segment | C5 Sel - Dffset |tIF -]+ 0000000 00000000  Auto Track 555P
o4 1/0 Parts Mum of Bytes | 00000200 hys Type | Auto + | Display Size | 150i = B e
+- 4 Instruction Cache Arrayps FOOO:000000000000EC0s) |EASE, 5BE6s | BOCS |Esi0 |BOSO |EfS0 BCFC | . &£ . E? & ., ° ., &pAs
+-# JTAG Instuctions rooo:oooooo000000E0fo0 [sEcdY ss0o |DposE (Eses coec fooo FSBA (se0c |E LB E LU, 1AL . 7
+. & L2 Cache fnays rooo:ooo000000000Efs0 |s3Er)|nacz |Epes |cssa |1oo0c JEFes |Bees |ooco | i . AL f4 . E .. fI1f
2. 4 Memary Debuggers rooo:ooooooooooogfoon |sooo Y Exss (6604 |s3EF |osczfl24kc |ocFo |EEos | . . L& L £33 . AL Qg8 .
# Disassembly FDDD:DDDDDDDDDDiEDAD Eges §0O574 |S000 |FSEL 'EEDI'BSEF |ogcz |o1Bs Bt .t v v v @ o £ 1. A
# DRAM Addiess Translatar FO00:000000000A0EDED |EFOE NcOBS 8340 04EL EFgs cC2s3 ECO6 FO24 | . i, AR . & . fi1 . A.:
P oy D Fonn:nnnnnonnnnEncn [FewE linc1 (a5AF NN & |RLCA NEFN (FFA6 | 1 A & £ .08 ¥
emnory [ < | >
# Target Memory Search - -
+-- 4 PCl Configuration Mode: 0, Core: [
. Curzor Addr = FOOO:000000000000E0ED = Q00ONOO0000FEDED [Phyz]
= 2 ;E?C;PSZD::‘HEQIS':E[S /D @B asic
eqisters
. MaodeO = | |Carel « Refresh | / : ‘
% Debug Registers | 'J | J
EFPU Reqisters Dizazzernbly 1 |EF'L| Registers 1 | X
(= 3 |
[ Last Branch Fiegisters Address FOOO : 000000400000EDED Addr Type |Index = Breakpoints
] MCA Registers Segment |5 58l |- | Dffset [P = e 0000000000000000 _
ﬂ Model 5 pecific Registers T i : { v Auta Track CS:lP
| Mum of Bytes | 00000200 Ph!_.rsT:rpE| utao {al
MTRR Reagisters : ; Gt
Perfomance Fegisters BP Address Opcogles Mnemonic Code Size b
Prugiam Rigisters FOOO:000000000000EODSE |EL snku oofFo Jrp £000: 2060k 16 [=
] Segment Registers ¢ FOOO:000000000000E060 |SE EFA I mo oS, dx 16 | -
& SEM Registers FOOO:000000000000E062 |66 9% cs / mo v ecx, eax 16 |~
EJ Single MSR FOOO:000000000000EQ6S |BO AO / o al,alh 16 [ =
%SSE Bagiieis FOOO:000000000000E067 |E6 50 /4 out 80h,al 16 [=
] : : 16 | =
e o f —— L v
Made: 0, Core: 0
Curzor Addr = FOOD:000000000000E0ED = 00000000000FEDED [Phys]
UCAQE aszic

|Nudeﬂﬂ |Eu:ureEILJ Refrezh | / ‘

&) d\Bo £ 8 e 10
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File Edit Wiew Featurs

User can do a pattern search within a specified memory region.
In this example, searching for Ox66 starting at CS:riIP

: o x
v & APIC | Node | CPU Name [DBReq | Core | DBRAyY TOperating Mode | BSP/AP | #DB Status | L2 Size | Refresh | ~
+ % BTHE Debuggers 0 |SHEOjZ-daw7s4 | 0 | D 1 j | | | ¥ duto Refresh v
: : E:Lau;ii:i:i”ays DRAM addresz Tranzlator 1 | b erniony Dy TargetMemory Search | Dizazzembly 1 | CPU Regizters 1 | *
o D BT Address 0000000EOE0)  Addr Type | Index = Open feature
b | HipaTrarsnoi Tachnsiod Segment | C5 Sel set |rIP | 000 0000000000000 i alsassergbly
o4 1/0 Parts Mum nfotes IIIEIEIEIEIZEIIII ¥s T!_.rpE_Autc. + | Display Siz_E 3z I:uit_s - ERIELE LD
+-# Instruction Cache Amrays Search Data
- @ JTAG Instructions (% Ortods (i Hex) 66
f" L2 Cache Anayps =~ Striﬁg - —
= 4 Memaom Debuggers )
& Dizazzembly
# DRAM Address Translator Search Result
# temory Dump Address Disassembly L
hgl | /gt Memar 1 FOOOD : 000 000000000EDGZ Shiow
+- 4 PLI Configuration FOOO : 00000000000 0E07 3 Shaw
~I- 4 Processor Registers FOOO : 000000000000EDTE|  Show
G CPU Registers FOOO : 000000000000EDTF|  Show
{5 Debug Redisters FOO0 : 000000000000E0S 4 Show
] FPU Registers FOOO : 000000000000EQS & Shiowy
Last Branch Reagisters FOOO0 : 000000000000EQSC Shiow
T MCA Registers FOOO : 000000000000EDS 5 Showy
ﬂ Model S pecific Registers FOOO : 000000000000EQAD Shaw
MTRR Redgisters FOOO : 000000000000EQAD Show
PEHEiS e Rt FOOO : 000000000000EQE S Show
Bt Bigtian FOOO : 000000000000EQCS Show
= : FOOO : 000 000000000EOCE Show
gzim;nmfgmm FOO0 : 000 000000000EQD D Sﬁnw
ED Single ;g‘;ers FOOO : 000000000000EQD 6 Shawy
%' SSE Registers FOOO : 000000000000EQDE Shaw
= _ FOOO : 000000000000EQED Shaw
Thboahdbt: Regislers FOOO : 000000000000EDE 3 Shaw
FOOO : 000 000000000EQE 5 Show
FOOD :000000000000EQOF4|  Show
FOOO : 000000000000EQFE Show
|N|:u:le El_l |Eu:ureEIJ Hefresh

W R

1y Start



AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help

n T ET Ean HOT HOT HOT  HOT SET SET USEL FTTE EIf fLUSH FLUSH RESE TET TR E"NE i REC
RESET [HIT SMI  RSM lBlH BPS{I EIST Widd CheHE CTLET TR SEA @ E m 1§ ~ ﬁ .

Feature Explu:urer 1 | [Stabus Info 1 x
v & APIC | Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSF/AP | #DB Status | L2 Size | Refresh ~
+ % BTHE Debuggers 0 |SHEOjZ-daw7s4 | 0 | D 1| j | | | ¥ duto Refresh v
+- % Data Cache Amays : 7
5.4 Debug Utiities DRAM addresz Tranzlator 1 Targeth‘lemuryﬁearc:h1| Dizaszembly 1 | CPU Fegisters 1 | tdemom Dump 1 | *
j Address FODO : 000000000000EQED Addr Type [Index i | Open Feature
¥4 Download Tools | . ~ Di b
b | HipaTrarsnoi Tachnsiod Segment | C5 Sel Offset {IF | 0000000000000000 s izazsembly
- @ 140 Ports Num of Bytes | 00000200 Phys Type [ 2uto ~ | Display Size [32 bits 5 %MEF“D’PD”W
+-# Instruction Cache Amrays Search Data T
- @ JTAG Instructions (% Ortods (i Hex) 66
f" L2 Cache Anayps =~ Striﬁg - —
= 4 Memaom Debuggers )
& Dizazzembly
# DRAM Address Translator Search Result
# temory Dump Address Memory Dump L
® Target Memory Search FOOOD : 000 000000000EDGZ Shiow
+- 4 PLI Configuration FOOO : 00000000000 0E07 3 Show
~I- 4 Processor Registers FOOO : 000000000000EDT 6 Show
B CPU Reaisters FOO0 : 000000000000EQ7F Shaw \1
{5 Debug Redisters FOO0 : 000000000000E0S 4 Show
] FPU Registers FOOO : 000000000000EQS &
LastBranchHegisters FOOO : 000 000000000EQ8~ = = NG 'T]
T MCA Regisions . User can SWIthl between shOV\{!ng_ Disassembly
B oded Specific Registers FOOO : 000000000004 or “Memory Dump” View
MTRR Registers FOOD : 00000000000 0B after pressing the “Show” button.
PEHEiS e Rt FOOO : 000000000000EQE S
Bt Bigtian FOOO : 000000000000EQCS Sho
ST S eqment Registers FOOO : 000 000000000EOCE Shw
: FOO0 : 000 000000000EQD D Shiw
% SEM Regizters
BT Single MoR FOOO : 000000000000EQD 6 Sho
‘ . FOOO : 000000000000EQDE Sh
??&?ﬁtzzgislm FOOO : 000000000000ECQEQ Show
e FOOOD : 000000000000EDE 3 ShDW_
FOOO : 000 000000000EQE 5 Shaw
FOOO : 000 000000000EQF 4 Show
FOOO : 000000000000EQFE Show
|N|:u:le El_l |Eu:ureEIJ Hefresh

W R

1y Start
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11) PCI Configuration
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HDT Features AM D “'l

- PCI Configuration

e PCIl Device Search

—Scans a specified range of buses (0-255) and returns all PCI
devices found.

« PCI Configuration Space
—Dumps a standard PCI configuration space for a device.
—Users can modify the target PCI Config registers.

—The extended space for PCI-Express will be developed in the
future.

 PCI Configuration Registers

—Displays PCI Config registers for a PCI device in a user-friendly
format.

—Users can access subfield definition of each register.
—Users can modify the target PCI Config registers.

12/15/2004 AMD Confidential Computation Products Group 199
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File

nIT ET EnIT HOT HOT HOT HOT SE]’
[153 RESET INIT 5MI  R3M lBIH

Edit  Wiew Features HDT

Feature Explorer

Windows  Help

Il [ status Info

|
*

|
AL EEE R L E R N

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps

JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

PCI Configuration

# PCl Configuration Registers

& PCI Eunflguratlnn Space

Processzor Reaistel®

Mode | CPU Name

SET DSEL Elle Eig FLUSH FLUGH RESE 4% A3y
BPS{I EIST Widy ChcHE CTLE CTRR TR HS

‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size |

B

o B RN B .

Refrezh |

0 | SH_BOj2-claw-754

1]

1]

1

[~ Auto Refresh

PCI Device Search 1 |

Buszes to Scan

0-10

¥endor Name | YIiD | DID | Rew | Bus | Dew | Fun | Description | Space | Register |
Advanced Micro Devices | 1022 | 7454 | 13 | 0 1] 0 | AMD-5151™ System Controller BCS Show
Advanced Micro Devices | 1022 7455 13 | 0 | 1 | 0 | AMD-8151™ AGP Bridge BCS | Show
Advanced Micro Devices | 1022 | 7460 | 07 ] f 0 [AMD-B111™ PCI BCS Shio
Advanced Micro Devices | 1022 (7468 05 | 0 | 7 | 0 | AMD-8111™LPC BCS | Show
Advanced Micro Devices | 1022 7469 03 | 0 | 7 | 1 | AMD-8111™IDE BCS | Show
Advanced Micro Devices | 1022 7464 02 | O | 7 | 2 AMD-8111™SMBus 2.0 BCS | Show
Advanced Micro Devices | 1022 7466 | 05 | 0 | 7 | 3 | AMD-8111™ ACPI BCS | Show
.ﬁ.dvanced Mlu:ru:u Dewces 1022 (7460 | 03 | O 7 5 AMD-G111™ ACT7 Audio BCS Show
Advanced Mlcru:u Dewces 102z | 1100 | 00 a 24 | 0 _H‘;.-’perTranspu:urtT” Technu:ulu:ug';.-' Cu:unﬁg BCS _Siji'c'u.-\i'
Advanced Micro Devices | 1022 | 1101 | 00 1] 24 | 1 | Address Map BCS Show
fdvanced Micro Devices | 1022 | 1102 | 00 i 24 | 2 |DRAM Cu:untru:uIIer,l'HyperTranspc:rt'" Trace Mode BCS Show
.ﬁ.dvanced Micra Devices 1022 1103 oo o 24 3 ;MISF Zonkrol BCS Shaw
N'-.fIDI.ﬁ. Cu:urpu:uratlu:un 10DE | 0023 | 11 1 1] 0 |MYS [Riva TnT2] BCS Showy
Advanced Micro Devices | 1022 7464 0B | 2 | 0 | 0  AMD-E111™USE BCS | Show
Advanced Micro Devices | 1022 7464 | OB | 2 | 0 | 1 AMD-8111™USB BCS | Show
3Com Corporation (1087 9200 74 | 2 | & | O 3c90SC-THTE-M [Tormads] BCS | Show

User can scan system for PCI devices.
In this example only scanning buses 0-10.

[~ Append To List

X &=
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File Edit View Features HDT  ‘Windows Help

[l T ET EnIT HOT  HOT  HOT  HOT SE]’ SET DSBL BLLE ERg PLUSH FLUGH RESET fdac dgdt
[153 RESET INIT 5MI  R3M lBIH BPS{I BIST Wil (ACHE CTLE CTHE T @ E m

S5 T 0

COHS \_i, ﬁ REC .

Feature Explu:urer

0 | [Skatus Info

-
+-

F

|
AL EEE R L E R N

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps

JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

PCI Configuration

# PCl Configuration Registers
# PCl Configuration Space
# FPCl Device Search

Processzor Reaisters

Mode | CPU Name

‘ DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size |

Refrezh |

0 | SH_BOj2-claw-754

1] ] 1

[~ Auto Refresh

PCI Device Search 1 |

Pressing “Show” for selected device will give a user-friendly

view of its PCI Configuration Space.

Most, if not all, fields will be separated and labeled.

Busesz to Scan (010

[~ Append

Fefrezh

To List

¥endor Name | YIiD | DID | Rew | Bus | Dew | Fun | Description | Space | Register |

Advanced Micro Devices | 1022 | 7454 | 13 | 0 1] 0 | AMD-5151™ System Controller BCS Show
Advanced Micro Devices | 1022 7455 13 | 0 | 1 | 0 | AMD-8151™ AGP Bridge BCS | Show
Advanced Micro Devices | 1022 | 7460 | 07 ] f 0 [AMD-B111™ PCI BCS Shio
Advanced Micro Devices | 1022 (7468 05 | 0 | 7 | 0 | AMD-8111™LPC BCS | Show
Advanced Micro Devices | 1022 7469 03 | 0 | 7 | 1 | AMD-8111™IDE BCS Show
Advanced Micro Devices | 1022 7464 02 | O | 7 | 2 AMD-8111™SMBus 2.0 BCS | Show
Advanced Micro Devices | 1022 7466 | 05 | 0 | 7 | 3 | AMD-8111™ ACPI BCS | Show
.ﬁ.dvanced Mlu:ru:u Devices | 1022 746D 03 | 0O 7 5 | AMD-8111™ ACS7 Audio BCS Show
Advanced Micro Devices | 1022 | 11EIEI | oo o 24 0 H‘;.-’perTranspu:urtT” Technu:ulu:ug';.-' Cu:unﬁg BCS b,
Advanced Micro Devices | 1022 | 1101 | 00 o 24 1 |Address Map BCS

Advanced Micro Devices | 1022 | 1102 | 00 o | 24 Z DRAM Cu:untru:uIIer,l'HyperTranspc:rt'" Trace Mode L

.ﬁ.dvanced Micra Devices 1022 1103 oo 0 24 3 :MISF Zonkrol BCS Shaw
N'-.fIDI.ﬁ. Cu:urpu:uratlu:un 10DE | 0023 | 11 1 1] 0 |MYS [Riva TnT2] BCS Showy
Advanced Micro Devices | 1022 7464 0B | 2 | 0 | 0  AMD-E111™USE BCS Show
Advanced Micro Devices | 1022 7464 0B | 2 | 0 | 1  AMD-8111™USB BCS | Show
3Com Corporation (1087 9200 74 | 2z | & | O 3c90SC-TWTE-M [Tormadg BCS | Show

X | =
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File Edit View Features HDT  ‘Windows Help

. Ean HOT HDT HOT HOT SE]’ SET DSEL ST fn fush RESE T TE P
o e e R lBlH Bm Bler Bt (i R

Feature Explorer

This is the resulting view, which is more user-friendly than the next view,
which is primarily a memory dump of the configuration space.
- Also, the user can easily view other devices.
-4 Download Tools
+-# HuperTranzport™ Technalogy Register m Y] A
+-# 10 Ports ¥endor 1D 00000000 102
+- 4 Instruction Cache Arraps Davice ID | 00000002 | 110
& @ JTAG Instuctions Command | 00000004 | ooo |
- @ L2 Cache Anaps Status 00000006 | oo1d
- @ Memory Debuggsrs Revision ID 00000008 0
= % PCl Configuration Pru:ugram Interface |00000009 | oo
L B PCl Configuration Registers subclass Code |EEHORER o
# FPCl Configuration Space Bos C!ass !:-Dde RS gs
¢ Cache Line Size Qo0o000c oo
# PCl Device Search : : RErmEe
; Latency Timer 00000000 oo
+--# Proceszor Reaisters S Type P |
BIST \0000000F | oo
Base Address Reegister O \oooooo1o | ooa EIEIEIEIL'I |
Base .ﬁ.ddress Reegister 1 00000014 | OOOOO0O000
Base Address Register 2 00000018 | DDD.D.EIID.D n|
Base Address Reegister 3 0000001 | oooooooa
Base Address Reegister 4 \o00000za | oo DDDD n| .
Base Address Register 5 00000024 | 0000000
CardBus CI5 Pointer :IIIIIIIIIIIIIZIEIES oooooooo
Sul:usvstem '-.-'enu:h:ur 10 0000002 ool
Subsystem 1D |000000ZE | oo
Expansion Rclm Base Address | 00000030 | ooo DDD.D |:|.
Capabllltles Pointer 00000034 | o .BD
Inkerrupt Line 0000003C | oo
Inkerupk Pin oooo00ah oo
Mir Grant |000000ZE | oo
Max Latency |0000003F | oo
Ruouting Table Mode O 00000040 | 00010101
Ruouting Tal:ule Nu:ude 1 00000044 | Ooooi0101 L
D e ikimm T:. In Mm—ln ‘?'. .I'II'II'II'.II'II'I.d.!.Q | [a il n 4 n-| V
Refresh 1 | Al Bus ]U LJ Dev124 Func ]U LJ

AMD Hardware Debu,.. | [&] Mic
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File Edit View Features HDT  ‘Windows Help

T B EW EW Hor ot WO HOT ((SER | BET | DNEL BT BT fUsH fUiH RESE TR T SIS Lonp REC
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12) Processor Registers
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HDT Features AM D “'l

- Processor Registers

CONFIDENTIAL

e All processor configuration registers (GPRs and MSRs) are
defined in this feature group.

e User can copy, paste and find data in cells.
e User can set one or all cell value(s) to zero.

e User use separate window to view and set subfield and bit
map for a register value.

e User can set different data display type.

e User can import or export feature data from or to a register
binary file.
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e Hardware Requirements
«HDT Protocol/Internals
e EXploring the Work Area
*HDT Features

e Practical HDT
Scenarios/Examples

*Q&A
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Practical HDT Scenarios/Examples AMDO

CONFIDENTIAL

1) Debugging from the Boot Vector
2) Using Breakpoints
3) Using Event Trigger
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CONFIDENTIAL

1) Debugging from the Boot
Vector
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Debugging From the Boot Vector AMD:'

CONFIDENTIAL

Debugging from the Boot Vector Summary
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‘M MTRR Registers LR 00000sDS |
Perfarmance Fegisters CRS oooooooo |
Program Registers . |
Segment Registers 2 nooooooooooooooo |
SEM Fegisters Re 0000000000000000 |

) RI0_ | 0000000000000000
I Single MSH : i il etk
: : R11 | 00O0O0000O0000000
% S5SE Registers " - o : i
TR & SMM Registers 2000000 CA00 0000
o RIS | 0000000000000000)
R14 @oooooooooooaoan |
R15 ooooooooooooooon

[Node 0 v| [Coed v Refiesh | woiion | wimn |
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File Edit View Features HDT  ‘Windows Help

nIT ET EnIT HOT  HOT  HOT  HOT SE]’ SET DSBL BLIE Eig PLUSH FLUGH RESET i 5 LDEIJ REC
[153 RESET INIT 5MI  R3M lBIH BPS{I BIST Wil (ACHE CTLE CTHE @ E m | ALL N S & H an . -

Feature Explu:urer o Status Info 1 x
F == .ﬁ.ssert target DEReq
-4 APIC Node | CPU MName | MM | Dperatlng Mode |BSP,.-’AP |#DB Status |L2 5IZE | Refresh ”~
+. 4 BTHE Debuggers a __Sﬂ__ﬁ!lgl,l'g-gzlqw-_?Sf’r | & 0 |legacy 32-bitMode | BSP | DBReg 1024 | W puto Refresh w
+- % Data Cache Amays .
CPU Registers 2 *
+-- 4 Debug Utilities = |
-4 Download Tools el ¥alue |
¥4 HyperTranzpor™ Technolagy fali Qo00o000FFDFFCSO0)|
.4 140 Ports riﬁ; 0a0a0a0aFFDFFOO0)
+-# Instruction Cache Amrays : QoapEaonuo BRC A
: [ 00000000F3DDo102
¥ JTAG Instructions g [
¥4 L2 Cache Anaps
+- 4 Memor . . . ;
.« rocondser can verify that “DBReq” signal is asserted through “Status Info” window.
= 4 Processor Registers
M
E CPU Registers
(B Debug Registers P | ooo0000DS06B2FAA)
E FPU Registers _
Iﬁ-';:-; Last Branch Reagisters RO 8001003 E |
MCA Registers CR2 0000000 0OBFSEBOSCE |
¢ Model Specific Registers CR3 0o00000000033000)
S8 MTRR Registers R4 00000609 |
Perfarmance Fegisters CRS oooooooo |
Program Registers . |
Segment Registers RS 0000000000000000)
SEM Registers R9 0000000000000000 |
. R10 ooooooooooooooon
d Single MSH / S e
5 ; R11 ooooooooooooooon
% S5E Reaisters : E : {
TR & SMM Reqisters “12__{ 0000000B00000000,
: RIS | 0000000000000000)
Ri4 @oooooooooooaoan |
R15 ooooaooooaooooao
|N|:||:IEI:IL] lEu:ureElli Refrezh ‘ ‘ Wt Al ‘
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File Edit View Features HDT  ‘Windows Help

T BN Bl EJ Hur Hor o dor o Hor (SET | SER | DSEL GTTE YT OGS fLUSH RESE T g Lofn REE
: RESET IHIT SMI  RSM BlsT Fiffd i ohehe CTLE CThe @ E m Ll & Jﬁ_, H a . -

Feature Explorer R [StatusInfo |Deassert target DBReq| S — S LR
W& APIC Node | CPUName |DBReq  Core}yDBRdy | 5MM | OperatingMode | BSP/AP | #DB Status | L2Size |  Refresh ~
+ % BTHB Debuggers qJsHrodeierst L0 10\ 4| 1 Canpatblefekbode | bR LB 1024 BE R v
+- % Data Cache Amays -
CPU Registers 2 e
+ 4 Debug Utiities egisters2 |
-4 Download Tools el ¥alue |
¥4 HyperTranzpor™ Technolagy rAx OD0DOODOFFOFFCSO|
.4 140 Ports rB% 0a0a0a0aFFDFFOO0)
+-# Inztuction Cache Amays e 000B000RR0AABEA T
. FO 00000000F3DD2102
+-- 4 JTAG Instuctions B A e
- o | 0000000080535544]
2 ache Anays vep |l ooos
+- % Memory Debuggers
+. 4 FCl Config Press “DBRQ DSRT” (Step 5) to De-assert target DBReq.
S Bioeessl This is more of a protocol step to bring state.
E CPU Registers
(B Debug Registers P | 00000000806B2FAL]
E FPU Registers _
Last Branch Reaisters RO 8001003 E |
@ MCA Registers CR2 0000000 0OBFSEBOSCE |
E todel Specific Registers CR3 0o00000000033000)
MTRR Registers LR 00000sDS |

Perfarmance Reaisters CR8 oooooooo |
Program Registers

Segment Reqgisters 5 go0oaa0hengaRnn0]

8 SEM Regeters 8| 0000000000000000

Bl Single MSR
% S5SE Registers
TR & SMM Registers

RID | 0000000000000000
R11 | 0000000000000000 )
RIZ | 0000000000000000)
RIS | 0000000000000000)
R14 | 0000000000000000
RIS | 0000000000000000

[Node 0 v| [Coed v Refiesh | woiion | wimn |
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File

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Feature E'xi:'IDr'e'r

Edit  Wiew Features HDT

indows

[SET. | BET. | DSEL
LBR=1 | GRS | BIST

Help

FLUSH FLUSH RESE
(AEHE TLE TP

T &
SRTRMSET

R

+

+-

F

+

PPV POPOIILIILIYS

*

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions
L2 Cache Anayz
Memorny Debuggers
PCI Config
Processor
E CPU Registers
% Debug Registers
E FPU Registers
Iﬁ-';:-; Last Branch Reagisters
MCA Registers

¢ Model Specific Registers
#8 MTRA Registers
Perfarmance Reaisters
Program Registers
Segment Reqgizters

SEM Regizters

4 Single MSR

% S5SE Registers

TR & SMM Registers

J;l.- .S'.:Zat'T's II--'F':'-Singﬂe Step Instruckion at Architectural CSirIP L
Nude| me eq | Lore ¥ | ShMM

Operating Mode | BSP/AP | #DB Status |'L2 size |

Refresh

1024 | v Auto Refresh

X | =

0 [HB0ZdaWQs | 0 | 0 | 1 | L |CompatbleichiMode | B B0
CPU Registers 2 |

Name ¥alue

rRK 000Q0000FFDFFCSO

B 0a0a0a0aFFDFFOO0)

rc | 000000000000BC47

x| 00000000F3DDI102

rspP ooo000o003053954 4

Press “SING STEP” for the 1st time (Step 6) to get a RESET VECTOR.

P | 00000000806B2FAL]
CRO 5001003 B|
CRZ | 0DOOO00OEBFSBOSCE |
CR3 | 0000000000039000 |
CRd 00000603 |
CRS5 oooooaoa)
RS 0000000000000000 |
k3 | o000o00000000000
Ri0__| 0000000000000000
R11 | 0000000000000000
riz_ | 0000000000000000
fi3 | 0000000000000000
Ri4 @oooooooooooaoan |
R15 ooooooooooooooon

[Node 0 v| [Coed v Refiesh | woiion | wimn |
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File Edit \View Features HDT

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Feature E'xi:'IDr'e'r

Windows  Help

[SET. | BET. | DSEL
LBR=1 | GRS | BIST

Q| [Skakus Info

+- 4 APIC

- BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

-
T
+
&

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

PCI Configuration

|
L A A R L E LR LR R

Processzor Registers
E CPU Registers
% Debug Registers
E FPU Registers
Iﬁ-';:-; Last Branch Reagisters
@ MCA Registers
E Model Specific Registers
MTRR Reagisters

A Performance Registers

TR & SMM Registers

BuwTEIERARG. W MW,

| Node | Single Step Instruckion at Architectural C5:rIP

SMM | Operating Mode | BSP/AP | #DB Status |'L2 size |

Refresh

R S o I

I:I.

1

1

| Compatible 16-bit Mads

HoF

A

104

| W Autn Fefresh

CPU Registers 2 |

Name ¥alue

rRK 000aoaoooooaoooa )
B oaoaoaoaoo0ooana)
riCK oaoooooaoooooaoa)
iy 0000000000000F40 |
i F 0000000000000000 |
rBP Oaoooodaoaoooaoo |
ral 0oooooooo0oo000o0|
DI 0o000000000000000
rFLAG 0aoQoo0000000a0z |
MF___| 800000000000FFE0
CRO 6000001 0Y
CR2 aooogagaooaaooaan |
CR3 oaoQodoooooaogon)
S oooooooo)
CRS5 oooooaoa)

0000000000000000.

RIZ OO0 OO ooy
R14 | DO0DO0DO0DD0D000 |
RIS | 0O0DOODOOOOOOOO0

Remember to press “Refresh” to retrieve target information after Single Stepping.

X | =
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File Edit View Features HDT  ‘Windows Help

T W B BEW oHur sor dor o dor (SR | SEw | e BT M fusH RESE TR AT g Lofn REE
: HIT RESET IHIT SMI  RSM BT i e CTiE CTRe @ E m Ll & Jﬁ_, H a . -

Feature Explorer R | Status Infd5ingle step Instruction at Architectural C5irIP] - R o X
o4 APIC Node | CPUygme | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP ‘ #DB Status | L2 Size | Refresh ~
+-# BTHE Debuggers 0 JsHrozdeg |01 0L | 1 [Capatblefebibode | bR | b1 1024 BE R e
+- % Data Cache Amays .
CPUR ters 2 *
4 # Debug Utiities egisters2 |
-4 Download Tools S S
¥4 HyperTranzpor™ Technolagy fali foooonoooooonono |
o4 140 Ports B oaoaoaoaoo0ooana)
+-# Instruction Cache Amrays 2 Al eslslalefalalalain
- @ JTAG Instructio e . ) .
S Press “SING STEP” for the 2" time (Step 7). Remember that this is a
= # hardware step, in which the processor hunts for an attached Southbridge.
. o

T . riP will not change!
=4 Processor Begista

E CPU Registers =

[ Debug Regiters e | 000000000000FFF O

E FPU Registers _

Lazt Branch Registers RO 60000010

T MCA Registers CR2__ | 0000000000000000

E todel Specific Registers CR3 Dooooooooo0oooo0 |

MTRR Registers R4 Qoooo000 |

Perfarmance Reaisters CR8 oooooooo |
Bl Program Pegisters

B Seament Registers 2 Hooooooooooooooo |
S SEM Registers RS | 0000000000000000
B0 Single MR RI0__| 0000000000000008
%v i R11 | 0000000000000000
TR & SMM Registers R1Z2_ 1 0000000D00000000,
: Fi3 | 0000000000000000
Ri4 @oooooooooooaoan |
R15 ooooooooooooooon

[Node 0 v| [Coed v Refiesh | ooion [[Cwian |




AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help

T W B BEW oHur sor dor o dor (SR | SEw | e BT M fsH kST IR AT g Lofn REE
: RESET IHIT SMI  RSM BT i hede CTiE CTRE @ E m Ll & Jﬁ_, H a . -

el J;l.- .S'.:Zat'T's II-'F-.SingIe Step Instruckion at Architectural CSirIPf — T P e el
-4 APIC Node | ame eq | Core ¥ | SMM | Operating Mode | BSP/ AP ‘ #DB Status | LZ Size | Fefresh ~
+ -4 BTHE Debuggers 0 | S.HTF‘QI?'F'W o o 01 |1 [Compatible 16-bit Made | BSP B0 | 1024 [V o Refresh o
+- 4 Data Cache Arays CPU Registers 2 | \ %
+- 4 Debug Utilitiez
-4 Download Tools S S
¥4 HyperTranzpor™ Technolagy fali foooonoooooonono |
o4 140 Ports B oaoaoaoaoo0ooana)
+-# Instruction Cache Arays 585 HO0aCO0n0nERREn0]
- rDx ooooooo0o00000F40
¥ JTAG Instructions —
¥4 L2 Cache Anaps
+- 4 Memor
=4 POL_ Press “SING STEP” for the 3 and last time (Step 8) to go to the first instruction.
—|-- 4 Process
E CPU Registers
i Debug Fiegisters 1P 000 00O
E FPU Fiagisters .. bt edohioded CAZRASKZRR
Lazt Branch Registers RO 60000010
T MCA Registers Rz | nonoonoooonooooooa
E todel Specific Registers CR3 Dooooooooo0oooo0 |
MTRR Registers R4 Qoooo000 |

Perfarmance Reaisters CR8 oooooooo |
Program Registers

B Seament Registers 5 go0oaa0hengaRnn0]
S SEM Registers Rs | onoooooosoooooas)

B0 Single M5 R0 | 0000000000000000]
% S5SE Registers

Ril | 0000000000000000
TR & SMM Reqisters

RIZ | 0000000000000000)
RIS | 0000000000000000)
R14 | 0000000000000000
RIS | 0000000000000000
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File Edit View Features HDT  ‘Windows Help

..|T ET Ean HOT HOT HOT  HOT SE]’ SET USEL FTTE EIf fLUSH FLUSH RESE TET TR 15 '-DED REC
[133 RESET IMIT SMI RSM lBlH BPS{I EIST [idd oheHE CTLE ITAP THAT 1EA @ E m KNy + Z & H an . -

Feature Explorer fl [ Stabus Info 1 x
o4 APIC Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP ‘ #DB Status | L2 Size | Refresh ~
+. 4 BTHE Debuggers 0 |SHBOfZ-claw-754 | O | 0 | 1 | 1 | Compatible 16-bit Mode BSF Bl | 1024 | W puta Refresh v
+- % Data Cache Amays ;
CPU Reqisters 2 *
4 Debug Uitiitiss d || =
Mame Yalue - .
+- 4 Download Tools ——— peverm Scenario: Once at BOOT VECTOR, user can .
- HyperTranzport™ Techholo 5 E - - -
t : ”;'jp t i = &% | oooo bring up a Disassembly window
+ aorts .
G oo S ke hirags rCH 0o00d and walk through his/her own code.
. ro 00000000000 00F
¥ JTAG Instructions
-4 L2 Cache Amays = DDDDDDDDDDE'I'E!E!E!E!D'
o s 4 rEP 0000000000000000 |
e Memau. De by ral 0000000000000000 |
01| 0000000000000000
rFLAG 0aoQoo0000000a0z |
& Memary Dump
# Target Memory Search FIP DDDDDDDDDDDEEDSB
+-- 4 PCl Configuration
- 4 Proceszor Registers RO 0000010 =
—
|N|:udelil_j JED[EDL] Refrezh \ Wt Al I
Dizassembly 2 | X
Address FOOO : 000000000000EQSE | Addr Type | Index
5Egment|CS Sel - | l]ffsel:lrIF‘ |- + oooooooooo Colp
Num of Bytes | 00000200 Phys Type | auto [=]
BP Address Opcodes Mnemonic Size b
FOOO:000000000000EQ5E |EA 60 EO OO FO Jmp fO00:=e0600 16 | =
FOOO:000000000000EDSD |SE EL mov o=, dx 16 [ ]
FOOO:000000000000E0G2 66 5B C& mow ECX,eax '\5 x|
FOOO:000000000000EQ065 |EO AD mow al,alh N -
FOOO:000000000000E067 |E6 S0 out S0h,al IQ.'.
FOOO:000000000000E069 |BO S0 o al,80h 16\v 3
Mode: 0, Core: [
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File

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Edit  Wiew

Features

Feature Explorer

HDT

indows

SET | SET | DSEL
LER=1 | BP0 | (BIST

|
AL E L E L E R R X

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

Technalogy

HyperT ranzpor
|/0 Ports
Ingtruction Cache Amrayps
JTAG Instructions
L2 Cache Anayz
Memorny Debuggers

nbly

& DRAM Address Translator
& Memary Dump

# Target Memory Search
PCI Configuration

Processor Registers

Help

BuwTEIERARG. W MW,

Status InF X
. il Single Skep Instruction at Architectural CSirIP f——— : e = : -
Node | ame eq [ Lore ¥ SMM | OperatingMode | BSP/AP | #DB Status | L2 Size |  Refresh ~
0 SHEOZ-caw?s4 | 0 | 0 | 1 | 1 | Compatble 16-bitMode | BSP | BO 1024 | W Auto Refresh v
CPU Registers 2 | *
Mame ¥alue | o
ré% | 0000000000000000) Scenario: User can Single Step through
B 0000000000000000 i -
- code and go line by line
rCy 0000000000000000
Yo 0000000000000F40 |
rSP | 0000000000000000
rEP 0000000000000000
ral 0000000000000000
1Dl 0000000000000000
tFLAG | 0000000000000002 |
P | 0oo D_D.D_Q_qqqquim
— S = >
Node 0 v| [Coef v] Refiesh | wicio | wial |
Dizassembly 2 | X
Address 000 : 000000000000EDGD | Addr Type ;| Index Ereakpoints
7ozl Offset |rIP =+ 0000000000000000 | g Ao Track CoAlp
Num of Byt 00000200 | Phys Type | Auta =]
BP Address Opcodes Mnemonic Code Size ,
Moo:00000000000WEOSE |EA 60 E0 00 FO jrp £000:e060h 16 |~
& |FOOO:000000000000ED60 |SE EA mov g=, dx 16 |- |
FOOO:000000000000EDG2 |66 5B CB mov ECX, EaX 16 [~ |
FOOO:000000000000E06S |BO A0 mov al,alh 16 [+
FOOO:000000000000E067 |E6 S0 out 50h, al 16 [= |
FOOO0:000000000000EQ62 |BO S0 mov al,80h 16 |- 2
Mode: 0, Core: 0

|N|:ude EIL] {Eureﬂj Refrezh
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File

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Edit

Yiew  Features

Feature E'xblcur'er

HDT

indows

SET | SET | DSEL
LER=1 | BP0 | (BIST

+

F

+-

PP PP PSP PP

*

L

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

& Dizazzembly

& DRAM Address Translator
& Memary Dump

# Target Memory Search
PCI Configuration

Processor Registers

Help

[LUSH FLUSH RESEF T
STEPRTEER BCTT S (1A 1 S TS5 T

it R i

R | |Status Info 1x

Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP ‘ #DB Status | L2 Size | Refresh ~

0 | SHEOZ-daw754 | 0 | 0 1 | 1 | Compatible 16-bit Mode | BSP | B0 1024 | W Auto Refresh v
CPU Registers 2 | *

MName Yalue | o

ré%___| 0000000000000000 | Scenario: Don’t forget to press “Refresh”

FEX 0000000000000000 3

- to update registers.

P 0000000000000000

rD, 0000000000000F40 |

FSF 0000000000000000

rBR 0000000000000000

¢5l 0000000000000000

¢DI 0000000000000000

tFLAG | 0000000000000002 |

FIP ' 000000000000EDSD

. ?-?%??%?- v

(Node 0 =] [Coe =] Rty [wnan ]
Dizazzernbly 2 | X
Address FOOO : 000000000000EQSD | Addr Type ;| Index Breakpaints
Segment |55l | [~ ] Dffset |tIF 1+ 0000000000000000 | [ Auto Track C5:P
Num of Bytes | 00000200 | Phys Type | Luto =]

BP Address Opcodes Mnemonic Code Size pik
FOOO:000000000WOOEQSE |EL 60 EO0 0O FO Jmp fO00:ed60h 16 |-

&) |FOOO:000000000000E060 |SE EA mowv o=, dx 16 [=
FOOO:000000000000EQ062 |66 SE C8 Mo ECx, eax 16 =
FOOO:000000000000EQ6S |BO AO o al,alh 16 [~
FOOO:000000000000EQ67 |E6 S0 out 80h,al 16 |-
FOOO:000000000000EQ6S |EO SO0 mowv al,S0h 16 |- 2

Mode: 0, Core: [

|N|:ude EIL] {Eureﬂj Refrezh
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File

HOT HDT HOT HOT
: DLR GOl G K33 REsET INIT  sMI RSM

Edit  Wiew

Feature E'xblcur'er

Features HDT

indows

SET | SET | DSEL
LER=1 | BP0 | (BIST

o [Skatus

+

F

+-

PP PP PSP PP

*

L

APIC

BTHE Debuagers
Data Cache Armrays
Debug Utilities
Download Tool:

g

HyperTranzport™ Technolagy
|/0 Ports

Ingtruction Cache Amrayps
JTAG Instructions

L2 Cache Anayz

Memorny Debuggers

& Dizazzembly

& DRAM Address Translator
& Memary Dump

# Target Memory Search
PCI Configuration

Processor Registers

Help

%ﬁwwwﬁﬁﬁﬂmﬁL$£HWI,
i

| Node | Single Step Instruction at Architectural CS:rIF‘| SMM | Opetating Mode | EﬁP,.-"ﬁP ‘ #DB Status | LZ Size | TR

a

R s e

I:I.

| Compatible 16-bit Mode

B3P

B0 | 1024

W futo Refresh

Name

CPU Registers 2 |

Yalue |

rRK

B

riCK

{4

rspP

rBP

BP

0o00aodoooooaooao

0000000000000000 |
0000000000000000 |

0000000000000F40)
0000000000000000

0ooo0oo0000a0o0aon

oaoaoooaoooooaoa)
0000000000000000
0aoQoo0000000a0z |

000000000000E0G0

60000010

Dizazzembly 2 |
Address

Segment ICSSeliv

Mum of -B:.rl:e-s-_ 00000200 Phys Type _IF}I |

Address

FOOO : 000000000000EQ6Z |

Offset |rIP -

Opcodes

Addr Type ;| Index

ooooooo EIEIEIEIEIEIEIEIEI.

|N|:u:|eEI_:J JED[EDL] Refrezh ‘ ML
Breakpaints

=S

Mnemonic

[ B N

w

| Al |

W duta Track CS:alP

Code

Size

FoOoOO:

0o00000000000EQSE

EA

&0 EO 00O FO

Jmp

fO00:e0

&60h

16

-

FoOoOO:;

000000000 000EQGD

3E

Eh

mony

gs, dx

16

o) |Fooo:

000000000000E0GE

1]

g5 C§

o

ECX,Eax

16 |

FOoOO:

000000000 000EQGS

BO

an

o

al,alh

16

FOoOo:

000000000 000EQGT

Ed&

g0

out

S0h,al

16 |

FOOO:

000000000 000E0RS

EO

20

mosy

al, S0k

16

L SRR

Mode: 0, Core: [

et e T e T PV NN N TR

™

[Tt

Ll PR |

|N|:ude EIL] {Eureﬂj Refrezh

1e

=
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File Edit View Features HDT  ‘Windows Help

T B EW EW Hor ot WO HOT ((SER | BET | DNEL BT BT fUsH fUiH RESE TR T SIS Lonp REC
: HOT RESET INIT SMI  RSM BIST [Aff] D1 hckE TIE CTAP @ E m Ky~ : & Jﬁ_, H i . &

Feature Explorer a 'S'ta'tltl's I|_'|F|:| _ _ - - 1 x
o4 APIC Node | CPUName |DBReq | Core | DBRdy | SMM | OperatingMode | BSP/AP | #DB Status | L2Size |  Refresh ~
+- % BTHE Debuggers 0 |sHBOjeclaw?s4 | 0 [ 0 | 1 | 1 [CompatbletebkMode | BSP | B0 | 1024 | AutoRefiesh v
v @ Data Cache Arrays r
+ & Debug Lt ¥ Breakpumts2| *
ye ‘E ug _INes Hardware Break paints
_ Global _ Breakpoint

Y Eachetgiagnustic Pt Linear Address ‘ Enabled | Transaction Type Len;‘th Reset BP ‘

# Cache Line Translator DRO| 0000000000000050 [+ W G0 | [fORead Write [+ Byte [« || Clear BPO

ET Ewentanalyzer DR1| 0000000000000000 | - r_ a3 | Instruction Fetc [» | Byte |« || q!ear EF1

# |Cache Dizazzembly DR2 | 00000000000 DIIIIIIEI_EI_' - r_G_E | Instruction Fetc | - Byte B __!CIear BPZ
5 4 Dowrlosd Took DR3 | 0000000000000000 - |1 63\ | Instructon Fetc [~ | Byte |~ || Cloar 873
+- % HuperTranspor™ Technology ¥ Go ¥ Redirect .
- # 1/0 Parts Advanced << Break On Skk | Conditional BP << [ “wiite All upon Feset
- 4@ Instruction Cache Arays
- ® JTAG Instuctions ‘ inear Address Enabled | Action
4 ¥ L2 Cache Anaps
+-- % Memon Debuggers Fomave Al
=+ 4 PCl Configuration
¥ 4 Proceszor Registers

User has 4 Hardware Breakpoints to use.

1) Global Enabled — Enables/Disables current breakpoint
2) GD — Breaks into HDT if any access to Debug Registers (DRO-DR7)

3) Redirect — User MUST check this so that when breakpoint is
triggered control is “redirected” into HDT.

[Node 0 v| [Coed v| Refiesh | wichas | wian |
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File Edit View Features HDT  ‘Windows Help

T B EW EW Hor ot WO HOT ((SER | BET | DNEL BT BT fUsH fUiH RESE TR T SIS Lonp REC
: HOT RESET INIT SMI  RSM BIST [Aff] D1 hckE TIE CTAP @ E m Ky~ : & Jﬁ_, H i . &

Feature Explarer 7 'S'ta'tltl's Infa _ - - a x
W& APIC Node | CPUName |DBReq | Core | DBRdy | SMM | OperatingMode | BSP/AP | #DB Status | L2Size |  Refresh ~
+-4 BTHB Debuggers 0 |SHBOZ-daw754 | 0 | 0 | 1 | 1 |Compatblelé-hitMods | BSP | BO | 1024 |V AutoRefesh v
i 4 Data Cache Amays .

+ & Debug Ui ¥ Breakpumts2| *
ye " ;g k“ "_ES Hardware Breakpoints

# Breakpaints _ Global _ Breakpoint

# Cache Diagnostic Loader Linear Address Enabled | Transaction Type Length Reset BP
# Cache Line Translator DRO| 0000000000000050 |+ W GO | [fORead Write |~ | Byte |+ | Clear BPO
ET Ewentanalyzer DR1| 0000000000000000 | - r_ a1 | Instruction Fetc [» | Byte |« || q!ear EF1
# |Cache Dizazzembly DR2 | 00000000000 DIIIIIIEI_EI_' - r_G_E | Instruction Fetc | - Byte B __!CIear BPZ

5 # Downlsad Teok DR3| 0000000000000000 - |63 | Instructon Fetc [~ | Byte |~ || Cloar B8P3
+- 4 HyperTranspor™ Technology ¥ Go v Redirect .
¥ % 1/0 Paits Advanced << ‘ Break On Skk | Conditional BP << [ “wiite All upon Feset
#-# Instuction Cache Amrays Software Breakpaints:

- ® ITAG Instructions Add ‘ Linear Address ‘ Enabled | Action
4 ¥ L2 Cache Anaps
+-- % Memon Debuggers Femave Al
- 4 PCl Configuration
+-# Proceszor Registers

To submit changes, user presses “Wr Chgs” or “Wr All”.
For Scenario 1, a breakpoint is set to trigger on any 1/0 access to port Ox80

AMD Hardware Debu, .. I EI. HC
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File Edit View Features HDT  ‘Windows Help

an HOT HOT HOT  HOT SET SET USEL FTTE EIf fLUSH FLUSH RESE TET TR E"NE i REC
RESET [HIT SMI  RSM lBlH BPS{I EIST Widd CheHE CTLET TR SEA @ E m 1§ ~ ﬁ .

Feature larer Q| [ stabus Info 1 x
4@ ApjResdme operatio rrent state Node | CPU Name | DBReq | Core | DBRdy | SMM | Dperating Mode | BSP /AP | #DB Status | L2 Size | Refresh ~
+. 4 BTHE Debuggers 0 |5H_BOj-claw-754 | O | o 1 | o Legacy 16-bit Mode BSP | B0 1024 | W Auto Refresh w
1'- 0 Data Cache Armrays %
- DEbugU“hn?S Hardware Breakp S
# Breakpointz e P
# Cache Diagnostic Loader Linear Address Transaction Type Len;‘th Reset BP ‘
# Cache Line Tranzlator DRO| nooonoooooooons EI__' | I Read Write | - | Byte |- Clear BPD
ET EwentAnalyzer DR1| 0000000000000000 |- f_ il jon Fetc |- || Byte |- C!ear BP1
# |Cache Dizazzembly DRZ | 0000000000000000 |- [ Gz Instruu:tu:un Byte |- __Clear BPZ
+- % Download Toals DR3| nonnnonnonnnnnno [+ [ G3 | Instruction Fetc Clear BP3
+- % HuperTranspor™ Technology ¥ Go v Redirect
5. @ 10 Ports Advanced << ‘ Break On Skk | ™ white &l upon Feset
-4 Instruction Cache Arays Software Breakpointz:
T4 B0 Insicions Add Once breakpoint is set and written, Exit HDT
4 ¥ L2 Cache Anaps . . .
" @ Memom Debuggers ST and wait for breakpoint to get triggered.
# Dizazzembly
»
& DRA
|N|:u:|e I:I_j |Eu:ure Elﬂ Refresh | M Chgs \ W Al ‘
reakpoint is triggered! 1/0 Access at port Ox80 -
-4 PCI Corf Addr Type | Index - Breakpointz
+- 4 Proceszor Registers B ] | = -
SEgment : Offset |rIF‘ - DDDDDDDDDDDDDDlD_ [ e et it
Mum nfotes IIIIIIIIIIIIEIZ s Type | Auto Gl
BP Address Opcodes Mnemonic Code Size pib
FOOO:000000000000E065 |BO AD mov al,alh 16 | =
FOOO:000000000000EOQGT |E& SO out S0h,al 16 | =
¢. FOOO:000000000000E02 |EO S0 mow al,50h 16 |-
FOOO:000000000000E06E |E6 70 out 70h,al 16 |~
FOOO:000000000000EQ06D |FA cli 16 |«
FOOO:000000000000EQ0BE |FC cld 16 | = 3
Mode: 0, Core: 0
|||:|l:' i v | |Corel v% Refresh | ‘

W R

1y Start
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File Edit View Features HDT  ‘Windows Help

an HOT HOT HOT  HOT SET SET USEL FTTE EIf fLUSH FLUSH RESE TET TR E"NE i REC
RESET [HIT SMI  RSM lBlH BPS{I EIST Widd CheHE CTLET TR SEA @ E m 1§ ~ ﬁ .

HOT
]

Feature Ex|neMgie operation at current state Ftatus Infa i

x
¥ & APIC Node | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 size | Refresh ~
+-- 4 BTHE Debugger 0 |SHBOfecaw754 | O | O 1 | 0 Legacy 16-bit Mode BSP | BO 1024 | ¥ Auto Refresh bt
i 4 Data Cache Amays r
i @ Dsbug Ui Y Breakpoints 2 | =
; = ;g k“ "_ES Hardware Break paints e

% Dies |:|l:||.r'|t$ ) . dd Global _ Breakpoint
# Cache Diagnostic Loader N Linear Address Enabled Transaction Type Length Reset BP
# Cache Line Tranzlator Eu o00Qo000000000s EI__' + | v G0 | I,I'O Read Write | = :__ Byte |- Clear BPD
ET Ewventanalyzer DRINGO000000000000CF & | v 51 | I/0 Read Write |~ | Byte |- C!ear BP1
# |Cache Dizazzembly DRZ | O Q00000000000 | - Instruu:tu:un Fetc | = Byte |- __Clear BR:Z
+-# Download Tools DR3| 0000 I" G3 _ Ins_truu:tu;un Fetc | = Byte |~ Clear BP3
+- % HuperTranspor™ Technology v GD -
-4 140 Ports Advanced << Conditional BP << ™ white &l upon Feset
-4 Instruction Cache Arays Software Breakpointz:
+ - @ JTAG Irstructions Add ‘ i Address Enabled | Act
4 ¥ L2 Cache Anaps
—--# Memon Debuggers Fomave Al
# Dizazzembly ) ) )
# DRAM Address Translator Scenario 2: Breakpoint set to trigger on any access
®; Memary Bup to “Configuration Address Register”
# Target Memory Search Dizazsembly 3 - -
: e b3 | Then Exit HDT, allowing system to run.
+-- 4 PCl Configuration Address Fo
+- 4 Proceszor Registers Ii
Segment o ! — rack C5:lP
Mum nfotes IIIEIEIEIEIZEIIII Phys Type |Aut|:| Gl l
BP Address Opcodes Mnemonic Code Size pib
FOOO:000000000000E065 |BO AD mov al,alh 16 | =
FOOO:000000000000EOQGT |E& SO out S0h,al 16 | =
¢. FOOO:000000000000E02 |EO S0 mow al,50h 16 |-
FOOO:000000000000E06E |E6 70 out 70h,al 16 |~
FOOO:000000000000EQ06D |FA cli 16 |-
FOOO:000000000000EQ0BE |FC cld 16 | = 3
Mode: 0, Core: 0
|N|:ude Elﬂ |Eu:ure Elj Refresh | ‘
-

W R

1y Start
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File Edit \View Features HDT

HOT HDT HOT HOT
LUH DA GEEE G RESET INIT SMI RSM

Feature Explorer

+- 4 APIC

+-- 4 BTHE Debuggers
+ Data Cache Armrays

Debug Utilities

# Breakpointz

# Cache Diagnostic Loader
# Cache Line Translator
ET EwentAnalyzer

# |Cache Dizazzembly

Download Toolz

+
*

HyperTranzport™ Technolagy
[0 Ports

Ingtruction Cache Amrays
JTAG Inztructions

L2 Cache Anays

temony Debuggers

|
LA A E X E N

# Dizazzembly

# DRAM Address Tranzlator
# Mermory Dump

& Target Memary Search
PCl Configuration

PPN

Proceszor Registers

Windows  Help
SINCE S TEP| 1 F L i COHS LOAD REC
| Rl B
Q| [Status Info 1 x
Node | CPU Name | DBReq | Core | DBRdy | SMM | Dperating Mode | BSP/AP | #DB Status | L2 size | Refresh ~
0 SHEOZ-caw754 | 0 | 0O 1 | 0 |legacy16-hitMode | BSP | Bi | 1024 | [V futo Pefresh v
Breakpoints 2 | *
Hardware Break paints S
_ Global _ Breakpoint
Linear Address ‘ Enabled | Transaction Type Length Reset BP ‘

DRO | 00000000000000580 |~ |W G0
DR1 | 0000000000000CFE |~ W Gl

DR2| 0000000000000000 [+ | G2
DR3 | 0000000000000000 |+ | &3

v v i
W&o I+ Redirect T

Scenario 2: View Disassembly to see where in code
“Configuration Address Register” is accessed.

| joReadWrite [+ | Byte [+ |l Clear BPO
| IfoRead write [+ | Byte |+ || Clear BP1
| Instruction Fetc |= | Byte |- Clear BP2
ion Fe .B';.-'t.E - "';Iecar BP3

: ins_truu:tiu;un Fetc | =

Bresk OnSMM |  Condiional BP << | ™ wite All upon Riesst

Software Breakpoints;
Add

Remowve Al

[Mode 0 +] [Coe v| Refiesh | wichas |[ wien |

Dizaszsembly 3 | X
Address FOOO :000000000000EQ71 | Addr Tyl | Index - Breakpoints
Segment[C5Sel |- || Offset [r1P = - ogfo0o0o00000010] o, ol

Num of Bytes | 00000200 Phys Type [duto [=]

BP Address Opcodes Mnemonic Code Size e
FOOO:000000000000EQ076 |66 BS &C CO 0O 80 ‘ mov eqax,8000c06ch 16 | =
FOOO:000000000000EQYC |BA FS OC mowv dx,0cfdh 16 | =
FOOO:000000000000EQ07F |66 EF out dx , eax M 16 |-

Q FOOO:000000000000E0S1 |83 C2 04 add cdx,04h 16 |~
FOOO:000000000000E054 |66 ED in eax,dx 16 |«
FOOO:000000000000EQ086 |84 C5 o cl,al 16 | = 3

Mode: 0, Core: 0

BEER ~| |Core 0 v% Refrezh | ‘

T
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File Edit View Features HDT  ‘Windows Help

Tod E0 [E0 [E0 Hor HDT o HOT  HOT |[SET | BET | DSEE ETTE B fLUSH FLUSH RESEH TID AT 15 '-DED REC
= RESET [MWIT SMI RsM |LBR=1 | BRSO | BIST Eifdd 03 oAeHE CTLES CTAP @ E m KNy + Z & H an . -

Feature E'xblcur'er 1 | [Stabus Info 1 x
¥4 AFIC ' Node | CPUName | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refresh ~
44 BTHB Debuggers 0 |SHEDj2-daw-7s4 | O 0 1 0 leqsculfhibode BSP | Bl | 1024 | ¥ AutRefresh v
+-# Data Cache Arays /ED"‘/ ><
- # Debug Utiities There are alternative ways to set breakpoints.

$ Seduoeh ~_User can Right-Click in Disassembly window and view options.

# Cache Diagnostic Loader
# Cache Line Translator DRO | 0000000000000050 = ™ =0 T - —
ET EventAnalyzer DR1| 0000000000000CFS |~ WGl | [fORead Write |~ | /Byte [+ || Clear BP1
# |Cache Dizazzembly DRZ | 0000000000000000 ||+ I a2 | Instruction Fetc | - Byte |~ __Clear BPZ
¥4 Download Toolz DR3 | 0000000000000000 |- I" &3 | Instruction Fetc Byte |- ';IE':ar BP3
+- % HuperTranspor™ Technology v GD v Redirect —
-4 140 Ports Advanced << ‘ Break Qoo | Conditional BP << ™ white &l upon Feset
+-- 4 Instruction Cache Arraps Copy
+ - JTAG Ingtructions Pasl e ‘ Enabled ‘ Action
+ - % L2 Cache Anays Find...
= Memu:!ry Debuggers Fos] e
# Disassembly Save As ... Chrl+3 -
# DRAM Address Tranzlator
& Memory Dump | Print Chl4-P . |N|:u:|e I:I_j JEDFE EIL] Refresh ‘ Wi Chos \ W Al |
4 Target Memory Search v Display Opcode Colurmn Ale4+F3 *
+-- 4 PCl Configuration T ———— 1000000ED7 1 | Addr Type {Index Breakpoints
+-. ) ‘, PTDCESSDT HEQiStErS 1 1520 vy Dregrpoirc = F : L N {
wahle L Breakooint  Chrl+Fa e =1 0000000000000010 | e e
Insert SW Breakpoint  Shift+F lAuto = |
Bl BAWREdpoIE  Shh SR | Dpcodes Mnemonic Code Size #
| Step Into(Single Step) F3 Fg 0C mow dx,0cfEh 16 | =
|| Step Ower Alt+F10 EF out dx , eax 14 =
8 Jump rIP ta Next Raow cz 04 add dx , 04h 16 [=]
|| Runto Cursor F7 ED in eax,dx 16 |~
Properties ] mov cl,al 16 |~ |
FOOO:000000000000EDSS [0C 10 or al,10h 16 | = 3
e [ - =m Co A - - 1=

Mode: 0, Core: [
Curzar Addr = FOOD:000000000000ECSE = 00000000000FEDRS [Phys)
ICAD=B azic

|NDC|EE|L] {Eureﬂj Refrezh ‘ ] ‘

1
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File

A B
0N B HOT [ IF B RES

Edit

Yiew  Features

HOT  HOT  HOT
RESET INIT  5MI

Feature Explorer

HDT

HOT
E5M

SET | SET | DSEL
LER=1 | BP0 | (BIST

Windows  Help

o
STEPRRTFER

FLUSH FLUSH RESE
(AEHE TLE TP

i A O

+

F

+-

PPN

PPN

+
+

+
*

APIC

BTHE Debuagers

Data Cache Armrays

Debug Utilities

# Breakpointz

# Cache Diagnostic Loader
# Cache Line Translator
ET EwentAnalyzer

# |Cache Dizazzembly
Diovnload Tools
HyperTranzport™ Technolagy
[0 Ports

Ingtruction Cache Amrays
JTAG Inztructions

L2 Cache Anays

temony Debuggers

# Dizazzembly

# DRAM Address Tranzlator
# Mermory Dump

& Target Memary Search
PCl Configuration

Proceszor Registers

o B RN B .

0| | Status Info o X
Node | CPU Name | DBReq | Core | DBRdy | SMM | Dperating Mode | BSP/AP | #DB Status | L2 size | Refresh ~
0 SHEOZ-caw754 | 0 | 0O 1 | 0 |legacy16-hitMode | BSP | Bi | 1024 | [V futo Pefresh v
Breakpoints 2 | *
Hardware Break paints S
_ Global _ Breakpoint
Linear Address ‘ Enabled | Transaction Type Length Reset BP ‘
DROD I:II:II:IEII:II:II:II:II:II:IEIDI:II:IBEI__'T = I!I'Cl Read \Write | - :“ B'?-'te - | Clear BPD
DR1 0o00000000000CFS |- IF al _ I,ITO Read Write | - L Byte - C!Ear BP1
DR2 | 00000000000FERSE |~ v 52 | Instruction Fetc | - Byte [~ || Clear BPZ
DR3 | 000000000000 |- I" G3 | Instruction Fetc |» | Byte | v || Clear BP3
v v i =
e M Advanced << ‘ Break On Skk | Conditional BP << ™ white &l upon Feset
Software Breakpoints;
Add ‘ Linear Address ‘ Enabled | Action
Remowve Al
w
|N|:u:|e I:I_j |Eu:ure 1] ﬂ Refrezh | Wi Chos \ Wt Al |
Dizaszsembly 3 | X
Address FOOO : 000000000000EQ7 1 | Addr Type ;| Index Breakpoirts
SEngI_'II:_ CS_S | | Offset |rIP 5] = DDDDDDDDDDDDDDlD_ [ e et it
Mum of Bytes | 0000200 Phys Type | Auto Gl
BP Addrgss Opcodes Mnemonic Code Size pib
FDDD:DDDDDDCI]DDDDED'?C Er F& 0OC mov dx,0cf8h 16 | =
FDDD:DDDDDDC']DDDDED'?F 66 EF out dx , eax 16 | =
¢. FDDD:DDDDDDE'JDDDDEDBl 83 C2 04 add cdx,04h 16 |-
FDDD:DDDDDDE'JDDDDEDB‘I 66 ED in eax,dx 16 |~
FDDD:DDDDDDMDDDDEDBE 84 C8 Mo cl,al 16 |«
FOOO:000000000000EQ088 |0C 10 or al,10h 16 | = 3
Mode: 0, Core: 0

Cursor Addr = FOO0:000000000000E038 = 00000000000FEDSS [(Phys]
LUCAD®EE azic

|N|:ude Elﬂ |Eu:ure[lj Refrezh




AMD Hardware Debug Tool (AMD Confidential)

File

Edit  Wiew Features HDT  ‘Windows Help

Tod E0 [E0 [E0 Hor HDT o HOT  HOT |[SET | BET | DSEE ETTE B fLUSH FLUSH RESEH TID AT 15 '-OED REC
RESET [MWIT SMI RsM (LBR=1 | GRS | BIST Eifdd (fEHE CTLE TAP @ E m 1§ ~ | ﬁ an . -

Feature Explorer 1 | [Stabus Info o x
o4 APIC Node | CPU Name | DBReq | Core | DBRdy | SMM | Dperating Mode | BSP/AP | #DB Status | L2 size | Refresh ~
1.4 BTHE Debuggers 0 | SH_B0J2-claw-754 0o | o 1 | 0 |legacy16-hitMode | BSP | Bi | 1024 | [V futo Pefresh v
i 4 Data Cache Amays r
i & Debug Lt ¥ Breakpumts2| bt
ye " ;g k“"_as Hardware Break paints S

® Ereakpoints _ Global _ Breakpoint

# Cache Diagnostic Loader Linear Address Enabled | Transaction Type Length Reset BP
# Cache Line Tranzlator DRO | 0000000000000050 | - v G0 I!fo Read Write | = Byte |- Clear BPO
ET EwentAnalyzer DR1| 0000000000000CF& |- W 51 _ I,lfO Read Write | - | Byte |- C!ear EF1
# |Cache Dizazzembly DRZ | 00000000000 FEQSS |- v 52 Instruction Fetc | - Byte |- __Clear BPZ

+. % Download Toals DR3| 00000000000FEOSC e Instruction Fetc [» | Byke [+ || Clear BP3
+-# HyperTransport™ Technology v GD v Redirect =
5. @ 10 Ports Allvanced << ‘ Break On Shikd Conditional BF << | ™ white &l upon Feset
-4 Instruction Cache Arays Software Breakpointz:

+ .4 JTAG Instructions Add | | ol Didioce Enabled | Action
4 ¥ L2 Cache Anaps E
= . = = - - ‘ - I

User can enter address manually. In this scenario, ~{t#0~] |EM“QS el
a breakpoint is set a few instructions down. X
Press “Wr Chgs” to submit changes. Breakpoints
* Taget 000000000010 _

: : . [ [v Auta Track CS:P
+-- 4 PCl Configuration e e T
+- 4 Proceszor Registers ) i :

BP Address Opcodes Mnemonic Code Size b
FOOO:000000000000EQ7 EA F5 0OC mowv dx,0cf5h 16 |-
FOOO:000000000000E0Q7 66 EF out dx , eax 16 |~

¢. FOOO:000000000000E0Q5 83 C2 04 add cdx,04h 16 |«
FOOO:000000000000E0Q8 66 ED in eqax, dx 16 | =
FOOO:000000000000EQS SA CH oV cl,al 16 | -

@ |Fooo:000000000000E0SE [0C 10 or al, 10k 16 |-
FDDD:DDDDDDDDDDDDEDB{ 66 EF out dx , eax 16 |«
FOOO:000000000000E05 66 ES CO 00 00 S0 Mo eax, 000000k 16 |~
FAAM:ANAAAAAAAANATRAS2 |83 Fio N4 auh dw _MNdh 16 |« | bt

Mode: 0, Core: 0

Curzor Addr = FOOD:000000000000EQSC = 00000000000FEDSC [Phys

LICA0@B azic

|N|:ude Elﬂ |Eu:ure[lj Refresh | -- ‘

12 start
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File Edit View Features HDT  ‘Windows Help

an HOT HOT HOT  HOT SET SET DSEL -|r4- -m fLUGH FLUGA RESET T T 15 '-DE REC
RESET [HIT SMI  RSM lBlH BPS{I EIST (REHE CTLET CTAP TELA @ E m 1§ ~ ﬁ .

0 |l skatus Infao o x
ration ak current state| :
o4 AP Node | CPU Name | DBReq | Core | DBRdy | SMM | Dperating Mode | BSP/AP | #DB Status | L2 size | Refresh ~
+. % ETHE Debuggers 0 | SH_B0J2-claw-754 0o | o 1 | 0 |legacy 16-hitMode | EBSP | Bl | 1024 | Auto Refresh v
v @ Data Cache Arrays r
i & Debug Lt ¥ Breakpoints 2 | bt
ye " ;g k“ 1 Hardware Break paints S
® Ereakpoints _ Global _ Breakpoint
# Cache Diagnostic Loader Linear Address Enabled | Transaction Type Length Reset BP
# Cache Line Tranzlator DR 000000000000080 |- v G0 I!fo Read Write | = Byte |- Clear BPO
ET Ewventanalyzer DR1 000000000CFE |- v 51 | I/0 Read Write |~ | Byte |- C!ear BP1
# |Cache Dizazzembly DRZ| 0000 OOOOFEQSE | - v 52 Instruu:tu:un Fetc | = Byte |- | Clear BPZ
+-# Download Tools DR3 | | ] OFEQSC |~ i G3 Instruu:tu:un Fetc | = Byte |~ Clear BP3
+- % HuperTranspor™ Technology ¥ Go v Redirect .
5. @ 10 Ports Advanced << ‘ Break On Skk | Conditional BP << | ™ white &l upon Feset
- Instuction Cache Srays e
¥ JTAG Inztuct]
+-# L2Ca - - -
ST Red bullet indicates breakpoint has been set. 3
= AR R = Core 0 v] Refrezh | 2 ‘ Wt Al
& D Exiting HDT to trigger subsequent breakpoints. |
& DRAM A *
# hemomn Dump —_— Addr Type Index Breakpoints
& Target Memony Search I 5 i z E
: 9. . ¥ Segment | C5 Sel Offset |rIF DDDDDDDDDDDDDDID [7 -Bidte Track CSHIR
+- 4 PCI Configuration Num of Bytes | 0000020 Phys Type | iuto - |
+- 4 Proceszor Registers ) ) :
BP Addr Opcodes Mnemonic Code Size b
FDDD:DDDDD%DDDDDED'?C EA F5 0OC mowv dx,0cf5h 16 |-
FDDD:DDDMDDDDDDDED'?F 66 EF out dx , eax 16 |~
o |Fooo:ogdoooooooooEDSL |83 cz 04 add dx, 04h 16 |~
FOOO AOO000000000EDS4 |66 ED in eqax, dx 16 | =
FO :000000000000EQSE [(SA C8 oV cl,al 16 | -
@ |E#00:000000000000E0SE  [0C 10 or al, 10k 16 |-
_‘DDD:DDDDDDDDDDDDEDBA 66 EF out dx , eax 16 |«
’ FOOO:000000000000EQ0SC |66 BS CO 00O 00 S0 Mo eax, 000000k 16 |~
FAAM:ANAAAAAAAANATRAS2 |83 Fio N4 auh dw _MNdh 16 |« | bt
Mode: 0, Core: 0
Curzor Addr = FOOD:000000000000EQSC = 00000000000FEDSC [Phys
LICA0@B azic
|N|:ude Elﬂ |Eu:ure Elj Refresh ‘

P

1y Start
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Help

DEEL ETTE ERED PLUSH FLUSH RESEE T T
P&d) | BIST (AEHE TLE TP ISRT

+

F

+-

PPN

PPN

+
+

+
*

APIC

BTHE Debuagers

Data Cache Armrays

Debug Utilities

# Breakpointz

# Cache Diagnostic Loader
# Cache Line Translator
ET EwentAnalyzer

# |Cache Dizazzembly
Diovnload Tools
HyperTranzport™ Technolagy
[0 Ports

Ingtruction Cache Amrays
JTAG Inztructions

L2 Cache Anays

temony Debuggers

# Dizazzembly

# DRAM Address Tranzlator
# Mermory Dump

& Target Memary Search
PCl Configuration

Proceszor Registers

A .

o B RN B .

0| | Status Info X
Node | CPU Name | DBReq | Core | DBRdy | SMM | Dperating Mode | BSP/AP | #DB Status | L2 size | Refresh ~
0 | SH_B0J2-claw-754 0o | o 1 | 0 |legacy 16-hitMode | BSP | B2 | 1024 | [V futo Pefresh v
Breakpoints 2 | bt
Hardware Break paints S
_ Global _ Breakpoint
Linear Address ‘ Enabled | Transaction Type Length Reset BP ‘
DROD oaogoaoooooooasa | - = I!I'Cl Read \Write | - B'?-'te - | Clear BPO
DR1| 0000000000000CFS [+ W GI | [fOReadwrite [+ Byte |+ | Clear BPL
DR2 | 00000000000 FEDSE |~ v 52 | Instruction Fetc | - Byte [~ || Clear BPZ
DR3 00000000000 FEQSC | - i _G_3 Ins_truu:tiu;un Fetc | = th_e - ';Ie-:ar I_3F‘3
v v i
b GRS fiedhed Advanced << | Break OnSMM | CondiionalBP << | [ vyite All upon Fieset
Software Breakpoints;
Add ‘ Linear Address ‘ Enabled | Action
w
|N|:u:|e Dj |Eu:ure DLJ Refrezh | W't Chgs ‘ Wt Al |
Dizazzernbly 3 | X
Address FOOO :000000000000EQ7S Addr Typejlndex = Breakpaints
Segment | C5 Sel - Offset {rIF‘ - i aoooooo EIEIEIEIEIEIEIlEI_ [7 -Bidte Track CSHIR
Mum of Bytes | 00000200 | Phys Type | Auto - |
BP Address Opcodes Mnemonic Code Size b
FOOO:000000000000EQ7C |BA FS OC mowv dx,0cf5h 16 |-
FOOO:000000000000EQ7F |66 EF out dx , eax 16 |~
FOOO:000000000000E051 |83 C2 04 add cdx,04h 16 |«
FOOO:000000000000E084 |66 ED in eqax, dx 16 | =
FOOO:000000000000EQSG |8A C5 oV cl,al 16 | -
€ | FOO0:000000000000EDSS  [0C 10 or al, 10k 16 |-
FOOO:000000000000EQ0SA |66 EF out dx , eax 16 |«
’ FOOO:000000000000EQ0SC |66 BS CO 00O 00 S0 Mo eax, 000000k 16 |~
FAAM:ANAAAAAAAANATRAS2 |83 Fio N4 auh dw _MNdh 16 |« | bt
Mode: 0, Core: 0
Curzor Addr = FOOD:000000000000EQSC = 00000000000FEDSC [Phys
LICA0@B azic

|N|:ude Elﬂ |Eu:ure[lj Refrezh

W BD K
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File Edit View Features HDT  ‘Windows Help
1 El Bl & SIS TER IEF R RRLE - Losp
_ s oAl [ BeeficB R OR ot e T e
Feature E'xblcur'er o | |Status Info . 1 x
+- i APIC MNode ‘ CPU Mame | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refrezh
+ -4 BTHBE Debuggers 0 | SH_BOjZ-claw-754 1 0 1 0 |Legacy 16-bit Mode BSP BO 1024 | ¥ Auto Refresh
+- % Data Cache Amays
-4 Debug Utilitiez
# Breakpointz
# Cache Diagnostic Loader Breakpoints1 | EvertAnalyzer 2 | =
# Cache Line Translatar Hardware Breakpoints ~
ET EventAnalyzer Linear Address il Transaction Type e aiepm Reset BP
. Enabled Length
# |Cache Dizaszernbly —_ — a
P DRO| 0000000000000080 [+ [M a0 | [fORead write [» | Byte [+ | Clear BPO
i Huwn;a DDfMT 2 DR1 | 0000000000000000 |- |1 &l Instruction Fetc |» | Byte |= | ClearBP1 |
+-® HyperTiansport™ Technology | | ‘ppa | nonoooooooonooon [+ I G2 | Instruction Fetc [+ | Byte |+ | Clear BP2
+- 4 1/0 Parts DR3 | cooooooooooooooo | - |0 63 Instruckion Fete |- Byte |« | Clear BF3
- 4@ Instruction Cache Arays e y E ¢
i W W i
5. 4 JTAG Instructions IR el Advanced < | Bresk OnSMM | CondiionalBP << | [ e Allupon Reset
M L2 Lecheaiaps Software Breakpaints:
+-- % Memon Debuggers Add
+ .4 PCl Configuration ‘ ar Address ‘ Enabled | Action ‘
¥ 4 Proceszor Registers
Remowve Al | b
|N|:u:|e|]j ]Eu:ure[llj Refresh | qu‘\gs—l adr Al I
Dizaszembly 1 | CPU Registers 1 | *
Address FOOO : 000000000000EDS1 | Addr Type jIndex |~} Breakpoints
Segment_CS Sel = Offset |rIF - + 0000000000000000 WV Auto Track CSP
Mum of Bytes | 00000200 Phys Type | Auto -
BP Address Opcodes ic| Code | Size | *~
¢' FOOO:000000000000EQS1 |83 C2 04
FOOO:000000000000EDSS Les—"
FOOO:0000000000008 . . .
rono:oooooonongy,. USiNg the previous example of triggering on port 80h,
FO00:00000000008, we’ll create something similar to a post card. v
Mode: 0. Care: 0




AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help

Tod E0 [E0 [E0 Hor HDT o HOT  HOT |[SET | BET | DSEE ETTE B fLUSH FLUSH RESEH TID AT EFR 15 '-DED REC
= RESET [MWIT SMI RsM |LBR=1 | BRSO | BIST Eifdd 03 oAeHE CTLES CTAP @ E m s~ : ﬁ an . -

Feature Explu:urér o | |Status Info 1 x
+- 4 APIC MNode ‘ CPU Mame | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refrezh
+- 4 BTHE Debuggers | 0 |5H_BOjZ-claw-754 1 0 1 0 |Legacy 16-bit Mode ESF EO 1024 | W Auto Befresh
+- % Data Cache Amays
-4 Debug Utilitiez
# Breakpointz
# Cache Diagnostic Loader Breakpointz1 | EventAnalyzer 2 | =
# Cache Line Translatar Hardware Breakpoints ~
ET Ewent -‘i"-ﬂé'.'-JZE' Linear Address ‘ EI|31I:II:I:I:I Transaction Type Brf::g;::;:nt Reset BP ‘
# |Cache Dizaszernbly —_ — a
. & Dhlsita DRO| 0000000000000080 |+ W G0 | JORead write [v | Byte [+ || Clear BFO
5 HDWH_FE‘ DDTMT bl DR1 | 0000000000000000 |- |1 &l Instruction Fetc |» | Byte |= | ClearBP1 |
+ @ Hoperlranspor™ Technology | | “ppa | nonooo0ooooooooo [« 1 62 | Instruction Fete [+ | Byte |+ | Clear BP2
- A A s DR3 | nooooooooooooooo | - |l 53 Instruction Fetc [+ | Byte |- | Clear BP3
- 4@ Instruction Cache Arays v Ciai T ! E g
+- # JTAG Instuctions = hat Advanced < | Bresk OnSMM | CondiionalBP << | [ e Allupon Reset
2 Le Lachefiays S oftware Breakpaints:
+-- % Memon Debuggers
4 # PCI Corfiguration Add ‘ Linear Address ‘ Enabled | Action ‘
¥ 4 Proceszor Registers
Remowve Al | b
Mode D v| [CoreD »|  Refresh | iy Wir Al |
Dis e ' X
) ) : Breakpoints |
Reminder: After making any changes, press “Wr Chgs” :
rack C5:lP
(11 7
for those changes to take effect. Press “Refresh
anytime to retrieve TRUE current settings. Size #
—, 16 [=] :
[FOO0 T oo in eax,dx 16 | =
FOOO:000000000000EQSE |SA C8 o cl, al 16 | =
FOOO:000000000000EQS8 |(OC 10 or al,10h 16 | =
FOOO:000000000000EOQSA |66 EF de,eax 16 | = 3z
Mode: 0. Care: 0
£ [ |N|:ude EILJ |Eu:urelilj Refresh | ‘




AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help

HOT EIT S0 (2l HOT  HDT HOT  HOT | SET
E'\ RESET INIT  5MI  R3M |LER=1 BPS{I :

" If: selects the condition to compare against.

F t E | J;l (11 77 (11 77 JJ x
= :Z;‘iﬂw - TRUE” means “ALWAYS™.
+ a (11 77 a3 = (11 77 (11 77
. & BTHE Debuggers Then: So, for this “TRUE” condition, the “THEN" or “ELSE
+ # Data Cache Arrays case will always be executed.
-4 Debug Utilitiez
# Breakpointz
# Cache Diagnostic Loader Breakpoints 1 Event&nalyzaE | =
# Cache Line Tranzlator _ : 8] Skake 1
ET Ewentanalyzer If TRUE | |
# |Cache Dizazzembly | Then Do Mathing
¥4 Download Toolz A
+- % HyperTranspor™ Technology
+ -4 /0 Ports
- 4@ Instruction Cache Arays Current State - 1 :Iv
¥4 JTAG Inztructions
5@ L2 Cache Anays Counter 1 | Counter 2 | Counter 3 | Counter 4 |
-4 Memon Debuggers DDDDDDDDDDDDDDDD Coogoaooogoaoaog DDDHDDDDDDDDDDDD oooooaoaoooooaon
514 PCl Configuration Fleset | Fleset J Reset J Fleset ]
+- @ Processor Registers " Force HD'T On Paliing Delay : Reset All Counters I
& PolingDBRdy “fms [ Enabe] |
Dizaszembly 1 | CPU Registers 1 | *
Address FDEIIII_:_EIDD_I_IIDDEIEIDDDDEEIBIl' Breakpoints
SEngnt 25 Sel ) I]ffsetlrIF‘ - _' S | DDDDDDDDDDDDDDDD W Auto Track CS:P
Mum of Bytes IIIIIIIIIIIIIIIZIIIIII Ph}r_s Type].‘u‘.gt!:.. - . ’
BP Address Opcoges Mnemonic Code Size *~
o) |Fooo: oo as 16 [=]
\
Reminder: Event Analyzer is a post-processing, HDT software-driven feature.
User will now select what steps to take once any access to
port 80h causes the system to get in HDT Mode.
|N|:ude EIL] {Eureﬂj Refresh ‘



File

A B
= (N W HOT M IF B RES

Edit

Yiew  Features

HOT  HOT
RESET INIT

HOT
Ml

Feature Explu:urér a

+

F

+-

PPN

+
+

+
*

APIC

BTHE Debuagers

Data Cache Armrays

Debug Utilities

# Breakpointz

# Cache Diagnostic Loader
# Cache Line Translator
ET EwentAnalyzer

# |Cache Dizazzembly
Diovnload Tools
HyperTranzport™ Technology
[0 Ports

Ingtruction Cache Amrays
JTAG Inztructions

L2 Cache Anays

temony Debuggers

PCl Configuration

Proceszor Registers

HDT

HOT | SET. | SET | DSEL
R5M (LER=] | BFSA) | (BIST

AMD Hardware Debug Tool (AMD Confidential)

Windows  Help

[LUSH FLUSH RESEF
STER R TFER G 1 H 12

gt R

Status Info

MNode ‘ CPU Mame | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refrezh
0 | SH_BOJ2-claw-754 1 0 1 0 |Legacy 16-bit Mode BSP BO 1024 | ¥ Auto Refresh
Breakpaints 1 EventAnalyzer 2

Stake 1
If TRUE | |
Then Do Mathing
b

Current State : |1 -

Counter 1 | Counter 2 | Counter 3 | Counter 4 |

0000000000000000 0000000000000000 0000000000000000 0000000000000000

[ Reset Reset Reset J Reset |
" Force HDT On Palling Delay : Feset All Caunters I

IEI 3: s

Dizaszembly 1 |EF'U Registers 1 |

i+ Paling DERdy

Address FOOO : 000000000000E0S1 | Addr Type jIndex |~} Breakpointz
Segment [C5%el |~ | Offset [1P -/ + | opooooooooooooooo = & gn Tl noiE
Mum of Bytes | 00000200 | Phys Type | Luto -
BP Address Opcodes Mnemonic Code Size
¢. FOOO:000000000000EQS1 |83 C2 04 add dx ,04h 16 | = |
FOOO:000000000000E0349 |66 ED in eax, dx 16 | =
FOOO:000000000000EQSE |SA C8 o cl, al 16 | =
FOOO:000000000000EQS8 |(OC 10 or al,10h 16 | =
FOOO:000000000000EOQSA |66 EF out dx ,eax 16 | =
Mode: 0. Care: 0

|NDC|EE|LJ |Eu:ure[lj




File Edit View Features HDT  ‘Windows Help

: i BN W E HoT HoTo HoT  WoT |SET | SET | DEEL ETTE BT s fsH REsE I T REFRD : E - LoD REC
: HOT RESET INIT SMI  RSM BIST il tAcHE TIE CTAP @ E m Ky -z & Jﬁ_, H [ifj! . &

Feature Explarer R || Status Info . . | . | . s . . x
s 4 AFIC ~ Node | CPUName | DBReq | Core | DBRdy | SMM | OperatingMode | BSP/AP | #DB Status | L2Size |  Rehesh

+-- 4 BTHE Debuggers 0 | SH_BOjZ-claw-754 1 1] 1 n Legacy 16-bit Mode B3P Bl 1024 | |V Auto Befresh

+ # Data Cache Amraps .

—|-- 4 Debug Utilities

In this example, we’re going to increment a “software” counter

+
* to keep track of how many times there are accesses to port 80h..
ET Ewg
% ICa
¥4 Downlo
+- % HyperT
+ -4 /0 Por
- @ Instch
1.4 JTAG I
+-4# L2 Cac
+-# Memondl Then
44 PClCorf| Mode | Core Action | R%r Item Data Mask | | |
+‘ ProcesdlB ] ._EI |- [Da Mathing | / : | | [Rem || Add
Enter HDT For All ~
Exit HOT Far all =
Exit Resume For all T -
Exit RIP For All W
(a0 ko Skate
Increment D:nunterk
(] ‘ Cancel ‘
~
&) |FOOO:000000000000EDS1 |83 C2 04 add dx,04h 16 [=] =
FOOO:000000000000E0349 |66 ED in eax, dx 16 ;_vi
FOOO:000000000000EQSE |SA C8 o cl, al 16 [=
FOOO:000000000000EQS8 |(OC 10 or al,10h 16 :-:
FOOO:000000000000EOQSA |66 EF out dx ,eax 16 [~ 3z

Mode: 0, Core: 0

| @ |N|:|de EIL} iEureDj Refrezh ‘ I




File Edit View Features HDT  ‘Windows Help

= HOT HDT HOT HOT |[SET |SET) | DED [LUSH FLUSH RESEF @ E m
= EGN Gf Gl K33 RESET IMIT  SMI RsM LGRS | BRSE) | BIST B Dd cRcdE LR PTAR SHAT (A

. - O O .

Feature Explorer ] [Status ok - - | | B | 2 x
+- i APIC 1 MNode ‘ CPU Mame | DBReq | Eurel | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refrezh

+ -4 BTHBE Debuggers 0 | SH_BOjZ-claw-754 1 0 1 0 |Legacy 16-bit Mode BSP BO 1024 | ¥ Auto Refresh

+- % Data Cache Amays .

-4 Debug Utilitiez

& Bre
& Cag
* Caflf

ET Ewg ‘ Node | Core | Item
4 ICa o[- ot - JTrue
Dol

Clause Definition

User can “Add” (a new row will be added) multiple
conditions and “Remove” any incorrect conditions

HyperT
[0 Por
Imstruct
JTAG I
L2 Cac
tMemand| Then

PCl Col Mode | Core | Action | Reqg,/Addr Item Data Mask |

Procesd)| 0 lo |- lincrement Counter |« |1 =] =] [ | Rem | add

|
LA B E R E EE N

(] ‘ Cancel ‘

o) |FOOO:000000000000EQS1 |83 C2 04 add dx,04h 16 [+ ] =
FOOO:000000000000EDS4 |66 ED in eax, dx 16 [=]
FOOO:000000000000EDS6 |84 CA MoV cl,al 16 [+
FODO:000000000000EDSE |0C 10 or al,10h 16 [=
FOOO:000000000000EDSL |66 EF out dx, eax 16 [» 2

Mode: 0, Core: 0

< | 3 |N|:ude EIL} iEureDj Refrezh ‘ Wi Chigs I




File

Edit

Yiew  Features HDT  Mindows  Help

: i BN W E HoT HoTo HoT  WoT |SET | SET | DEEL ETTE BT s fsH REsE I T REFRD : E - LoD REC
: HOT RESET INIT SMI  RSM BIST il tAcHE TIE CTAP @ E m Ky -z & Jﬁ_, H [ifj! . &

Feature Explarer R || Status Info . . . . . . B
+- 4 APIC MNode ‘ CPU Name | DEReq | Core | DERdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refresh

+- 4 BTHE Debuggers 0 | SH_BOf2-claw-754 1 0 1 0 | Legacy 16-hit Mode ESP EO 1024 | |V Auto Befresh
+- % Data Cache Amays .

—-- 4 Debug Utilities

|
LA B E R E EE N

For this example, all accesses to port 80h will be written to a user-specified file
with information that users can select from (on next page).

ET
A e
Dol
HyperT
|40 F'u:url
Imstruct
JTAG I
L2 Cac
tMemand| Then
PCl Col Mode | Core | Action | REgIM | Item Data Mask
Procesgl0 |- |0 [~ | Increment Counter [+ |1 =] ["Rem | &dd
0 -0 |- |[DoNathing = _ [Rem || Add
Sko LS
M
‘Wrike ko SRE -
‘Wrike ko MR
‘rite ko IO (Byte) st
(] ‘ Cancel ‘
L
& |FO00:000000000000E081 |83 Cz 04 add dx, 04k 16 [~ | £
FOOO:000000000000E0349 |66 ED in eax, dx 16 ;_vi
FOOO:000000000000EQSE |SA C8 o cl, al 16 [=
FOOO:000000000000EQS8 |(OC 10 or al,10h 16 !v:
FOOO:000000000000EOQSA |66 EF out dx ,eax 16 [~ 3z

Mode: 0, Core: 0

|NDC|EE|L1 iEureDj

Refrezh ‘ I




onfidential) AE

File Edit View Features HDT  ‘Windows Help

: i BN W E HoT HoTo HoT  WoT |SET | SET | DEEL ETTE BT s fsH REsE I T TT E Lonn REC
: HOT RESET IMIT SMI  RSM BIST Wil GAcHE CTLET CTRE @ E m Ll & Jﬁ_, H an . -

[ GFR v GPR {Compact) [ rIPORly O [~ Msr | 24 | ¥ Auto Refresh
[~ Memary Dump 1§ Columns per line | Nl

Address | 0000000000000000 | Addr Type |Linear =]
Segment _ Dffset | +* _ __
Num of Bytes | 00000200 Phys Type | iuto ~ | Display Size |32 bits =

| Disassembly

Code Size: [Auto |+ | Mask | | |

& Daow Address | 000000000000NgO0| Addr TypeiLinear [=]]

o # Hypd | Segment| | Offset _+ |
* IVOR | Mum of Bytes _ DIIIIIIIIIIIIZIIIIII_ Phys Trpe_:ﬁ‘u_tg x|

- @ Instnd [ ICache [ DCache [T Lz cache | Refresh on Sav

- JTAR |petrigves Data from open Cache Feature windows only

b % LZCH [T peIpats Starting Bus: | Ending Bus: | 255 \ [ PCI Corfig Space

+- % Me _ ] N .

. & PCI Full Path File Mame: TOWEE, .. bask

-4 Proc |"Rem | Add

[ Rem || Add

User can select what type of information to store with each
access to port 80h. GPR(Compact) is a small subset of
the general-purpose registers. User can also write PCI-Config Space, MSRs, etc.

Eg Faorml



File Edit  View

Features HDT  Windows  Help

Ay n SRR TR T EREEE.
. c

o D T B .

1L ez
m_ kL T

Save As

R I = s

Refresh I

V¥ Auto Refresh

@ rsrdump. MSR.

MuywPropertyChrl, positions
wek3spl 1218 usa_x86fre_spod.iso

Ek

| Rem

sk

H-® ™ GPR ¥ GPR (Co
+- 4 Datz ™ memary Dump S ave in l'ﬁ brash
=4 Deb '
F Add =
i -4 B oL 2 IC)Debug
. Segment Il f Syhdte
] Mum of Bytes | 000003 3.1_.,. Fecent [SLinuxCpuFreqD
ET B [ Disassembly ocuments | ListChriDemo
L] . @ ICires
i % Dow Address B _CodingTest[1].dac
+ -4 Hups Segment Desktop Ej~$ntis_wnrd.dcuc
-4 1/0F Mum of Bytes | 000003 v, £ armsdbapi.zip
.3:; & it ’j E:I cpudurnp, bt
M I Icache [ DCache E%] cpuregdump. bt
e ® JTAT |petrieves Data from open iZach My Dacuments I:Ia\-'id.l:uat
+- 4 LZCR T pcI Data Startig 2] david.txt
-4 Me el =
+ & PO Full Path File Name: [ \g;l 3 gpreompact
e My Computer P ListCtrlDemo. zip
-4 Proc & Mantis_waord.dac
My Metwark, File name: IpDItBDaccess.tHﬂ
Flaces
Save az upe: !

Save I
Cancel I
o |

[k Cancel I|

L

A 6 ]
6 ED in eax, dx 16 |~ |
FOOO:D0O00000000000EOS6 |SA C8 o cl, al 18 [v
FOOO:000000000000EQS8 |(OC 10 or al,10h 16 I:'
FOOO:000000000000EOQSA |66 EF out dx ,eax 16 E

Mode: 0, Core: 0

%




File

+ | B T ot v oo o v it ipe | L i o o b |
LA B E R E EE N

Edit

H HOT HDT HOT HOT |[SET |SET) | DED [LUSH FLUSH RESEF T
AOd GEl K53 REser MIT  sMI RSM (LGRS | BP9 | BIST B3 Gl oRcE CTLES CTRP SHAI A

ET H
* |
Croma
Hyps
[/0 R
Instnll
JTAL
L2t
ke
PCI

Proc

Yiew

Features HDT  Windows  Help

R [ &

. - e G .

NELL

. Refresh :

I GPR W GPR (Compact) | rIPoOrly O T M5k | 24 |V Auto Refresh
[ Memory Dump Columns per line | 8]
Address | 0000000000000000 | Addr TypejLinear =1
Segment [ Offset | =+ _
Num of Bytes | 00000200 Phys Type | iuto ~ | Display Size |32 bits =
| Disassembly Code Size: |,|:|.|_|t.:. Mask |
Address| 0000000000000000 | Addr Type{Linear - || :
Segment1 ' Offset ] +
Num of Bytes | 00000200 | Phys Type | Luto [+]
[ ICache [ DCache [T Lz cache | Refresh on Save
Retrieves Data from open Cache Feature windows only
[ PCIData Starting Bus: | Ending Bus: | 255 PCI Config Space
Full Fath File Mame: ]D:\trash\pnrtﬂﬂacce&s.txt bask
| Rem || add
[ Rem || Add
Dﬁ\ | Cancel A 16 |~
o : BE BD in eaN, dx 16 [»
FOOO:000000000000EQSE |SA C8 o cl,al 16 | =
FOOO:000000000000EQS8 |(OC 10 or al,10h 16 | =
FOOO:000000000000EOQSA |66 EF out dx ,eax 16 [~

Mode: 0, Core: 0

|N|:udeEILi iEureDj

Refrezh ‘ Wi Chigs




File Edit View Features HDT  ‘Windows Help

= HOT HDT HOT HOT |[SET |SET) | DED [LUSH FLUSH RESEF T @ E m :
= EGN Gf Gl K33 RESET IMIT  SMI RsM LGRS | BRSE) | BIST B Dd cRcdE LR PTAR SHAT (A

. - e G .

Feature Explorer ] [Status ok - - | | B | 2 x
+- i APIC MNode ‘ CPU Mame | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refrezh
+ -4 BTHBE Debuggers 0 | SH_BOjZ-claw-754 1 0 1 0 | Legacy 16-hit Mode BSP BO 1024 | ¥ Auto Refresh
+- % Data Cache Amays .
-4 Debug Utilitiez
& Bre T
* Caflf
ET Ewsg ‘ Node | Core | Item | Reg/Addr | Oper | Match Item | Match Reg/Addr | Mask | | |
#* ICa B {-flo" - | TRUE [ =] =]
¥4 Downlo
+- % HyperT
+ - /0 F'u:url
¥ 4# Instruch
1.4 JTAG I
+-4# L2 Cac
+-# Memondl Then
44 PClCorf| Mode | Core | Action | Reqg,/Addr Item Data Mask |
+ & Procesg|l0 [ '_EI | - || Tncrement Counter - _1 :: B : ] e [
a vEI = |[Mrite to File -] IZ_):'I,I:_rei_s_l'i'l_,|:icur'l':i_3'lilécu::e_ss'._I_:>_<t Rem .ﬁ.ﬁd j
] |0 |- | DoNathing [=] [ Rem || aud
(] ‘ Cancel ‘
L
L) |FOOO:000000000000EDS1 |83 C2 04 add dx, 04k 16 [=] e
FOOO:000000000000E0349 |66 ED in eax, dx 16 |- |
FOOO:000000000000EQSE |SA C8 o cl, al 16 [=
FOOO:000000000000EQS8 |(OC 10 or al,10h 16 :-:
FOOO:000000000000EOQSA |66 EF out dx ,eax 16 [~ "

Mode: 0, Core: 0

< | 3 |N|:ude EIL} iEureDj Refrezh ‘ Wi Chigs I




File Edit View Features HDT  ‘Windows Help

AEEEsY N s BRI T EER ARG . WA EE
= KGR GIO8 GEER N3 RESET IMIT  SMI R3M | LBRS | GRS | [BIST Ei63d WGIH (RCHE CTLES CTak 13N TERN HLL B S an -

Feature E'xi:'IDr'e'r R | |Status Info . . . . . | | o X
+- 4 APIC 1 Mode ‘ CPU Name | DBReq | Eurel | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Fefrezh

+ .4 BTHE Debuggers 0 | SH_BOJ2-claw-754 1 0 1 0 |Legacy l6-bit Mode |  BSP BO 1024 | ¥ Auto Refesh

+- % Data Cache Amays .

—-- 4 Debug Utilities

Clause Definition

Finally, for this example, after collecting the necessary information for this N\
. ONE instance, user would need to “Exit” HDT to allow the system to run. i
*
»
+
-
*
& Memor
& PClCod| Mode | Core | Action | Reg,.l’nd/| Item Data Mask
-4 Proces [~ 1o |- |increment Counter [+ |1 =] =] [ | Rem || Add
0 [=]o [+]wrtetorle  [=]] | =l ' [Rem | Add
0 0 [Da Nathing = I Rem || Add
Do Mothing
Enker HOT For Al =
Exit Resume For Al
Exit RIP For All
50 ko Skate st
ok | T Tancel
&) |[FODO:000000000000EDS1 |83 C2 04 add dx , 04h 16 |- | E
FOOO:000000000000E0S4 |66 ED in eax, dx 16 [=]
FOOO:000000000000EQSE |84 C8 o ol,al 16 =
FOOO:000000000000EDSE [0C 10 or al,10h 16 [+
FOOO:000000000000EQOSAE |66 EF out dx , eax 16 [+ 2

Mode: 0, Core: 0

| @ |N|:|de EIL} iEureDj Refrezh ‘ I




File

A B
0N B HOT [ IF B RES

Edit

Yiew  Features

HOT  HOT
RESET INIT

HOT
Ml

Feature Explorer a

+

F

+-

PPN

+
+

+
*

APIC

BTHE Debuagers

Data Cache Armrays

Debug Utilities

# Breakpointz

# Cache Diagnostic Loader
# Cache Line Translator
ET EwentAnalyzer

# |Cache Dizazzembly
Diovnload Tools
HyperTranzport™ Technology
[0 Ports

Ingtruction Cache Amrays
JTAG Inztructions

L2 Cache Anays

temony Debuggers

PCl Configuration

Proceszor Registers

HDT

HOT
E5M

AMD Hardware Debug Tool (AMD Confidential)

indows

SET | SET | DSEL
LER=1 | BP0 | (BIST

Status Info

Help

o
STEPRRTFER

FLUSH FLUSH RESE

COHS LOAD
(REHE LB TAP - sl

T 5
SRTRENSET

User can review conditions that were selected.

Breakpaints 1 EventAnalyzer 2 ’
State 1 |
If TRLE ; | |
Increment Counter 1 ARND Srite ko File D:trashiportS0access, kxt (Mode = 0, Care = 03 AND Exit HDT For &ll
Empky
r‘\‘}
Current State : |1 -

Counter 1 | Counter 2 | Counter 3 | Counter 4 |
0000000000000000 0000000000000000 0000000000000000 0000000000000000
[ Reset Reset Reset | Reset |
" Force HDT On Palling Delay : Feset All Caunters |

IEI 3: s

Dizaszembly 1 |EF'U Registers 1 |

Enable

i+ Paling DERdy

Address FOOO : 000000000000E0S1 | Addr Type jIndex |~} Breakpointz
Segment [C5%el |~ | Offset [1P -/ + | opooooooooooooooo = & gn Tl noiE
Mum of Bytes | 00000200 | Phys Type | Luto -
BP Address Opcodes Mnemonic Code Size
¢. FOOO:000000000000EQS1 |83 C2 04 add dx ,04h 16 |-
FOOO:000000000000E0349 |66 ED in eax, dx 16 | =
FOOO:000000000000EQSE |SA C8 o cl, al 16 | =
FOOO:000000000000EQS8 |(OC 10 or al,10h 16 | =
FOOO:000000000000EOQSA |66 EF out dx ,eax 16 | =
Mode: 0. Care: 0

|Nudeﬂﬂ |Eu:ure[lj

Refrezh |




AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help
] H H " SINGRESTER T a0 COHS  LOAD REC
_ g oAl ]| (R e B
Feature Explu:urér o | |Status Info 1 x
+ -4 APIC Mode ‘ CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Fefrezh
+ -4 BTHBE Debuggers | 0 |5H_BOjZ-claw-754 1 0 1 0 |Legacy 16-bit Mode BSP BO 1024 | ¥ Auto Refresh
+- % Data Cache Amays
-4 Debug Utilitiez
# Breakpointz
# Cache Diagnostic Loader Breakpoints 1 EventAnalyzer 2 | =
# Cache Line Tranzlator
[ ® [Jmrue - - -
Bl EventAnabzer o C Pressing “Enable” will Exit HDT.
# |Cache Dizassembly | Then Increment Caunker 1
+- % Download Tools | Ernply
+- % HyperTranspor™ Technology
+ -4 /0 Ports
- 4@ Instruction Cache Arays Current State - 1 :Iv
¥4 JTAG Inztructions
5.4 L2 Cache Auraps Counter 1 | Counter 2 | Coupfer 3 | Counter 4 |
TR - - 0000000000000000 0000000000000000 00000p0000000000 DO000000000000000
i . . Reset | Reset Reset J Reset |
+|-- 4 PCl Configuration l
+- 4 Processor Registers " Force HD'T On Palling Delay : Fesat Al Counters I
& PolingDBRdy 1" = ms E{S\Iﬂh'e
Dizaszembly 1 | CPU Registers 1 | *
Address FOOO : 000000000000EDS1 | Addr Type jIndex |~} Breakpoints
Segment_CS Sel = Offset |rIF - + | D000000000000000 WV Auto Track CSP
Mum of Bytes | 00000200 Phys Type | Auto -
BP Address Opcodes Mnemonic Code Size *~
¢' FOOO:000000000000EQS1 |83 C2 04 add dx ,04h 16 | = |
FOOO:000000000000E0349 |66 ED in eax, dx 16 | =
FOOO:000000000000EQSE |SA C8 o cl, al 16 | =
FOOO:000000000000EQS8 |(OC 10 or al,10h 16 | =
FOOO:000000000000EOQSA |66 EF out dx ,eax 16 |- "
Mode: 0. Care: 0
< | % |N|:ude EILJ |Eu:ure Elj Refrezh | ‘




File Edit View Features HDT  ‘Windows Help

_ g oAl ]| R ey o B RO R

Feature E'xblcur'er 1 | [ Skatus Info . 1 x

+- i APIC MNode ‘ CPU Mame | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size Refrezh

+ -4 BTHBE Debuggers 0 | SH_BOjZ-claw-754 0 0 1 0 |Legacy 16-bit Mode BSP BO 1024 | Auto Refresh

+- % Data Cache Amays .

-4 Debug Utilitiez
# Breakpointz
# Cache Diagnostic Loader Breakpaints 1 Event Analyzer 2 x
# Cache Line Translator Skate 1
ET Ewentinalyzer [ IF TRUE | T |
# |Cache Dizaszernbly | Then Increment Counter 1 AMD 'Write o File Du\brashiportB0access, bxt (Mode = 0, Care = 03 AND Exit HDT Far Al

+- % Download Tools Ernply

+- % HyperTranspor™ Technology

+ -4 /0 Ports

+- 4 Instruction Cache Arrays G atae: | | :Iv Event Analyzer Timer

¥4 JTAG Inztructions

5.4 L2 Cache Auraps Counter 1 | | _ Counter 4 |

+- 4 Memary Debuggers 1 000000000000000C oooody Epestiane i sneonds 0ooooo0oooooo

. . Reset | Reset ]

+-- 4 PCl Configuration

+|-# Processor Registers " Force HOT Ok Falling Dela 2 Fieset All Counters I

& PolingDBRdy 120 =fms Disahe |

Dizazzembly 1 | CPU Registers 1 | 4
Address FOO0 :000000000000622 4 | Addr Type Breakpoints

Segment |5 Sel - Offset |(IP - _' 4 aoooooooooooooon W Auto Track OS5l
Mum of Bytes | 00000200 Phys Type | Auto -

BP Address Opcodes Mnemonic Code Size ”~
¢' FOOO:00O000000000EGRLS |BC 1B E6 mow 3p,.,e6lbh 16 | = |
FOOO:0D0000000000ERL1S |E9 OO0 OD2 Jmp loc e8lbh 16 |-
FOOO:000000000000EG1E |10 Ef OF shh ax ,0kbesdh 16 |-
FOOO:D000000000000EG1E |Fe 74 41 i hyte [=i+41h] 16 |-
FOOO:000000000000E621 |SE DE mos hx,s1 18 |- "
MWode: 0, Core: 0
| % |N|:ude EIL] {Eureﬂj Refrezh ‘ ] ‘
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Help

File  Edit HOT  Windows

IRy T DT R, G O R .
Feature Explorer R || Status Info _ - i i . _ i B - ax
[+ 4 APIC || Mode | CPU Name | DBReq | Core | DBRdy | SMM | Operating Mode | BSP /AP | #DB Status | L2 Size | Fefresh ]

Yiew  Features

[+ 4 BTHE Debuaf A
v 4 Data Cache *'“ageﬁ‘

= # Debug Utiitie:
# Breakpoi

| - [o[%)
¢ Back -

e = -
_/ Search ~ Folders | =

2 port80access.txt - Notepad

File Edit Format ‘“iew

Help ¢FSend

ceneral Register
rIF
QO0000000000EQET
QO0000000000EQSD
[ 000000000000ELEF
H000000000000E26C
QOO000000000EZ2TE
QOO000000000EZS2
QOO000000000E2AG
HJO000O0000000EZAD
QO0000000000ERSD
M 000000000000EEATL
QO0000000000ES3C
QO0000000000ERLS
Q000000000005224
QO0000000000EFDD
Qoo0QO0o0000ETD2
QOO000000000ESDL
QOO00000000082C0

AMD Hardware Debu,.

(Compact)

I A
Oo000000000000A0
Oo000000000000A0
0oQ00000FEEQOLAZ
0ooOO000FEEQODSAL,
QOO0 0000FAB
OOo00000000000Ad
OOoOo000000000445
OOo0o00o00000elA0
Qo000 000000081CF
OO000000000081CF
QOo0a0000800036Z0
QOo0a00008000FFCL
Qo0ao000000000C1
Qo0a00000000000C
0oQoQOooQ000ChZ3
Qo000 00050C5
Oooo00oolalaladl

B

Q000000000000000
Q000000000000000
Qooooooooooons24
QO0oOo0onooons24
QO00000000000824
QO00000000000000
QO00000000000824
QO00000000000824
QO00000000000824
QO00000000000824
Q00000000000ES 2B
QO0000000000ES 2B
Q000000000000000
Q0000000000F0000
Qo0oooDo0ooFo0onD
QO00000000189E25
QO0000000018EELA

[

0000000000000000
Q000000000000000
Qooooooo000000lE
Qo0oooDooonooole
QO00000000000000
Q0000000000001 7E
QO000000C001004 8
QO000000C001a000
Q0000000C0010000
Q0000000C0010000
QO000000C001364 3
Q0000000C0010000
Q000000000000000
0000000000000000
Qoooooooooooooon
Q0000000 008F931S
QO000000C001000]

D

Q000000000000F40
Q000000000000F40
0oo0oooooooooooon
elageleielalelolololululvielole]
Q000000007 8EFEFF
Q000000000000 000
Q0000000000000 00
Q000000000000 02E
QO0000000000ES22
Q00000000000ES22
0000000000000CFF
00000000000000%0
0000000000000080
Q000000000004 000
Qooooooo0o00d 0o
Q000000000023 000
00000000l elelela

l“‘imﬂﬂﬁh

rsp

0000000000000000
0OO0000000000000
000ooo0o0o0oooon
olugeleiulalelateloloinlvlelole]
QO0o0o000000EZ 74
Q000000000 00EZS0D
Q000000000 00EZ A2
QO0O00000000EZ A
Q00000000000EEDS
Q00000000000EEDS
Q0000000000007 0B
QOO000000000ESFE
0O0000000000ERGD
0O00000000000EDD
0o0ooo0o00o0oEDD
Q0000000000000 FE
Q0000000000 00EFE

Text file output of accesses to port 80h.

=1

00000000000000C
00000000 000000C
000ooooo0o0o0oC
elulellelelelalelolelololole
Q0000000000000
Q00000000000 00C
Q0000000000000
Q00000000000 00C
00000000000000C
00000000000000C
00000000000000C
00000000000000C
00000000 000000C
00000000002 000C
0ooooooo0o2a00r
Q00o0000002000¢
000000000020100




AMD Hardware Debug Tool (AMD Confidential)

File Edit View Features HDT  ‘Windows Help

Tod E0 [E0 [E0 Hor HDT o HOT  HOT |[SET | BET | DSEE ETTE B fLUSH FLUSH RESEH TID AT 15 '-DED REC
= HOT RESET [MWIT SMI RsM |LBR=1 | BRSO | BIST Eifdd 03 oAeHE CTLES CTAP @ E m KNy + Z & H an . -

Feature E'xblcur'er 1 | [ Skatus Info . 1 x
+- 4 APIC MNode ‘ CPU Mame | DBReq | Core | DBRdy | SMM | Operating Mode | BSP/AP | #DB Status | L2 Size | Refrezh
+--4 BTHE Debuggers | @ SH_BOJZ-claw-754 il il 1 0 Leqacy 16-bit Made B3P BO 1024 W Auto Befresh
+- % Data Cache Amays
-4 Debug Utilitiez
# Breakpointz
# Cache Diagnostic Loader Breakpoints1 | EvertAnalyzer 2 | =
# Cache Line Translatar [~ Hardware Breakpoints ~
ET EwventAnalyzer : Global - Breakpoink
_ 4 Linear Address ‘ Enabled | Transaction Type Length Reset BP
# |Cache Dizaszernbly —_ — a
P DRO| 0000000000000CFE |« W G0 | JORead write |v | Byte [+ || Clear BFO
+ HDWH_FE‘ DDTMT bl DR1| 00000000000 o=l &1 Instruction Fetc |» | Byte |= | ClearBP1 |
o % tperisnsport™ Tecneboss | | bRz | 000o00000000000g = [ G2 | Instruction Fetc [+ Byte |+ | Clear 2
e DR3 | 0o0o000000000000N || G3 Instruction Fetc |» | EByte |+ | Clear BP3
- 4@ Instruction Cache Arays B NE : : y
: : [ Gl v Fedirect =
+- 4 JTAG Instuctions ed << ‘ Break On Sk ‘ Conditional BP << | R yyiive &l upon Resst =
2 Le Lachefiays Software Breakpuihts:
+-- % Memon Debuggers
%4 PO Configuration Add ‘ Linear Addrégs ‘ Enabled | Action ‘
¥ 4 Proceszor Registers
Remove All | a3
|N|:u:|e DL{ ]Eu:ure Dlj Refreszh | W't Chgs ‘ Wt Al I
Dizassembly 1 | CPU Registers 1 | ot
Address FOO0 :000000000000E0NG | Addr Type Breakpoints
Segment | C5 Sel - Offset |rIP - + 0000000000000000 WV Auto Track CS:IP
| Numefo—s—— '

Another practical example would be to

trigger on all accesses to the Config Address Register and
dump register contents into a file to see when and what is being writV

— /
FOO0 : 00000000000 o : [IOR 16 |~
T S 1]

W

Mode: 0, Core: 0

< | > |N|:ude EIL] {Eureﬂj Refrezh ‘ | ‘




File Edit View Features HDT  ‘Windows Help

_ g oAl ]| R ey o B RO R

Feature E'xblcur'er 1 | [ Skatus Info _ 1 x

+- i APIC MNode ‘ CPU Mame | DBReq | Core | DBRdy | SMM | Operating Mode ‘ BSP/AP | #DB Status | L2 Size | Refrezh

+--4 BTHE Debuggers 0 SH_BOJZ-claw-754 il il il nfa n/a nfa nfa n/a W Auto Refresh

+- % Data Cache Amays .

-4 Debug Utilitiez
# Breakpointz
# Cache Diagnostic Loader Breakpaints 1 Event Analyzer 2 x
# Cache Line Translator Skate 1
ET Ewentinalyzer [ IF TRUE | T |
# |Cache Dizaszernbly | Then Increment Counter 1 AMD 'Write o File Do\trashiConfighddressPorkaccess bxt (Mode = 0, Core = 0) AND Exit HDT

+- % Download Tools For All Empty

+- % HyperTranspor™ Technology

+ -4 /0 Ports

+- 4 Instruction Cache Arrays G atae: | | :Iv Event Analyzer Timer

¥4 JTAG Inztructions

5.4 L2 Cache Auraps Counter 1 | | _ Counter 4 |

+- 4 Memary Debuggers 1 000000000000000C oooody Epestiane H sneonds 0ooooo0oooooo

. . Reset | Reset ]

+-- 4 PCl Configuration

+|-# Processor Registers " Force HOT Ok Falling Dela 2 Fieset All Counters I

& PolingDBRdy 120 =fms Disable |

Dizazzembly 1 | CPU Registers 1 | 4
Address FOO0 :00000000000009E 4 | Addr Type Breakpoints

Segment |5 Sel - Offset |(IP - _' 4 aoooooooooooooon W Auto Track OS5l
Mum of Bytes | 00000200 Phys Type | Auto -

BP Address Opcodes Mnemonic Code Size *~
¢. FOOO: 0000000000000 S9E4 |33 C2 04 add dx ,04h 16 | = |
FOOO:00O00000000000SEY |66 8B C3 Mo eax,ehx 16 [+ |
FOOO:000000000000DSEL |66 EF out dx , eax 16 |-
FOOO:DO00000000000D9EC |66 ES 01 OO OO0 OO o eax, 000000010 16 |-
FOOO:00000000000009Cs |OF AZ cpuid 18 |- 3z
Mode: 0, Core: 0

< | > |N|:ude EIL] {Eureﬂj Refrezh ‘ | ‘
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File Edit View Features HDT  ‘Windows Help

: ] i o o SET | O SN STER ERUOERG CEFR ' 5 LOAD REC

N G i R o o M R -
Festure Exlorer B [Staus o - R B ax
[+ 4 APIC | Mode ‘ CPU Mame | DBReq | Core | DBRdy | SMM | Operating Mode ‘ BSP/AP | #DB Status | L2 Size | Refrezh

[+ -4 BTHE Debuggers | 0 |5H_BOjZ-claw-754 0 0 0o nfa nfa nfa n/a nfa W uto Refresh

-4 Data Cache Arraps [
[=-- 4 Debug Utilitiez

# Breakpointz

File Edit Format ‘“iew

I ConfighddressPortAccess.txt - Notepad

Help ¢FSend

meneral Register
rIF
QO0000000000EQDS
QO0000000000EQDT
[ 000000000000EQAR
H000000000000EDEA,
QOO000000000ELY A
QOO000000000ELAZ
QOO000000000ELES
Y O000O0000000ELCE
Yoo0000000000DST3
M 000000000000D9EE
Q000000000000 90E
QO0000000000D9E4

(Compact)

I A
Oo000000800000C0
Oo000000800000Z0
0oQOO000s00008 74
0oooQaoos000d QCo
OOoOoO0ooB000C2590
OOo000008000C30d
OOoO00o08000C308
OOo000008000C094
OO0000008000Z0aC
OO0000008000C0aC
Qo0000008000C06a8
Qo0a00008000C068

B

Q000000000000000
Q000000000000000
Qo0oooDoooooooon
elayelelelalelolvlnlolelulelole]
QO00000000000824
QO00000000000824
QO0eQO0o00000E24
Q000000000 00824
QO00000000000824
Q00000000000001C
Q00000000000001LC
QO0000000F00S000

[

000000000000000D
000000000000000D
0o0ooo0o0000o0arn
elayelelelalvlnlolulolelvlelolnl
Q000000000000 000
Qo000000Co011022
QO000000Co011022
QO000000Co011022
Q00000000000001E
Q00000000000001E
Q00000000000001E
Q00000000000001E

E'. ZaonfigAdd

I [

Q00000000000 0CFS
Q00000000000 0CFE
Qo0ooo0o00000CFs
Q00ooo0oO0000CFS
Q000000007 SBOCFS
Q00000000000 0CFS
Q00000000000 0CFS
Q00000000000 0CFS
Q000000000000CFS
Q000000000000CFS
0000000000000CFE
0000000000000CFE

rsp

0000000000000000
0OO0000000000000
000ooo0o0o0oooon
olugeleiulalelateloloinlvlelole]
Q000000000 000000
Q000000000000000
Q000000000000000
Q000000000 000000
Q0000000EZ 720000
Q0000000E2 720000
QOO00000EZT 20000
0OO00000EZT 20000

=1

00000000000000C
00000000 000000C
000ooooo0o0o0oC
elulellelelelalelolelololole
Q0000000000000
Q00000000000 00C
Q0000000000000
Q00000000000 00C
00000000000000C
00000000000000C
00000000000000C
00000000000000c
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Il questions to:
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David Thanairongroj
AMD Global Services

Debug Tools

david.thanairongroj@amd.com
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