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Product Declassification and Security
2000 X-Series, 3000 X-Series, and 
4000 X-Series, Model Number(s): 
DSOX2XXXA, MSOX2XXXA, 
DSOX3XXXA, MSOX3XXXA, 
DSOX4XXXA, MSOX4XXXA



Product Name:  X-Series Oscilloscope 
Product Family Name:  InfiniiVision 2000 X-Series and 3000 X-Series Oscilloscope
Alternate Product Numbers: n/a

This document describes instrument security features and the steps to declassify an instrument through memory sanitization or removal using the security 
oscilloscope features

Model number Bandwidth Sample rate Memory Analog Channels Digital Channels

DSOX2002A 70 MHz 2 GSa/s 100 Kpts 2 –

MSOX2002A 70 MHz 2 GSa/s 100 Kpts 2 8

DSOX2004A 70 MHz 2 GSa/s 100 Kpts 4 –

MSOX2004A 70 MHz 2 GSa/s 100 Kpts 4 8

DSOX2012A 100 MHz 2 GSa/s 100 Kpts 2 –

MSOX2012A 100 MHz 2 GSa/s 100 Kpts 2 8

DSOX2014A 100 MHz 2 GSa/s 100 Kpts 4 –

MSOX2014A 100 MHz 2 GSa/s 100 Kpts 4 8

DSOX2022A 200 MHz 2 GSa/s 100 Kpts 2 –

MSOX2022A 200 MHz 2 GSa/s 100 Kpts 2 8

DSOX2024A 200 MHz 2 GSa/s 100 Kpts 4 –

MSOX2024A 200 MHz 2 GSa/s 100 Kpts 4 8

DSOX3012A 100 MHz 2 GSa/s 2 Mpts 2 –

MSOX3012A 100 MHz 2 GSa/s 2 Mpts 2 16

DSOX3014A 100 MHz 2 GSa/s 2 Mpts 4 –

MSOX3014A 100 MHz 2 GSa/s 2 Mpts 4 16

DSOX3024A 200 MHz 2 GSa/s 2 Mpts 4 –

MSOX3024A 200 MHz 2 GSa/s 2 Mpts 4 16

DSOX3032A 350 MHz 2 GSa/s 2 Mpts 2 –

MSOX3032A 350 MHz 2 GSa/s 2 Mpts 2 16

DSOX3034A 350 MHz 2 GSa/s 2 Mpts 4 –

MSOX3034A 350 MHz 2 GSa/s 2 Mpts 4 16

DSOX3052A 500 MHz 2 GSa/s 2 Mpts 2 –

MSOX3052A 500 MHz 2 GSa/s 2 Mpts 2 16

DSOX3054A 500 MHZ 2 GSa/s 2 Mpts 4 –

MSOX3054A 500 MHz 2 GSa/s 2 Mpts 4 16

DSOX4022A 200 MHz 5 GSa/s 4 Mpts 2 –

Product Declassification and Security
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Product Declassification and Security

Model number Bandwidth Sample rate Memory Analog Channels Digital Channels

MSOX4022A 200 MHz 5 GSa/s 4 Mpts 2 16

DSOX4024A 200 MHz 5 GSa/s 4 Mpts 4 –

MSOX4024A 200 MHz 5 GSa/s 4 Mpts 4 16

DSOX4032A 350 MHz 5 GSa/s 4 Mpts 2 –

MSOX4032A 350 MHz 5 GSa/s 4 Mpts 2 16

DSOX4034A 350 MHz 5 GSa/s 4 Mpts 4 –

MSOX4034A 350 MHz 5 GSa/s 4 Mpts 4 16

DSOX4052A 500 MHz 5 GSa/s 4 Mpts 2 –

MSOX4052A 500 MHz 5 GSa/s 4 Mpts 2 16

DSOX4054A 500 MHz 5 GSa/s 4 Mpts 4 –

MSOX4054A 500 MHz 5 GSa/s 4 Mpts 4 16

DSOX4104A 1 GHz 5 GSa/s 4 Mpts 4 –

MSOX4104A 1 GHz 5 GSa/s 4 Mpts 4 16

DSOX4154A 1.5 GHz 5 GSa/s 4 Mpts 4 –

MSOX4154A 1.5 GHz 5 GSa/s 4 Mpts 4 16

This document describes instrument security features and the steps to declassify an instrument through memory sanitization or removal using the security 
oscilloscope features

Product Name:  X-Series Oscilloscope 
Product Family Name:  InfiniiVision 4000 X-Series Oscilloscope
Alternate Product Numbers: n/a
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Product Declassification and Security

Definitions:
Clearing – Clearing is the process of eradicating the data on media before reusing the media so that the data can no longer be 
retrieved using the standard interfaces on the instrument.  Clearing is typically used when the instrument is to remain in an 
environment with an acceptable level of protection.

Sanitization – Sanitization is the process of removing or eradicating stored data so that the data cannot be recovered using any known 
technology. Instrument sanitization is typically required when an instrument is moved from a secure to a non-secure environment such 
as when it is returned to the factory for calibration. (The instrument is declassified) Keysight Technologies, Inc. memory sanitization 
procedures are designed for customers who need to meet the requirements specified by the US Defense Security Service (DSS). These 
requirements are outlined in the “Clearing and Sanitization Matrix” issued by the Cognizant Security Agency (CSA) and referenced in 
National Industrial Security Program Operating Manual  (NISPOM) DoD 5220.22M ISL 01L-1 section 8-301.

Security erase – Security erase is a term that is used to refer to either the clearing or sanitization features of Keysight instruments. 

Instrument declassification – A term that refers to procedures that must be undertaken before an instrument can be removed from 
a secure environment such as is the case when the instrument is returned for calibration. Declassification procedures will include 
memory sanitization and or memory removal. Keysight declassification procedures are designed to meet the requirements specified by 
the DSS NISPOM security document  
(DoD 5220.22M chapter 8)  

Instrument Memory [2000 X-Series, 3000 X-Series 
and 4000 X-Series Oscilloscope]

This section contains information on the types of memory available in your instrument. It explains the size of memory, how it is used, its  
location, volatility, and the sanitization procedure.

Instrument Memory (2000 X-, 3000 X-, and 4000 X-Series)
   

Memory type
and size

Writable during
normal
operation?

Data retained
when powered
off

Purpose/
contents

Data input method Location in
instrument and
remarks

Sanitization
procedure

Acquisition
Memory 4/8 MB

Yes No Scope channel
acquisition memory 
for analog and
digital channels.

Input signal data
(ADC output).

System ASIC(s). Cycle Power

Display Memory
1MB

Yes No Display/screen
memory

Input signal data 
and system
software.

System ASIC(s). Cycle Power

DDR2 Yes No Holds GUI display 
planes and caches 

Input signaI data System ASIC (S) Cycle power

Main Memory
128 MB (2000/3000X)
256 MB (4000X)

Yes No CPU system
firmware and
variables memory

Operating system Main system
board in CPU area

Cycle power

NAND Flash
128 MB (2000/3000X)
256 MB (4000X)

Yes Yes See NAND Flash
Organization Table

See NAND Flash
Organization Table

Main system
board in CPU area

Secure 
Erase

NOR Flash 512K No Yes Boot loader and
MAC address

Firmware
upgrades

Main system
board in CPU area

No user data 
is stored
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NAND Flash Organization Table

Partition size Writable during 
normal operation?

Data retained 
when powered 
off?

Purpose/contents Data input method Sanitization 
procedure

Public FAT File System  
40 MB (2000/3000X)
64 MB (4000X)

Yes Yes User settings, masks, 
labels, and reference 
waveforms

Firmware operations Secure Erase

Internal FAT File System  
40 MB (2000/3000X)
124 MB (4000X)

No Yes System software, calibra-
tion data, license data, and 
FPGA firmware backup

Firmware upgrades, 
license installations,  
and calibration

No user data is 
stored

Windows CE Image  
42 MB (2000/3000X)
64 MB (4000X)

No Yes Windows CE kernel image 
loaded by boot loader

Firmware upgrade No user data is 
stored

Software Database 2.5 MB  No Yes Model and serial numbers 
(not user modifiable), fac-
tory sealed state (not user 
modifiable), and Autoscale 
Disable state (user modifi-
able)

Firmware operation

FPGA Firmware 1.1 MB No Yes FPGA Firmware loaded into 
the FPGA by boot loader

Firmware upgrade No user data is 
stored

Unused  
2.3 MB (2000/3000X)
0.4 MB (4000X)
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Table: NAND Flash

Memory Clearing, Sanitization, and/or Removal Procedures for 2000 X-Series and 
3000 X-Series

Description and purpose Main persistent memory used to store system firmware, calibration data, and user data.

Size 128 MB (2000/3000X), 256 MB (4000X)

Memory clearing User data via Secure Erase

Memory sanitization User data via Secure Erase

Memory removal No

Write protecting No

Memory validation No

Remarks See NAND Flash Organization Table

Description and purpose Secondary persistent memory used to store boot loaders and MAC address.

Size 512 KB

Memory clearing Not necessary

Memory sanitization Not necessary

Memory removal Not necessary

Write protecting The memory is not accessible

Memory validation Not necessary

Remarks N/A

Description and purpose Used to store setups, masks, and reference waveforms when the oscilloscope is powered on.

Size 128 MB (2000/3000X), 256 MB (4000X)

Memory clearing Memory is cleared upon power down

Memory sanitization Not necessary

Memory removal Not necessary

Write protecting The memory is not accessible

Memory validation Not necessary

Remarks N/A
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User and Remote Interface Security Measures

USB Mass Storage Device Security
The user is responsible for providing security for the I/O ports for remote access by controlling physical access to the USB ports.  

Remote Access Interfaces

The user is responsible for providing security for the I/O ports for remote access by controlling physical access to the 
I/O ports.  Instrument should only be connected to a secure network or left unconnected. The I/O ports must be controlled 		
because they provide access to all user settings, user states and the display images.

The I/O ports include USB device, GPIB (2000 X- and 3000 X-Series only) and LAN.

Procedure for Declassifying a Faulty Instrument 

If the instrument is not functioning, proceed with one of the following options:

1.	 Insert USB mass storage device with the latest firmware version loaded in the USB’s root directory and attempt to 			 
recover the instrument to full functionality.  If this works, skip step 2.

2.	 Power the oscilloscope off and send the oscilloscope to your local Keysight service center for repair if option 1 fails.
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myKeysight

www.keysight.com/find/mykeysight
A personalized view into the information most relevant to you.

www.axiestandard.org
AdvancedTCA® Extensions for Instrumentation and Test (AXIe) is an 
open standard that extends the AdvancedTCA for general purpose and 
semiconductor test. Keysight is a founding member of the AXIe consortium. 
ATCA®, AdvancedTCA®, and the ATCA logo are registered US trademarks of 
the PCI Industrial Computer Manufacturers Group. 

www.lxistandard.org

LAN eXtensions for Instruments puts the power of Ethernet and the 
Web inside your test systems. Keysight is a founding member of the LXI 
consortium.

www.pxisa.org

PCI eXtensions for Instrumentation (PXI) modular instrumentation delivers a 
rugged, PC-based high-performance measurement and automation system.

Three-Year Warranty

www.keysight.com/find/ThreeYearWarranty
Keysight’s commitment to superior product quality and lower total cost 
of ownership. The only test and measurement company with three-year 
warranty standard on all instruments, worldwide.

Keysight Assurance Plans
www.keysight.com/find/AssurancePlans
Up to five years of protection and no budgetary surprises to ensure your 
instruments are operating to specification so you can rely on accurate 
measurements.

www.keysight.com/quality
Keysight Technologies, Inc.
DEKRA Certified ISO 9001:2008  
Quality Management System

Keysight Channel Partners
www.keysight.com/find/channelpartners
Get the best of both worlds: Keysight’s measurement expertise and product 
breadth, combined with channel partner convenience.

For more information on Keysight 
Technologies’ products, applications or 
services, please contact your local Keysight 
office. The complete list is available at:
www.keysight.com/find/contactus

Americas 
Canada (877) 894 4414
Brazil 55 11 3351 7010
Mexico 001 800 254 2440
United States (800) 829 4444

Asia Pacific
Australia 1 800 629 485
China 800 810 0189
Hong Kong 800 938 693
India 1 800 112 929
Japan 0120 (421) 345
Korea 080 769 0800
Malaysia 1 800 888 848
Singapore 1 800 375 8100
Taiwan 0800 047 866
Other AP Countries (65) 6375 8100

Europe & Middle East
Austria 0800 001122
Belgium 0800 58580
Finland 0800 523252
France 0805 980333
Germany 0800 6270999
Ireland 1800 832700
Israel 1 809 343051
Italy 800 599100
Luxembourg +32 800 58580
Netherlands 0800 0233200
Russia 8800 5009286
Spain 0800 000154
Sweden 0200 882255
Switzerland 0800 805353

Opt. 1 (DE)
Opt. 2 (FR)
Opt. 3 (IT)

United Kingdom 0800 0260637

For other unlisted countries:
www.keysight.com/find/contactus
(BP-07-10-14)
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