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Introduction

The differential Controller Area Network (CAN) bus is used extensively in all of today’s automobiles 
for drive-train and body control. This protocol was developed by Bosch more than 30 years ago, and 
it is still considered the “workhorse” serial control bus of the automobile. The CAN bus has also been 
heavily adopted for industrial and medical equipment control applications.

The oscilloscope is the primary measurement tool used today to test and debug the physical layer  
of this serial bus. Although CAN bus protocol analyzers, such as Vector’s CANanalyzer, are also  
commonly used for testing and debugging at a higher-abstraction application level, the advantage  
of an oscilloscope is that it provides you with the ability to monitor the analog quality (signal  
integrity) of the physical layer of the CAN bus. The electrical environment in automobiles is naturally 
harsh with lots of noise and often unexpected transients. The core competence of an oscilloscope 
is that it can capture and show you details of those infrequent automotive transients and noise that 
could be producing CAN bus errors.  

This application note will begin by showing the difference between oscilloscope hexadecimal  
triggering and decode versus CAN-dbc symbolic triggering and decode of a CAN differential bus.  
We will then provide some background on the core element required to symbolically decode the  
CAN bus, which is an industry-standard .dbc file. In addition, we will provide step-by-step  
instructions on how to perform CAN symbolic-level triggering and decode using a Keysight  
Technologies, Inc. Infiniium oscilloscope. CAN-dbc symbolic triggering and decode is standard  
with the N8803A or N8803B CAN/LIN/FlexRay option.
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Triggering on and Decoding the  
CAN Bus

To assist in synchronizing on and identifying specific CAN  
frames to test and debug, most of today’s mid-range and high 
performance oscilloscopes, including Keysight’s Infiniium 9000 
Series oscilloscopes, have the ability to trigger on and decode  
the CAN bus in a hexadecimal format.

Figure 1 shows a Keysight 9000 Series oscilloscope triggering  
on and decoding the CAN bus in a hexadecimal format. Note  
that with the oscilloscope’s analog capture capability, we can  
see noise as well as various pulse amplitudes in this measurement  
example. Below each captured frame is the time-correlated  
decode trace telling you what the contents are of that particular  
frame. In the lower half of the oscilloscope’s display is the  
protocol lister that shows the contents of all captured frames  
in a tabular format, which is more similar to a traditional  
protocol analyzer’s display. 

In this particular measurement example, the oscilloscope had 
been set up to trigger on frame ID 0x201HEX , which correlates to 
010 000 0001Binary. The 8-byte data field of this particular frame 
(0x201) shows “0B A8 00 00 27 10 00 00.” But what does 0x201HEX 
mean? And what does that long data string of hexadecimal  
characters mean?

Figure 1a. Triggering on and decoding frame 0x201.

Figure 1b. Expanded view of hexadecimal decode trace.

Figure 2a. Symbolically triggering on and decoding the CAN bus.

Figure 2b. Expanded view of symbolic decode trace.

Symbolically Decoding the  
CAN Bus

As mentioned earlier, one of the advantages of a CAN protocol 
analyzer is that it can display results at a higher-abstraction 
application level. In other words, it translates captured data into 
human language such as “Speed = 852.52 rpm” – not just cryptic 
bits. CAN-dbc symbolic triggering and decode can also be 
achieved on Keysight’s 9000 Series oscilloscopes. Figure 2 shows 
the 9000 Series oscilloscope now triggering on and decoding the 
bus symbolically.

In this measurement example, the oscilloscope was set up to 
trigger on message “Brake_Torque,” which directly relates to a 
specific frame ID (0x211). Instead of a long string of hexadecimal 
characters representing the data field in this frame/message, 
the oscilloscope now displays “signal” names with signed values, 
units, and/or encoded states such as “On,” “Off,” “Reverse,” etc. 
In symbolic CAN language, note that a “signal” is not an electrical 
input to the oscilloscope’s BNCs. A “signal” typically represents  
a physical parameter or condition such as “Total_Torque:  
131.0640k ft/lbs” as shown in this example. So how does  
the oscilloscope translate raw bits into symbolic code?
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Figure 3. Simple example of a .dbc file’s contents.

Understanding .dbc Files

All vehicles have associated with each CAN bus and for each 
particular vehicle a .dbc file, which stands for “data base CAN.” 
A .dbc file is an ASCII formatted file with a .dbc extension that 
defines the CAN network. Figure 3 shows a portion of a simple 
.dbc file created by Keysight. This particular .dbc file defines a 
CAN demonstration signal often used by Keysight for oscilloscope 
training purposes. 

“Messages” are simply labels that represent specific frame IDs. 
For instance, frame ID 2,190,911,837Decimal has been defined to 
be Message: EngineData in this .dbc file. “Signals” are a bit more 
complex. Within Message: EngineData, which consists of 5 bytes 
of data (DLC = 5), we have defined three signals labeled “Fuel,” 
“Temp,” and “Speed.” Each signal has a specified start-bit and 
length. For example, “Temp” begins at bit #24 and has a length 
of 8 bits. Also associated with each defined signal are variable 
conversion factors, units, min and max warning values, and a  
big Endian/little Endian indicator.  

Besides translating data into physical values/variables, signals 
can also be state-encoded. Referring to Message: ABS, signal 
“Frnt-R” begins at bit #7 and has a length of just 1 bit. This means 
it can only have a binary value of either 0 or 1. Near the bottom 
of the file, “Frnt-R” has also been defined to be an encoded state 
where, if the value of the signal is 0, the oscilloscope will display 
“unlocked.” If the value of this signal is 1, the oscilloscope will 
display “locked.”  

The .dbc files that define CAN buses for specific vehicles are 
much more complex than the example .dbc created by Keysight 
and shown in Figure 3. Unfortunately, it is not possible to show  
a more complex .dbc file based on a real automobile in this  
document. Automotive vendors protect these files and consider 
them to be propriety and top secret. They don’t want their  
competitors to know how they have defined their networks.  
Refer the section sub-titled “.dbc File Security” later in this  
document for more information about this topic.

Although Keysight created the .dbc file shown in Figure 3 using a 
text editor, there are much more efficient ways to create .dbc  
files — especially when creating a .dbc file for more complex  
automotive CAN systems. The most common tool used today  
is Vector’s CANdb++ software tool. For more information about 
this software tool, contact Vector Informatik GmbH.
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Enabling CAN-dbc Symbolic Trigger and 
Decode in the Oscilloscope 

Once a .dbc file is available for the CAN network you want to test 
and debug, importing the .dbc file into the Keysight 9000 Series 
oscilloscope is very easy. 

1.	 Store the .dbc file onto your USB flash drive and then insert it 
into one of the oscilloscope’s USB ports.

2.	 Go to SETUP menu and select Protocol Decode.

3.	 Load CAN Symbolic Data (*.dbc) as shown in Figure 4a.

4.	 Navigate to the .dbc that you want to load.

The oscilloscope will then parse the file and save all the  
important conversion parameters. The oscilloscope’s CAN  
decode and trigger menus then provide options to turn on  
symbolic decode and give you the ability to trigger on  
messages and signals on a symbolic level. 

Figure 4b shows a Keysight 9000 Series oscilloscope triggering 
on and decoding the built-in CAN training signal symbolically 
using the .dbc file referenced in Figure 3. Below the captured 
CAN frame is the time-correlated decode trace showing Message: 
EngineData with signals “Fuel,” “Temp,” and “Speed.” In the top 
half of the oscilloscope’s display is the protocol lister display 
showing all captured frames/messages decoded symbolically. In 
this example, we can easily read all three signals (Fuel, Temp, and 
Speed) and values within the time-correlated decode trace below 
the waveform. But this is typically not the case. 

Real vehicle .dbc files often have long names for both messages 
and signals, and they also often include more than three signals 
per message. This makes it impossible to view all of the important 
data within a single message in either time-correlated decode 
trace or the protocol lister. But with the lister’s details tab 
selection, you can select to display all signals updated within 
the message the oscilloscope is currently triggering on. Figure 
5 shows an expanded view of the packet viewer from a message 
that includes several signals. To view the signals at the bottom of 
the list, simply use the scroll bar.

Figure 4a. Recalling the .dbc into the oscilloscope in order to trigger and  
decode symbolically.

Figure 4b. View messages and signals in lister or on waveform area.

Figure 4c. Expanded view of symbolic decode trace.
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Figure 6. Decoding a CAN bus symbolically simultaneously with a LIN bus.

Figure 7. Setting the trigger at the message and signal symbolic here.

Decoding the CAN bus in Symbolic and 
Hexadecimal Format Simultaneously

Keysight Infiniium oscilloscopes have four independent serial bus 
decoders, which can be used to decode two or more different 
serial buses simultaneously. The upper time-correlated decode 
trace shows this CAN bus being decoded symbolically, while the 
lower time-correlated decode trace shows a time-correlated LIN 
bus. This can be useful when working with multiple buses.

When a .dbc file is loaded, both the oscilloscope trigger and  
the protocol search capabilities are enabled at the symbolic  
level. Figure 7 show an example when the oscilloscope is set  
to trigger on the message “Airbag” when the signal value is set  
to “Left-impact.” Infiniium protocol options also feature a post- 
acquisition search capability. The user can search for a  
specified message or a signal state or value.

Figure 5. Viewing a message and all of its signals within the oscilloscope’s 
packet detail tab.
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Related Literature

Publication title Publication type Publication number

Keysight Infiniium 9000 Series Oscilloscopes Data sheet 5990-3746EN

Infiniium Oscilloscope Probes and Accessories Data sheet 5968-7141EN

Oscilloscope Measurement Tools to Help Debug Automotive Serial Buses Faster Application note 5991-0512EN

CAN Eye-diagram Mask Testing Application note 5991-0484EN

Using Segmented Memory for Serial Bus Applications Application note 5990-5817EN

N8803B CAN, LIN, FlexRay Protocol Trigger and Decode for Infiniium 9000 Series Data sheet 5990-5077EN

N8803A CAN, LIN, FlexRay Protocol Trigger and Decode for Infiniium 9000 Series Data sheet 5990-4099EN

To download these documents, insert the publication number in the URL:
http://literature.cdn.keysight.com/litweb/pdf/xxxx-xxxxEN.pdf

Product Web site
For the most up-to-date and complete application and  
product information, please visit our product Web site at: 
www.keysight.com/find/scopes-auto

Summary

There are many tools that automotive engineers use today to 
test and debug their CAN-based designs. The oscilloscope is 
the primary tool used to test and debug the physical layer of 
the differential CAN bus. Using an oscilloscope with a CAN 
trigger and decode option can speed up the debugging and 
testing process. And using oscilloscopes with the additional 
CAN-dbc symbolic trigger and decode capability will make 
isolating particular messages and signals for testing even 
faster and more intuitive. After all, “EngineData” makes a lot 
more sense than “0x0296A95DHEX.” 

Oscilloscopes with CAN-dbc symbolic trigger and decode, 
such as Keysight’s Infiniium 9000 Series, won’t replace a CAN 
protocol analyzer, and a CAN protocol analyzer will never 
replace an oscilloscope. Automotive engineers designing and 
testing CAN buses in their vehicles and ECUs will typically 
have both instruments at their disposal for optimum testing.

CAN-dbc symbolic triggering and decode comes standard 
with the N8803A or N8803B CAN, LIN, FlexRay option  
licensed on a Keysight Infiniium oscilloscopes.
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Keysight Oscilloscopes

Multiple form factors from 20 MHz to > 90 GHz  |  Industry-leading specs  |  Powerful applications



myKeysight

www.keysight.com/find/mykeysight
A personalized view into the information most relevant to you.

www.axiestandard.org
AdvancedTCA® Extensions for Instrumentation and Test (AXIe) is an 
open standard that extends the AdvancedTCA for general purpose and 
semiconductor test. Keysight is a founding member of the AXIe consortium. 
ATCA®, AdvancedTCA®, and the ATCA logo are registered US trademarks of 
the PCI Industrial Computer Manufacturers Group. 

www.lxistandard.org

LAN eXtensions for Instruments puts the power of Ethernet and the  
Web inside your test systems. Keysight is a founding member of the  
LXI consortium.

www.pxisa.org

PCI eXtensions for Instrumentation (PXI) modular instrumentation delivers a 
rugged, PC-based high-performance measurement and automation system.

Three-Year Warranty

www.keysight.com/find/ThreeYearWarranty
Keysight’s commitment to superior product quality and lower total cost 
of ownership. The only test and measurement company with three-year 
warranty standard on all instruments, worldwide.

Keysight Assurance Plans
www.keysight.com/find/AssurancePlans
Up to five years of protection and no budgetary surprises to ensure your 
instruments are operating to specification so you can rely on accurate 
measurements.

www.keysight.com/go/quality
Keysight Technologies, Inc.
DEKRA Certified ISO 9001:2008  
Quality Management System

Keysight Channel Partners
www.keysight.com/find/channelpartners
Get the best of both worlds: Keysight’s measurement expertise and product 
breadth, combined with channel partner convenience.

www.keysight.com/find/scopes-auto

For more information on Keysight 
Technologies’ products, applications or 
services, please contact your local Keysight 
office. The complete list is available at:
www.keysight.com/find/contactus

Americas 
Canada (877) 894 4414
Brazil 55 11 3351 7010
Mexico 001 800 254 2440
United States (800) 829 4444

Asia Pacific
Australia 1 800 629 485
China 800 810 0189
Hong Kong 800 938 693
India 1 800 112 929
Japan 0120 (421) 345
Korea 080 769 0800
Malaysia 1 800 888 848
Singapore 1 800 375 8100
Taiwan 0800 047 866
Other AP Countries (65) 6375 8100

Europe & Middle East
Austria 0800 001122
Belgium 0800 58580
Finland 0800 523252
France 0805 980333
Germany 0800 6270999
Ireland 1800 832700
Israel 1 809 343051
Italy 800 599100
Luxembourg +32 800 58580
Netherlands 0800 0233200
Russia 8800 5009286
Spain 800 000154
Sweden 0200 882255
Switzerland 0800 805353

Opt. 1 (DE)
Opt. 2 (FR)
Opt. 3 (IT)

United Kingdom 0800 0260637

For other unlisted countries:
www.keysight.com/find/contactus
(BP-09-23-14)
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