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Preface

About This Book

This book contains background information, procedures, and examples for using
the basic and advanced features of the Domino {nternetwork Analyzer sofiware.

This book assumes that you are familiar with the basic terminology and
procedures for using Microsoft Windows. It also assumes that you have a basic
understanding of personal computers, computer networks, and network protocols.

How This Book is Organized

This book is organized to follow the order of the Domino major tasks and the
structure of the Domino software. A brief description of each chapter is provided

below.
Chapter 1, Dominc Provides introductory information about the Domino
Basics software, interface menus, and results windows.
Chapter 2, Setting Up Provides instructions for installing and configuring
the Domino software. ' '

Chapter 3, Capturing Explains how to capture and filter network traffic.
Network Traffic
Chapter 4, Monitoring Describes how to monitor fraffic and display statistics
Network Traffic and graphs in real time.
Chapter 5, Examining Explains how to display. search for, filter, and print

______ Network Traffic frames captured from your network.
Chapter 6, Transmitting  Describes how to play back and transmit capture files
Teaffic to the Network and how to build and transmit single frames.
Appendix A, Provides a quick reference for the toolbar icons that
Toolbar Reference appear on Domino screens.

vii
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Related Documentation

In addition to this manual, the following printed and online materials are included
in the Domino package.

Domino tntroduces the Domino Network Analyzer. Describes both

Getling Started  software installation and hardware setup (including pin
assignments for all interface cables) and provides a brief
tour of the user interface.

On Line Help Provides detailed information about Domino features and
instructions about performing specific tasks. The on line
help also provides network interface and protocol-specific
reference information,

README HLP Contains information available only after the books in the
package were published.

Document Conventions

The Domino documentation uses conventions for:
* key names, combinations, and sequences
e iext instructions

s special information such as tips and notes

Keyboard Conventions

Convention Description

Keys All key names are shown as they typically appear on a
personal computer, for example, Ctrl and Esc.

Key Combinations Keystroke combinations and sequences are used fo

and Sequences invoke commands or perform operations. Key

combinations are shown as Key+Key, for example,
Shift+F1, which means to hold down the Shift key
while pressing F1. Key sequences are shown as a
comma-separated seties, for example, Alt, F, A, which
means to press and release each of these keys in
order: first Alt, then F then A.

Arrow Keys The term arrow keys is the collective name for the Up
Arrow, Down Arrow, Left Arrow, and Right Arrow keys,

it
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Text Conventions

Convention Description

Text That You Type Specific text that you are to type is shown in boldface.
For example, if the book says to fype win you type the
lowercase letters "win. What you type is always
shown in lowercase letters, uniess it must be typed in
uppercase letters to work properly.

Special Information

EE

VAN

Filenames and Filenames and directories are shown in uppercase
Directories letters. For example, AUTOEXEC.BAT.
Nodenames and Nodenames and programming sxamples are shown in
Programming Courier, a monospaced font, to more closely resemble
Examples their on-screen appearance.

Tip:

A tip conveys information on shortcuts or convenient procedures that are not
required but make tasks easier.

Note:

A note conveys information, which, if overlooked will seriously inconvenience the
user but cause no permanent or unrecoverable errors,

Caution:

A caution message alerts you to the possibility of damage to the instrument, and
describes the nature of the potential damage and steps to avoid the problem,
Warning:

A warning alerts you to the possibility of injury fo the user of the instrument, such
as from electrocution. Steps to avoid injury are part of the warning text.
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Customer Support Contacts

To report a problerm with Domino hardware or software, contact your local sales
office.

When reporting a probiem:

Be at your computer with the Domino analyzer running, and be prepared to pro-
vide the following information:

1. The name and version number of the Domino software that you are using.

The type and serial number of the WG hardware that you are using.

2
3. The type of network hardware you are using.
4. The specifications of the computer that you are using, including:
¢ Make and model number
* Processor speed
» Amount of installed RAM
* Available hard drive space
* Operating system (Windows NT, Windows 88, or Windows 2000)

5. The exact wording of any messages that appeared on your screen.

6. What happened and what you were doing when the problem occurred,
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1. Domino Basics

1.1 The Domino Analyzer

The Domino Internetwork Analyzer is a small, portable network analysis
instrument thal you connect to a network and use to:

= monitor network activity

* caplure and examine network traffic

« transmit test data onto the network

+ measure and analyze network activity and performance

A personal computer serves as the instrument controller. The Domino user
interface is a Microsoft Windows application that provides access to analyzer
functions through easy-to-use menus, loolbars, and dialog boxes.

Each analyzer supports one network interface connection at a time. Up to eight
analyzers can be linked in a daisy-chain configuration and connected to the
controlling computer through the standard paraltel interface port. This
configuration enables you to perform concurrent data capture and analysis over
multiple network interfaces, '

Users of the WG DA-3x Protocol Analyzer will find that the Domino analyzer's
data capture format and application software are DA-3x-compatible. Network data
captured on a Domino analyzer can be transferred to a DA-3x for additional
analysis. :

The assumption is that, in the typical field service application, the Domino
analyzer will be used with a notebook computer. References fo a notebook
computer in this document simply reflect that assumption. You can also use
Domino with a standard size personal computer.

1.2 Software

The Domino Internetwork Analyzer supports four maijor areas of activity, each of
which is reflected the structure of the software system. See Table 1-1.

1-1
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Analysis activity Software component
Basic analyzer applications and Core software

user support functions

Interface connectivity Network interface software
Protocol decoding and analysis Protocol software

Specialized test and measurement | Toolbox applications

Table 1-1.  Domino software structure

The Domino analyzer software runs one or more analyzers that are connected to
your computer through its parailel port. You can run as many as eight Domino
analyzers through a direct connection.

1.2.1 Core Software

The Domino Core software consists of four primary applications: Capture,
Monitor, Transmit, and Examine. Each of these applications can be accessed
from the Workbench screen (The Workbench screen is shown in Figure 1-1.).
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Capture, Monitor, and Transmit are the Real Time analysis applications of the
Domino software, You use the Real Time applications to work with live network
traffic or to simulate live network conditions. In contrast, you use the Examine

application to work with
buffer.

captured traffic, either off-line or from a RAM capture

Application

Allows you to...

Capture

Capture and store network traffic in the capture buffer;
filter network traffic to limit what is stored in the capture
buffer. '

Monitor

Monitor netweork events and display the results in graphs
and charts.

Transmit

Play back a capture file onto the network and to the
Domino analyzer simuitaneously; build a test frame by
editing a frame from a capture file, and transmit that
frame onto the network for a specified duration.

Examine

Examine captured frames, display frame information,
search for specific frames and filter captured frames.

Table 1-2.  Domino Core Software Applications

Each of the Core software applications is explained in detail in separate chapters

of this guide.

1.2.2 Network Interface Software

For each network interface that is supported by the Domino analyzer, the Domino
software includes network interface software. You use the network interface

software to set up the p
the network interface.

arameters for the network connection and to interact with

1-3
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1.2.3 Protocol Software

The Domino analyzer uses protocol software to decode the protocol information
that is contained in the frames that are captured from the network traffic.

For the analyzer to be able to decode a protocol, the software for that protocol
must be installed and the protocol must be identifiable by the protocol at the
preceding layer. If a protocol is not identifiable by the preceding protocol, you can
use the Advanced Setup functions of the Domino software to load that protocol
and the one that precedes it at the appropriate layers on the protocol stack. Then
the analyzer will be able to perform the decode,

1.3 The Domino Workbench

1-4

The Workbench screen provides access to all of the features of the Domino
software. During installation, the Setup program automatically creates the
Domino program group and the Domino icon. When you double-click the Domino
jcon to start the Domino software, the Workbench is the first screen that you see,

: Analyzers Presenmt
PO iR e 5?@3’1

Figure 1-1. Workberch screen
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The following table describes the main areas of the Workbench screen and their

functions:
Screen area Function

Four task buttons Fnable selection of four main Domino applica-
— tions:

Capture. Staris the process of capturing net-
work traffic.

Meonitor. Provides a comprehensive view of the
activity on your network.

Examine. Provides options for real time and
post-capture processing of network fraffic.

Transmit. Plays back captured files onto the net-
work, and builds and transmits single frames.

Each of these applications is explained in detail
in separate chapters of this guide.

Analyzers Present box Lists and allows selection of the Domino analyz-
ers currently connected through the computer's
parallel port.

Toolbox Allows assignment of optional applications o

buttons for quick application starts.

Table 1-3. Workbench screen areas

To start an application:

1. Connect the Domino analyzer to the network. To learn how to connect an ana-
fyzer to the network, refer to Domino Getting Slarted.

2. Inthe Analyzers Present box, select the check box next to the analyzer on
which you want to run the application.

When the check box is selected, the analyzer is enabled.

3. Inthe Analyzers Present box, click Setup for the analyzer on which you want
to run the application,

in Setup, you specify the parameters for the network connection. To learn how
to use Setup, see Chapter 2, “Setting Up.”

When the setup is complete, you return to the Workbench screen.

4. To start one of the Core applications (Monitor, Capture, Transmit, or Exam-
ing), click the corresponding task bution.
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1.4 Application Screens

When you start an application, the screen for that application appears. Figure 1-2.
illustrates one of the application screens. :

Ethemet Monitor & Surveillance
Menu Bar - Lontrol  Moniter  [ntesface Prolocol Desktop  Window Help

Tool Bar  ——je-| i B

Status Bar —

Figure 1-2. The Monitor screen, one of the Domino application screens

1.4.1 Menus and Menu Commands

Each Domino appfication screen has a menu bar at the top of the screen. The
menu bar contains the names of the menus accessed from the screen; each
menu includes commands that invoke actions or dispiay results windows or dialog
boxes on the screen.

1.4.2 Toolbars

Toolbars consist of a set of buttons that are displayed across the top of most
Domino application screens. Toolbar buttons provide you with quick mouse
access to the screen's most often used features. When the mouse pointer comes
to rest on the bution, a yellow flag identifies a button's function. Appendix A
provides a reference to toolbar buttons and their functions.
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1.4.3 Status Bar

The status bar is displayed at the bottom of each of the Domino application
scraens. It provides status information such as the current status of each Domino
analyzer, prompts for currently highlighted menu commands, or prompts for
accessing on-line help. The type of information displayed varies, depending on
the screen that is displayed.

1.5 Domino Results Windows

The network information that the Domino analyzer collects is displayed in a
variety of results windows. Examples of results windows include Network Status,
Network Errors, Frame Summary, Protocol Detail, and Protocol Summary. The
results windows that you can view vary, depending on the application that you are
using. In every application you can display the available results windows by using
commands on the screen menus and bultons on the toolbars.

To dispiay a results window:

+ From the Examine Display menu or from the Interface menu in any of the
Real Time screens (Monitor, Capture, or Transmit), choose the resulis window
that you want fo display.

The selected results window is displayed.

1.5.1 Moving Belween Resulis Windows

You can have an unlimited number of results windows displayed on the screen at
the same time. However, you can only interact with one window at a time—to
move it, resize it, or close it. The title bar of the currently active window is
highlighted.

3

To move to any open window:

+ From the Window menu, choose the results window that you want to make
active.

The windows are listed at the bottom of the Window menu in the order in which
they were opened.
To move to the next open window:

+ From the Control menu, choose Next to move to the next window for the cur-
rent capiure buffer.

%iiilﬁl} » Press Ctrl+Tab until the desired window is displayed.

o Use the mouse to click on & visible portion of the window.
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1.5.2 Saving Results Statistics to an Export File

The Domino menus provide options that enable you to save the content of the
current results window to either a CSV file or a text file for export to spreadshest
or word processing applications.

To save statistics fo an export file:

1. From the Control menu in any of the Real Time screens (Monitor, Capture, or
Transmit), or from the File menu in Examine, choose Save to Export File,
then choose either Export to CSV or Export to Text.

The Save Export File dialog box is displayed.

2. Type the name of the file in which you want to store the content of the results
window in the filename box and click OK.

The data in the current results window is stored in the file you specified with
the extension .TX7 or .C8Y, depending on the type of export file you selected.
You return to the screen in which you were working.

1.6 Interacting with Multiple Domino Analyzers

You can connect and run up to eight Domino analyzers with a single computer, To
learn how to physically connect multiple analyzers to a computer, refer to Domino
Getling Started.

When you start the Domino software, each instrument that is detected during
startup is listed in the Analyzers Present box of the Workbench screen.

Before you begin, make sure that you set up each Domino analyzer appropriately
for the application you want to run. To initiate the setup process for a specific
analyzer, click Setup next io the listing for that analyzer in the Analyzers
Present box. Chapter 2 provides detailed information about the setup process.

1.6.1 Starting a Core Application on Multiple Domino Analyzers

1-8

The check boxes in the Analyzers Present box on the Workbench are the
switches that specify which analyzers will be active when you run the primary
Real Time applications (Capture, Monitor, or Transmit). When the check box is
selected, the corresponding analyzer is enabled. Then, when you choose the
Capture, Monitor, or Transmit button from the Workbench, the application
automatically starts on the enabled instrument.

To start Capture, Monitor, or Transmit on multiple analyzers:

1. Enable the analyzers on which you want to run the application by selecting the
corresponding check boxes.
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2. Click the Capture, Monitor, or Transmit button.

The application is started on the enabled instruments.

1.6.2 Starting a Toolbox Application on Multiple Domino Analyzers

The startup dialog box that is displayed when you start one of the optional
Domino Toolbox applications serves the same purpose as the check boxes in the
Analyzers Present box of the Workbench. If you have only one Domino analyzer
connected, this dialog box appears for you to confirm that you want to start the
application in the currently selected test mode, with the specified setup, on the
connected instrument. If you have multiple analyzers connected, the startup
dialog box includes check boxes that you use to select the instruments on which
you want to start the application.

To start an optional Toolbox application on multiple analyzers:
1. Click the application button in the Toolbox.

The Start Toolbox Application dialog box is displayed.

2. Select the check boxes that correspond to the Domino analyzers on which you
want to run the application.

The application is started on each analyzer that you select.

1.6.3 Stopping an Application

To stop an application when you are running a single analyzer:
+ From the menu bar, choose Control/Exit.

The Stop Realtime Analysis dialog box appears, offering options for exiting
without saving any captured frames or for saving captured traffic to a capture
file before you exit.

To stop an application when you are running multiple analyzers:

1. From the menu bar for the application that you want to stop, choose Control/
Stop Domino,

The Stop Realtime Analysis dialog box appears. The dialog box lists the Dom-
ino analyzers that are running the active application.

2. Select the analyzer on which you want to stop the application.

1-9
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1.6.4 Shifting the Focus from One Domino Analyzer to Another

[Hlre 2

If you are running multiple Domino analyzers, the Control menu lists all the active
analyzers, and allows you to shift your focus from one analyzer to another.

When you are running an application on multiple analyzers, the results windows
that show the application's activity on each instrument are displayed in a "stack"
on the screen. The selactions on the Control menu enable you to change the
focus, bringing the windows for the selected analyzer 1o the top of the stack so
that you can see the statistics for the interface being monitored.

If you are running Domino analyzers of different types and you change focus from
one interface type to ancther, the options on the toolbar change to match the
interface of the analyzer that is "in focus.”

To focus on a particular Domino analyzer:

+ From the Control menu {shown in Figure 1-3.), choose the analyzer that you
want to focus on.

Honitar  Interface  Ped

Hptons 4
Saye to Export File ¥
Manage Sywibolic Names.
17T Senes
2 LAM

v FLAN

Stop Domine ___
Fat

Figure 1-3. Control menu

The resuits windows for the selected analyzer come to the top of the stack.

Clicking on any part of a window brings that window to the top of the stack and
changes the focus to the analyzer with which the window is associated.
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1.6.5 Performing Tasks on Multiple Domino Analyzers

If you are running multiple Domino analyzers, certain options on the Control menu
present a task dialog like the one shown in Figure 1-4.. Use it to specify which
instrument's operation you want to address,

Restart Realtime Analysis [ixi:

Restant Realtime Anajysis?
WARNING: All data in RAM caplure buffer will be LOSTI

Belect Doming To Regtart e
LILANDZ
| BLAND3

Figure 1-4. Restart Realtime Analysis dialog box

Simitar dialogs are presented to enable you to petform such Control menu tasks
as:

+ stopping or restarting Real Time analysis
» saving data in the capture buffer to a file
s starting Examine from Real Time {Monitor, Capture, or Transmit}.
To change the operation on a specific Domino analyzer:
1. From the Control menu, choose the fask that you want to perform.
The approptiate task dialog is displayed. '
2. Select the check box for the analyzer on which you want to perform the task.

3. Click the button on the dialog box that starts the task.

1.6.6 Running Multiple Applications on Multiple Domino Analyzers

The Domine system provides multi-analyzer capability that enables you to
operate several Domino analyzers concurrently, with different applications running
on each instrument. For example, if you had two Ethernet segments and one
Token Ring connected through a router, you could set up a test configuration
using three DominoL AN analyzers with the following appilications:

+ Transmit running on Domino 1 connected fo the first Ethernet segment
« Monitor running on Domine 2 connected to the second Ethernet segment

= Monitor running on Domino 3 connecied to the Token Ring
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Hints for running different applications on different instruments:

» Make sure you set up each Domino analyzer appropriately for the application
you want to run. Chapter 2, "Setting Up" provides detailed information about
the setup process.

= Remember that Capture, Monitor, or Transmit will start on all enabled instru-
ments. If you want to run only one of these applications on a single analyzer,
enable only that analyzer, then start the application.

« When your first application is running, you need to return to the Workbench to
start the next one. Display the Windows taskbar and double-click the Domino
bution to display the Workbench screen.

= When you click one of the Toolbox buttons for an optional application, the Start
Toolbox Application dialog box is displayed. If you have more than one Domino
analyzer connected that would be compatible with the selected Toolbox appli-
cation, the Start Toolbox Application diatog box includes a checkiist in which
you can choosa the instrument on which you want to start the application.

* When all of the applications are running, you can use the commands on the
Real Time Control menu to switch focus from one analyzer to another,

1.7 Working with Desktops and Desktop Files

The Domino applications provide a variety of results windows, statistical tables,
charts, and graphs that you can display on the screen concurrently,

You may find that you frequently use the same combinations of windows and
charts when, for example, you are monitoring network errors or tracking a
particular type of network problem. Deskiops and deskiop files offer a convenient
way fo reproduce frequently-used window combinations and screen layouts
without having to re-select all of the windows and rearrange them on the screen.

1.7.1 What Are Desktops and Deskiop Files?

A desktop is a refrievable screen configuration that you define. It contains a set of
resulis windows that you can recall to the screen with a singie menu command,
When you define a desktop you give it a name, which is added to the humbered
selection list on the Desktop menu in the Real Time screens (Monitor, Capture, or
Transmit}. You can have up to 10 deskiops defined (listed on the Deskiop menu)
at one time. To display a deskiop, you select it from the Desktop menu.
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Figure 1-5. The Deskiop menu

You can save the set of currently-defined deskiops in a desktop file. When you
load the deskiop file, the desktops that it contains are listed on the Deskiop menu.

+ Deskiops are interface-specific: For example, th e Token Ring Map window
cannot be displayed (and therefore couldn't be part of a desktop) if you are run-
ning a Dominol.AN analyzer with an Ethernet interface.

+ Desktops are application specific: For example, the results windows avail-
able from Monitor are not available when you are running Transmit.

+ Desktops are analyzer-specific: For example, If you create a desklop for a
DominoL AN analyzer (Ethernet) connecied as Domino 1 while you are running
Monitor, that desktop does not appear on the Desktop menu for the Domino-
LAN analyzer (Ethernet) that is running Monitor and connected as Domino 2.

By conirast, desktop files are interface-specific and application-specific, but not
analyzer-specific. If you save a desktop file on a DominoLAN analyzer (Ethernst)
while you are running Monitor, you can load that desktop file on any connected
Dominol AN analyzer (Ethernet) while you are running Monitor. As a result, by
loading the same deskiop file on several DominoLAN analyzers (all Ethernet) you
could run Monitor and access the same set of desktops on all of the analyzers.,




Domino Basics

Bomino Operating Guide

1.7.2 Using Desktops and Desktop Files

Table 1-4 summarizes the differences in using deskiops and deskiop files.

Desktops

Desktop files

Created or modified by choosing Start
Defining Desktop/Stop Defining Desk-
top from the Desktop menu.

Created or modified by using the
Save Desktop or Save As com-
mand on the Desktop menu,

Stored with the application from which
you created it as a numbered selection on
the Deskiop menu.

Stored as a .DSK file in the
\DOMINC\WIEWS directory.

Accessible only from a Domino analyzer

of the same interface type, connected in

the same position, and running the same
application as the analyzer on which the

desktop was created.

Accessible by all linked Domino
analyzers of the same interface
type that are running the applica-
tion from which the desktop file
was created.

Displayed by choosing the desktop from
the numbered list of defined desktops on
the Desklop menu.

Displayed by choosing the Load
Desktop command on the Desk-
top menu. The content of the
deskiop file is represented by the
desktops listed on the Deskiop
menu.

Delsted by choosing Delete Desktop

from the Desktop ment.

Deleted using DOS or Windows
file management functions.

. Table 1-4.  Deskiops and Deskiop Files

1.7.3 Defining a Desktop

Defining a desklop is like recording a macro for displaying a specific set of results
or application windows, The basic procedure is to:

= name the desktop and start the deskiop recorder

« open a set of results windows that are recorded as the content of the deskiop

» stop the deskiop recorder

The defined deskiop consisls of the windows that are displayed when you invoke

the command to stop defining the desktop.

If you start defining a desktop when windows are already displayed on the screen,
those windows are part of the desktop. All subsequent changes to the screen
layout are added to the desktop definition until you choose the Stop Defining

Desktop command.
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To define a desktop:

1. From the menu bar in any of the Real Time applications (Monitor, Capture, or
Transmit), choose Desktop/Start Defining Desktop.

The Define a Desktop dialog box is displayed. (Figure 1-6.).

2. In the Desktop to Define box, type the name of the desktop you are going to
create.

The desktop name can be up to 30 characters long.

3. To start defining the desktop from a clear screen, select Close All Open Win-
dows First.

4, Click OK.

The desktop recorder is started and you relurn to the screen in which you
were working.

5. Open the windows that you want to include in the desktop, and arrange them
in whatever way seems best to you.

&. From the menu bar, choose Desktop/Stop Defining Desktops.

The deskiop is added as a numbered selection at the bottom of the Desktop
menu.

it you start defining a desktop and then exit the application without invoking the
Stop Defining Desktop command, the content of the screen when you exit is
saved as the desktop you started to define.

Desktop to Define:

" Close all open windows first

Figure 1-8. The Define a Desktop dialog box

1.7.4 Defining the Existing Screen Layout as a Desktop

If you realize that the current set of windows on the screen is a useful combination
that you would like to be able to reuse, defining the desktop is simply a matter of
starting the deskiop recorder, specifying a name for the desktop, and immediately
stopping the deskiop recorder. The trick is to remember to stop the recorder
before you make any changes fo the screen.
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To save the existing screen layout as a desktop:

1.

From the menu bar, choose Desktop/Start Defining Desktop.
The Define a Desktop dialog box is displayed.

In the Desktop to Define field, type the name that you want to assign to the
existing combination of windows on the screen.

The desktop name can be up to 30 characters long.
Click OK.

The deskiop recorder starts and you return to the screen in which you were
working.

immediately, from the menu bar, choose Desktop/Stop Defining Desktop.

The existing screen layout is defined as a deskiop.

1.7.5 Working with Desktops on Muiltiple Domino Analyzers

When you are running rmultiple Domino analyzers, only one analyzer is in focus at
a time, and you can only interact with the analyzer that is in focus. The following
are points to be aware of when you are working with deskiops on multiple
analyzers.

Deskiops are analyzer-specific. If you are running multiple analyzers and you
define a desktop, the desktop includes only the windows that pertain to the
analyzer that is in focus, regardiess of what other windows (relating to other
analyzers) are on the screen at the time.

If you invoke the Save Desktop File command while you are displaying desk-
tops for multiple analyzers, the only deskiop that is saved lo a desklop file is
the one that pertains to the analyzer that is in focus.

1.7.6 Modifying a Desktop

You may find that a desktop would be more useful if it included other results
windows, ot if the existing windows were arranged differently.

To make changes to an existing deskitop:

1.

From the menu bar, choose Desktop/Start Defining Desktop.
The Define a Deskiop dialog box is displayed.

in Desktop te Define, type the name of the existing desktop that you want o
change.

Click OK.

The Desktop Modification confirmation box is displayed to telf you that you are
about o overwtite an existing desklop.
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4. Click OK.

You are returned to the screen in which you were working.
5. Open or close windows or rearrange the windows on the screen,
6. From the menu bar, choose Desktop/Stop Defining.

The original desktop is redefined to include the changes you have just made.

1.7.7 Deleting a Desktop

You can define up o ten desktops at one time. Periodically, you may need to
delete old desktops to make space for new ones.

if you delete a currently selected deskiop, ali of the windows pertaining to that
deskiop are closed.

To deiete a desktop:
1. From the menu bar, choose Deskiop/Deiete Deskiop.
The Delete a Desktop dialog box is displayed (Figure 1-7.}.
2. From the list of defined desktops, select the desktops that you want to delete.
3. Click OK,
The Delete a Deskiop confirmation box is displayed.
4, Click OK to proceed with the deletion of the desktops.

The deskiop is deleted and you are returned to the screen in which you were
working.

[reiete a Daskiop

Select Desktop(s)

Netwark Statistics
Station Statistics

Figure 1-7. The Delete a Desktop dialog box
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1.7.8 Renaming a Desktop

You may find it useful to be able to change the name of an existing desktop.

To rename a desktop:
1. From the menu bar, choose Desktop/Hename Desktop,
The Rename a Desklop dialog box is displayed.

2. From the list of currently defined deskiops, select the deskiop that you want to
rename.

3. In Rename As, type the new name for the desktop.
4. Click OK.

The desktop is renamed and you return to the screen in which you were working.
The next time that you display the Desktop menu, the new deskiop name appears
in the numbered selection list.

1.7.9 Saving a Desktop File

Deskiop files allow you to store deskiops in a form that makes them portable from
one Domine analyzer to another. For example, if you are running the same
application on multiple analyzers of the same interface type, you can load the
same desktop file on all of the analyzers and display the same configuration of
resufts windows for all of the instruments.

To save the currently defined desktops to a new desktop file:

1. From the menu bar, choose Deskiop/Save As.
The Save Desktop File dialog box is displayed.

2, iIn Filename, type the name of the desktop file.

3. Click OK.
The currently-defined desktops are saved into the desktop file that you speci-
fied.

* Ifyou load a desktop file and make changes to the current deskiop or desk-
tops, you can save those changes io the desktop file by choosing Save Desk-
top File from the Desktop menu.

+ [f you load a deskiop file and make changes to the defined desktops, when you
exit the application you are prompted to save the changes to the current desk-
top file.

+ The name of the currently loaded deskiop file is displayed in parentheses next
o the Save Desktop Fite command on the Desktop menu. The label "untitied"
appears in the parentheses when no desktop file is currently loaded.
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1.7.10 Loading a Desktop File

Once you have created a desktop file, you can foad that file on any Domino
analyzer of the same interface type that is running the application from which the
deskiop file was created.

To load a desktop file:
1. From the menu bar, choose Desktop/Load Deskiop File.

The Open Deskiop File dialog box is displayed.
2. From the list of desktop files, select the deskiop file that you want o load.
3. Click OK.

You returs to the screen in which you were working. The deskiops stored in
the desktop file are listed as numbered selections on the Deskiop menu,
replacing whatever deskiops were on the menu before you lcaded the desktop
file.

« if you load a deskiop file and make changes to the deskiops, you can save
those changes to the deskiop file by choosing Save Desktop File from the
Deskiop menu.

« If you attempt to load a desktop file and have not saved the desktops you are
currently working on, you are prompted to save the current deskiops to a desk-
top file.
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2. Setting Up

2.1 Getting Started

To start the Domino software:

+ [n the DominoNAS Components folder or the Domino Core folder, double-click
the Domino Core icon,

The Parallel Port Driver Test window is displayed while all the attached Domino
analyzers are tested and initialized; then the Workbench screen appears (Fig-
ure 2-1.). The Workbench screen provides access to all of the features of the
Domino Internetwork Analyzer,

i Analyzers F’teseﬁ‘l.
IV WA Y Seres Sawgp it

Figure 2-1. Workbench screen

2.1.1 Enabling a Domino Analyzer

The Analyzers Present box of the Workbench screen lists the Domino analyzers

that are powered on and connected to the controlling computer. When you enable
a Domino analyzer, you specify that you want that analyzer to be active when you
run Capture, Monitor, or Transmit.

To enable a Domino analyzer:
+ Choose the check box next to the analyzer that you want to enable.

A check mark appears in the selected check box fo indicate that the analyzer
has been enabled.

You can enable multiple analyzers concurrently.

241
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2.1.2 Reinitializing a Domino Analyzer

If no analyzers are listed in the Analyzers Present box on the Workbench screen,
it means that the instruments were not connected or powered on when you
started the software. To correct this without exiting the Domino software, you can
reinitialize the analyzers.

To reinitialize a locally-connected analyzer:

1. Make sure that all the instruments you want to work with are connected and
powered on.

2. From the menu bar on the Workbench screen, choose Tools/Reinitialize
Dominos.

The Paraliel Port Driver Test window is displayed, ail connected Domino
analyzers are tested and initialized, and the Analyzers Present list is updaled,

2,2 Setting up a Domino Analyzer

A Setup button appears beside each Domino analyzer listed in the Analyzers
Present box of the Workbench screen. Choose this button o set up the
corresponding analyzer. You can set up an analyzer whether it is enabled or not.
The options that you can set vary depending on the interface type of the Domino
analyzer chosen. You can learn about the options for your interface by reading the
cnline Help for that interface.

To set up a network interface:
1. From the Workbench screen, click Setup for the analyzer that you want.

The appropriate Setup dialog box appears. Figure 2-2. and Figure 2-3. are
examples of Setup dialog boxes.

igg L .

Token Ring Token Ring/Ethemet Ethernet Etheinet

Meiwork Yype: Etheenet _'j
Eonnector Type: 18Base] [RJ-4Y)
Retwork Rate: 10 Mbps R

4 LCancel §
WAE Addiess: O0-80-16-95-60-{2 [LCanonical, LSB first} —

Help ’ %

Hanual i Advanced.. ]

Figure 2-2. Sample Dominol.AN Interface Setup dialog box

-2




Domino Operating Guide Setting Up

H Sris Sup N

Ay 3%
{3¥.362R5-449
RS-530

E.r \{35 Se!up TR

e
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Pt Help H

Figure 2-3. Sampie DominoWAN Interface Setup dialog box

2. Select the connector type by choosing one of the illustrated connectors and
one of the option buttons, if appropriate.

3. Choose one of the following configuration options:

Auto Provides automatic interface configura-
DominoWAN V-series onfy | tion

Manual Enables you to configure all interface-
All interfaces specific parameters

Advanced Provides options such as setting up the
All interfaces protocol stack, RAM and disk capturing,

frame slicing, and character code

4. Make any desired changes to the interface setup information and click CK.

2.3 Using DominoWAN Auto Configuration

When you select the auto configuration option, the DominoWAN analyzer tesis
samples of the line data, displays the configuration of the network, and configures
the analyzer with the discovered parameters. This option is useful if you are not
certain of the line characteristics. The DominoLAN analyzer does not support
auto configuration.

To select auto configuration:
1. Click Auto on the interface-specific setup dialog box.

The appropriate Auto Configuration dialog box {Figure 2-4.} is displayed with
the automatic configuration settings, To have the DominoWAN analyzer retest
the network, click Re-sample.

2-3




Setting Up Domino Operating Guide

WG DeminoWAN: Auto Configuration

Aute Configing V 35

Camplete

[ Elock Speed (Kbps)
DCE Chyck - 56.8 DIE Clock - 56.0

E Line Setlings

Link Type :  Synchionous BOP

Cade : Bits : 8

CRT : CCITT-16 Parity : MNono
[ Encoding !
Format : REZ MiL-188C - Mo !

Figure 2-4. DominoWAN Auto Configuration dialog box
2. Click Accept Settings.

The selected analyzer is automatically configured and you return to the
Workbench screen.

2.4 Using Manual Configuration

Manual configuration enables you to specify configuration parameters such as
test mode and hardware filters.

You cannot change the link type during Real Time analysis.

To select manual configuration:

1. Click Manual on the interface-specific Setup dialog box. (Figure 2-2. and Fig-
ure 2-3, are examples.)

The appropriate manual setup dialog box appears. Figure 2-5. and Figure 2-6.
are examples of manual setup dialog boxes.

2. Make the desired changes fo the setup information.
3. Click OK.

The selected Domino analyzer is configured and you return to the initial Setup
dialog box.
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7 Bi-Spnc

Lead Setap. . |
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i Nedwork Fillge s
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;- Clock Setup .-

i Clock Source ¥ Enable. ;
[Esternat m:j% S Efiter Setup...

D Clock
| Primary :*g
Encadi v - Receive Data From
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FNRZ . #Beth [
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Figure 2-5. Sample WAN manual interface setup dialog box

Ethernet Hetwork Interface Setup

- Hetwerk Filter
Filter Setup... i

- Test Mode -
& Monitor g I Prompt At Fun
- {*Emulate 3 ! Cancel 1

B_glp

Figure 2-8. Sample LAN manual interface setup dialeg box

2.5 Using Advanced Configuration

Advanced configuration includes selup for the following configuration items:

* Protocol Stack

+ RAM/Disk Capture
» Internal Playback
+ Frame Slicing

» Character Code

2-5
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To select advanced configuration:
1. Click Advanced on the interface-specific Setup dialog box.

The Advanced Setup dialog box appears (Figure 2-7.)

,&dvaﬂced Setup . i f 1

:_._,5nr¢g=3a}§3faytqa¢§5= _____ i._‘.__Frar_ﬁaS.Facir;g i_!:haratteit'mds
Rtk sk Cagture

ST |

Pk ] camel |i owel | Heb

Figure 2-7. Advanced Setup dialog box with the Protocol Stack tab selected

2. Click one of the tabs and set up the desired parameters.
3. Click OK.

You return to the Setup dialog box.

2.5.1 Setting Up the Protocol Stack

The Protocol Stack setup options enable you to load protocols on the protocol
stack at their default layer or at any layer that you choose. This is controlled by the
Custom Stack feature as follows:

* When Custom Stack is disabled, you can only select protocols to load at their
default layer.

* When Custom Stack is enabled, you can load any protocol at any layer.

For the Domino analyzer to be able fo decode a protocol, the software for that
protocol must be installed and the protocol must be identifiable by the protocol at
the preceding layer. A protocol that cannot be identified by the preceding protocol
can be decoded only if you load that protocol and the one that precedes it at the
appropriate layers on the protocol stack.




Domine Operating Guide Setting Up

When analyzing WAN fraffic, you must load the first protocol on the protocol
stack, for example, Frame Relay, HDLC, or SDLC. Also, because WAN protocols
typically iack the ability to detect the next tayer protocol, it is advisable to load the
upper layer protocols that you want to decode on the stack as well. The physical
layer is automatically set to the interface you selected on the previous screen
(e.g., V.24).

2.5.1.1 Loading a Protocol on the Stack

To load a protocol on the protocol stack:
1. In the Advanced Setup dialog box, click the Protoco! Stack tab.

The Protocol Stack setup appears (Figure 2-7.).

2. To load a protocol at any layer, select the Custom Stack check box to enable
the ‘custom stack feature.

To load at the default iayer, clear the Custom Stack check box to disable the
custorn stack feature.

3. Move the cursor to the layer where you want to load the protocol.

4. Use the Up Arrow or Down Arrow to scroll through the list of available
protocols and select the protocol that you want to load.

If a Setup button appears for the selected protocol, then click Setup and make
any necessary changes to the protocol setup.

2.5.1.2 Decoding Proprietary Protocols

The Domine analyzer's ability to decode all traffic comrectly is limited if the traffic
includes proprietary protocol encapsulations that the instrument's protocol
software does not decode.

The Glue protocol software lets you obtain accurate protocol decodes at all
layers, even when proprietary protocol information is present, by enabling you to
define fields that account for the bytes occupied by the proprietary protocol. When
loaded at the appropriate iayer and customized in this way, the Glue protocol
software enables the Domino software to perform a rudimentary decode on the
intervening protocol encapsulation, and protocols loaded at succeeding layers
can then be decoded accurately. The Glue protocol software can be Ioaded at any
layer on the protocol stack and at as many layers as needed. However, all
prolocols loaded on the protocol stack must be loaded in the order in which they
occur in the frame, from lowest to highest layer.

When the protocol software is configured and loaded on the protocol stack, the
Giue protocol software displays decode information in the Protocol Summary and
Protocol Detail windows for the fields you have defined. These windows are
results windows in the Examine application.
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You can configure the Glue protocol software by defining protocol fields on the
Glue Protocol Definition dialog box. You can access the Glue Protocol Definition
dialog box from the Protocol Stack tab of the Advanced Setup dialog box.

To define protocol fields:

1. In the Protocol Stack setup, at the layer that carries the proprietary protocol,
select the Glue profocol,

A Setup button appears next to the box for the layer at which you loaded Glue.
2. Click Setup.
The Glue Protocol Definition dialog box is displayed (Figure 2-8.).

Size, Field Mame, Type
1 Header  Data
T Protlocol 1D Data 3 .
t Sowee Address Tiata ] mmu
1 Bestination Addiess Data .
j i Maodify g
i
% Belete
Protocol Length £ Field Gty 4
Heplace Protocel Mext Protocol
3Com ;‘_Vj; } Uinknovern :}E
C VGK ; T Cancet 3

Figure 2-8. Glue Protocol Definition diatog box

3. For each field in the proprietary protocol that you are defining, perform the
following steps:

a. Click Append,
The Field Definition dialog box is displayed (Figure 2-9.).

P ——
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Figure 2-9. Field Definition dialog box
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b. Define the field.

You can specify the length of the field and the format used for displaying
the field contents. If an Ether Type field is in the proprietary protocol, you
can specify whether or not the next protocol is detected based on its Ether
Type value. In the Swap Bytes box you can specify whether the bytes of
the field are swapped for decoding.

¢. Click OK.

You return to the Glue Protocol Definition dialog box, where the size, field
name, and type are shown.

4. Repeat steps a through ¢ for each field that you are defining.

5. Inthe Glue Protocol Definition dialog box, specify the protocol that is being
replaced and the protocol to be decoded at the next layer.

An alternative way to indicate which protocol follows Glue in the Glue Protocol
Definition dialog box is to enable the Ether Type check box when you define &
protocol field. Decoding occurs as indicated below:

When the

Ether Type" And the Next Decoding of data at the layer
check box ls Protocol field is | following Glue is

Enabled - Specified As specified in the Next Protocol field.
Enabled Unknown As specified in Ether Type field.
Disabled Unknown According to stack specification.

8. Click OK when you have finished dafining all of the proprietary protocol fields.

You return to the Protocol Stack setup.
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When you run your application and access the GLUE decode screen (Figure
2-10.}, the Domino software will display decodes for the proprietary protocol
with the headers and lengths that you have defined.

Eremnet Monitor & 'Surveiltance - [BLUET - LARDTE

Fordely prece F

Figure 2-10. Glue Decode screen

2.5.1.3 Setting Up a Protocol

For a few selected protocols, such as Glue, HDLC, and SDLC, a Protocol Setup
dialog box is available that you can use to specify how Domino interacts with the
protocol software.

To set up a protocok:
1. Inthe Advanced Setup dialog box, click the Protocol Stack tab.
The Protocol Stack setup appears (Figure 2-7.).
2. lLoad the desired protocol on the protocol stack.
if a Setup button is available, it appears next to the layer protocol box,
3. Click Setup.

The appropriate protocol setup dialog box appears. Figure 2-11. is an
example.

2-10
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Figure 2-11. Sample protocol setup dialog box

4. Make any necessary changes to the protocol setup.
5. Click OK.

You return 1o the Protocol Stack setup.

2.5.2 Setting Up the RAM Capture Buffer

The Domine analyzer captures network traffic during Real Time operation and
stores the frames in a RAM buffer for analysis. This process of capture and
analysis occurs not only when you are using the Capture application, but also
when you use Monitor or Transmit, RAM/Disk Capture setup provides options for
the following:

« Limiting the size of the analyzer's RAM capture buffer
+ Specifying what happens when the buffer becomes fuil

« Automatically saving the contents of the buffer to your computer’s disk.
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2.5.2.1 Selecting the Maximum Size for RAM Capture Buffer

212

The actual size of the available memory (for options other than MIN) is
determined by the amount of RAM installed on the analyzer. The analyzer RAM is
shared by the capture buffer and the Domino operating software, which requires
at least 500 KB to perform analysis tasks. This leaves the remaining RAM for
capture buffer use. For example, if your Domino analyzer has 4 MB of analyzer
RAM and you select 100% as the RAM Capture Size, then the size of the capture
buffer is 3.5 MB.

To select the maximum size for the RAM capture buffer:
1. Inthe Advanced Setup dialog box, click the RAM/Disk Capture tab.
The RAM/Disk Capture setup appears{Figure 2-12.).

;...:_I_zjl.g:g_q'._a'i_ F‘\aybarir } #fér__ﬁé Qlééir}g i ) Charactes £.c|.de_._ |
Protacit Stack Rar Tis

ot | Camel | oy |. Heb

Figure 2-12. Advanced Setup dialog box with the RAM/Disk Capture tab selected

2. Choose one of the RAM Capture Size options:
« 100%
s 75%
* 50%
. 25%
+ Minimum (64 KB}
The default RAM Capture Size is 100%.
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2.5.2.2 Selecting the Stop Condition for RAM Capturing

The stop condition controls how the Domino analyzer responds when it has filled
the buffer with captured traffic. The options are to stop capturing network traffic to
the capture buffer or to overwrite the existing capture buffer starting at the
beginning of the buffer.

To select the stop condition for RAM capturing:

1. In the Advanced Sstup dialog box, click the RAM/Disk Capture tab.
The RAMDisk Capture setup appears (Figure 2-7.).

2. Choose one of the Stop Condition options:
* Endless Loop
» Stop Atknd

The default stop condition is Endless Loop.

The Domino analyzer always captures and analyzes fraffic in the RAM capture
buffer during Real Time operation and the stop condition parameter governs how
the buffer is managed. However, when you choose Capiture from the Woritbench,
the stop condition defaults to Stop At End. The Endless L.oop option applies only
fo the Monitor and Transmit applications {except for FastEthernet interfaces). It
does not apply when you run the Capture application.

2.5.2.3 Capturing Traffic to Your Computer's Disk

When you want to capture an amount of fraffic that you expect will exceed the
capacity of the RAM buffer, you can set up the system so that it automatically
performs a capture, saves the captured traffic to your computer's disk, and
repeats the process. You can specify how and when you want the process to start
and o repeat. The cycle of automatic capturing, saving, and repeating can begin:

+ [ach time the Domino capture buffer is filled {o a specified level.
* At a specified time, repealing at specified intervals.
= Each time a specified trigger occurs during a specified interval.

Capture to Disk is not available for LAN and FDDI network interfaces.

2-13
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To repeat captures to your disk automatically:

1. Inthe Advanced Setup dialog box, click the RAM/Disk Capture tab. (Figure 2-
13.).

Figure 2-13. Advanced Setup dialog box with the RAM/Disk Capture tab selected

2. Select Enable Capture to Disk; then click Configure Capture o Disk.

The Configure Capture o Disk dialog box appears (Figure 2-14.).
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1 Save on Timer
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Figure 2-14. Configure Caplure to Disk dialog box
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3. Under Mode, take one of the following actions:

+ To save captured data and clear the Domino capture buffer each time that a
tigger condition is met, click Save on Trigger. (This option is available for
FasiEthernet, HSSI, and Gigabit interfaces only.)

To learn how to set up a trigger, see Section 3.2.3, "Seiting Up Triggers.”

+ To save captured data each time the Domino capture buffer is filled to a cer-
tain limit, click Save When Percent Full. Under Parameters, specify the
point at which you want to initiate the save action {in terms of the parcent of
the buffer to be filled.) :

= To save a specified percentage of the RAM bufter at reqular intervals, click
Save on Timer. Under Parameters, use Timeout to specify how often you
want to save the captured data (in minutes). Use Percentage to specify
how much of the traffic in the buffer to save each fime,

To limit the interval in which the capturing and saving process occurs,
specify the dates and times under Start and Stop.

4. Under File, type a name in the Filename Prefix box. {Click the button to
browse to the directory that you want.)

With each successive data capture, a new number is appended to the
filename prefix.

5. Click OK.

You return to the Advanced Setup dialog box. The process that you have set
up will be activated when you start or reinitialize the analyzer.

Limiting the Amount of Capture Data that is Saved to Disk

When you set up the Domino system to save captured data to your disk
repeatedly, the amount of data that is saved can grow very large. To preserve
space on your disk, you can set limits on the total amount of capture data that is
saved.

To limit the total amount of capture data:
1. in the Configure Capture to Disk dialog box {Figure 2-14.), click Data Size.

The Data Size dialog box appears (Figure 2-15.), which displays the amount
of disk space that is available on your disk.
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 Max Data Size:

Min &vailable Space

 Disk Space Available: ]1.4'39 GB _

Figure 2-15. Data Size Setup dialog box

2. Take one or both of the following actions:

» To limit the amount of data to be saved to your disk, specify a maximum
amount in Max Data Size.

+ To limit the amount of disk space fo be used, specify a minimum amount of
space to keep available in Min Available Disk Space.

3. Click OK to return to the Configure Capture to Disk dialog box.

2.5.3 Setting Up the Playback of a Capture File

Use the Internal Playback feature fo play back network traffic from a capture file to
the Domino analyzer as if it were traffic on a live network. It does not piay back
traffic onio the network.

Internal Playback is useful when you have captured network traffic and you want
to view the same traffic using an application. To use Internal Playback, you set it
up in Advanced Setup, where you enable the feature and specify the capture file
that you want lo use. After you set up the feature, the file that you specified plays
back when you start any of the Real Time applications.

The Domino system'’s Transmit feature enables you to play back a capture file
onto the network. See Section Section 6.2, "Playing Back a Capture File."

2.5.3.1 Selecting a Capture File to Play Back

To select a capture file to play back onto the analyzer:
1. Inthe Advanced Setup dialog box, click the Internal Playback tab.

The Internal Playback setup appears (Figure 2-16.).

2-16
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Figure 2-16. Advanced Setup dialog box with the Internal Playback tab selected
2. Select Enable Playback.
3. Click Browse to specify the path and name of the file that you want.

The Open Playback File dialog box appears (Figure 2-17.).

File name: Folders:
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Figure 2-17. Open Playback File
4, Selsct the capture file that you want to use.
5. Click OK to close the Advanced Setup dialog box.

Playback is enabled. When you start an application, the file you have selected
will be played back to the Domino analyzer.
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2.5.3.2 Enabling or Disabling the Internal Playback of a Capture File

When you have specified the name of the capture file and enabled the internal
playback feature, you may find that you need to disable the playback of the
caplure file. From the Internal Playback setup, you can disable playback without
losing the specified capture file. Then you can enable playback if you want to use
it at a later time.

To disable the internal playback of a capture file:
1. Inthe Advanced Setup dialog box, click the Internal Playback tab.
The Internal Playback setup is displayed (Figure 2-7.).
2, Clear the Enable Playback check box.
The Enable Playback check box and the Playback Filename box are now
empty.
To enable the internal playback of a capture file:
1. Inthe Advanced Setup dialog box, click the Internal Playback tab,
The Internal Playback setup is displayed.
2. Select the Enable Playback check box.

A check mark appears in the Enable Playback check box. The specified
capture file and the Browse button are displayed.

2.5.4 Setting Up Frame Slicing

2-18

Use frame slicing 1o shorten the data frame before it is passed to the analyzet for
processing. You might want to adjust the frame in this way if you are interested in
the frame header and you have no use for the user data contained within the
frame,

Frame slicing starts at the beginning of the frame. For example, if you select the
128-byte frame slicing option, ail data after the first 128 bytes is discarded before
the frame reaches the analyzer.

To set up frame slicing:
1. Inthe Advanced Setup dialog box, click the Frame Slicing tab.

The Frame Slicing setup appears (Figure 2-18.).
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Figure 2-18. Advanced Setup dialog box with the Frame Slicing tab selected

2. Choose one of the frame slicing options.

If you inadvertently slice a frame in the middle of a protocol, that protocol
hecomes invalid for decoding.

2.5.5 Selecting the Character Code

Advanced Setup provides the option to select the data transmission character
code, which conirols the way the Domino analyzer interprets the data that it
captures from the network.

The character code selection affects the display of the Hexadecimal and
Character Trace results windows.

2-19



Setting Up Domino Operatin_g Guide

To select the character code:
1. Inthe Advanced Setup dialog box, click the Character Code tab,

The Character Code setup appears {Figure 2-19.).

tAdvanced Setup

”.:._.F{FQEQCnﬁStaC}a ' 1 ' ﬂﬁh’!?i’lksi\taptu;e. i

Irtermnai Flaghack i Frame Slicin Characte: Cods

F.—_ij . [:.;,n{;e! R . i el

Figure 2-19. Character Code setup

2. Choose one of the Character Code options:
s ASCI
= ASCI Extended
« EBCD
« EBCDIC

2.6 Setting up the Toolbox

In the Toolbox (Figure 2-20.) at the bottom of the Workbench screen, you can
assign buttons to optional Domino applications.

Figure 2-20. Toolbox on the Workbench screen
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To configure the Toolbox application butions:
1. In the Toolbox on the Workbench screen, click Configure,

The Configure Assignable Butions dialog box appears (Figure 2-21.}.

Configure Assignable Buttons ﬂ

MNE] | SHETHMONE

Figure 2-21. Configure Assignable Buttons dialog box

2. Click the button to which you want to assign the application.

The Configure Single Button dialog box appears (Figure 2-22.).

Configure Single Button > 3
Bre - : ]

Lewt |SM& SGen

. Piclure: 1 E@

Application:
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Figure 2-22. Configure Single Button dialog box

3. Select the Enable check box; then click Browse.

The Select Application dialog box appears {Figure 2-23.).
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Figure 2-23. Select Application dialog box

4,

Select an application from the Application List and click Select.

If the application is not listed, locate it by doing one of the following:
« select a new application group from the Group List

« select a new drive.

When you click Select, the dialog box closes and you return to the Configure
Single Button dialog box. The name of the application that you selected
appears in the Text box and Application displays the path.

in the Picture box, select the picture that you want 1o display on the button;
then click OK.

You return to the Configure Assignable Buttons dialog box.

Repeat steps 2 through 5 for each button to which you want to assign an
application.

When you finish assigning butions, click OK.

You return to the Workbench screen. The buttons in the Toolbox reflect the
application assignments that you configured.

2.6.1 Enabling or Disabling an Application Button

2-22

Occasionally, you might find that it is useful to disable a configured Toolbox
button. You can disabie a button without losing its assigned application, texi, or
icon. Then you can enable the application button when you want it to be visible
again.
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To disable or enable a configured a;ﬁplication button:
1. Inthe Toolbox on the Workbench screen, click Configure.

The Configure Assignable Buttons dialeg box appears (Figure 2-21.).
2. Click the button that you want to disabie or enable.

The Configure Single Bution dialog box appears (Figure 2-22.).
3. Clear of select Enable; then click OK.

You return to the Configure Assignable Buttons dialog box.
4. Click OK to return io the Workbench screen.

2.6.2 Changing a Picture on an Application Bution

You can change the picture or icon that is assigned to a Toolbox applicaiion
button.

To change a piciure on a button:
1. In the Toolbox on the Workbench screen, click Configure.

The Configure Assignable Buttons dialog box appears (Figure 2-21.).
2. Click the button that you want to change.

The Configure Single Button dialog box appears (Figure 2-22.).

3. Inthe Picture box, scroll through to select the picture that you want {o use;
then click OK.

You return to the Configure Assignable Butions dialog box.

4, Click OK to return fo the Workbenéh sereen.

2.6.3 Changing the Application Assigned to a Button

You can change the application that is assigned to a Toolbox button.
To change the application that is assigned to a button:
1. Inthe Tooibox on the Workbench screen, click Configure.
The Configure Assignable Butions dialog box appears (Figure 2-21.).
2. Click the button that you want fo change.
The Configure Single Button dialog box appears (Figure 2-22.).
3. Click Browse.

The Select Application dialog box appears (Figure 2-23.).

2-23



Setling Up

Domino Operaling Guide

4. Select the application that you want fo assign and click Select,

If the application that you want to assign is not fisted in the Application List,
locate it by doing one or more of the following:

= Inthe Group List, select a new application group
+ Select a new drive

When you click Select, the disalog box closes and you return to the Configure
Single Button dialog box,

5. Change the text and picture that are specified in the boxes of the Configure
Single Button dialog box. This is necessary because the Text box and Picture
box will still contain the values that were previously assigned to the button.

6. Click OK.
You return to the configure Assignable Buttons dialog box.
7. Ciick OK to return to the Workbench screen,

2.6.4 Changing the Text on a Button

2-24

Hlire 2

When you assign an optional Domino application to a button, the system
automatically uses the application’s filename as the text that appears on the
button. If you like, you can change the text that appears on a button.

To change a button's text:
1. Inthe Toolbox on the Workbench screen, click Configure.

The Configure Assignable Buttons dialog box appears (Figure 2-21.).

2. Click the button that you want to change.
The Corfigure Single Button dialog box appears (Figure 2-22.).

3. In the Text box, type the text that you want to appear on the button: click OK.
You return to the configure Assignable Buttons dialog box.

4. Click OK to return to the Workbench screen,

Because a proportional-spaced font is used, the length of the text on a bution
varies depending on the width of the characliers that you use. Typically, an
application button can accommodate text that is up to 7 characters iong.

You can assign an Alt+combination to an application button by inserting the
ampersand symbol (&) in front of the character that you want to use in the
application's text. For example, to assign the Alt+35 combination to the
BEHT_V35 application bution, type BERT_V&35 in the text box.
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2.7 Enabling the Display of Symbolic Names

You can enable and disable the feature that displays names instead of addresses
in windows that provide station information.
To enable or disable the display of symbolic names:

1. From the menu bar on the Workbernich screen, choose Utilities/Manage Sym-
bolic Names.

The Symbolic Name Setup dialog box appears (Figure 2-24.).

Symbuolic _Me'Setup

Symbolic Hames Fie:

fc:“ Anatmeshdef 5, SYm [ Browse. .. i [ﬂ;t 1

Mig 1Ds File: o vdominodnames\imfg ouispm

- Mame Recogmtion £ plions
.
¢} Enable leaming of symbolic names

! " Heplace existing names with new leamed names

! {7 Alwaps replace dynamically assigned addiesses o Hel
i i { Help

Figure 2-24. Symbolic Name Setup diatog box

2. Select or clear the Enable Symbotlic Names check box.

3. lf you are enabling the feature, verify that the file listed in Symbolic Names
File is the one that you want to use and check any Name Recognition
Options that you want. Then choose OK.

The dialog box closes and you refurn to the Workbench screen. Stations are
identified by names instead of addresses in windows that provide station
information.

The Manage Symbolic Names command is also available from the Examine
Buffer menu and the Control menu in Gapture, Monitor, or Transmit. To learn
mote about managing symbolic names, refer to the Help for the Domino sofiware,
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2.7.1 Enabling the Analyzer to Learn Symbolic Names

The Domino analyzer is equipped to learn the hames associated with the
addresses of stations that it detects and to add those names and addresses to
the symbolic namaes file.

The symbolic names feature offers options fo replace existing names with new
learned names and to replace dynamically assigned addresses.

To enable the analyzer to learn symbolic names:

1. From the menu bar on the Workbench screen, choose Utilities/Manage Sym-
bolic Names,

The Symbolic Name Setup dialeg box appears (Figure 2-24.).

2. Select Enable Symbolic Names and verify that the file that you want is
specified in Symbolic Names File.

3. Under Name Recognition Options, select Enable learning of symbolic
names.

4. If youwant to replace an existing name when the analyzer iearns a new name
for an address, select the corresponding check box.

if you have edited the symbolic names fite to provide station names that you
recognize easily, clear the check box to ensure that your names remain as you
want them.

5. [f you want to repiace dynamically assigned addresses, select the
corresponding check box.

In some networks, addresses are assigned dynamically each time a station
logs on., If your network assigns addresses dynamically, be sure to select this
option. If you do not, duplicate address entries are likely to be added to your
symbolic names file.

6. Choose 0K,

The dialog box closes and you return to the Domino screen in which you were
working. The analyzer learns the names associated with the stations that it
detects and adds the station names and addresses to the symboiic names
file.

The Manage Symbolic Names command is also available from the Examine
Buffer menu and the Control menu in Capture, Monitor, or Transmit. To learn
more about managing symboiic names, refer to the Help for the Domino software.
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2.8 Displaying Software Version Number Information

Use the About Domino Internetwork Analyzer command to display the software
version infermation for your Domino analyzer o determine whether you have the
latest version of the Core software, network interface software, and protocol
software.

The About Domino Internetwork Analyzer dialog box also displays:
« the copyright! notice

« the analyzer board

» the interface board

» the interface module (WAN only)

To display software version information:

+ From the menu bar on the Workbench screen, choose Help/About Dominc
Internetwork Analyzer,

Use the scroli bar to scroll through the software version number information.

2-27



Setting Up Doming Oparating Guide

2-28




Domino Operating Guide Capturing Network Traffic

3. Capturing Network Traffic

This chapter describes how 1o capture traffic and save it fo a file. To
learn how to set up the system for automatic caplures io be savedina
seties of files on your computer’s disk, see Section 2.5.2.3, "Capturing
Traffic to Your Computer's Disk."

The Capture application records live traffic off the network and stores it in a RAM
capture buffer on the Domino analyzer. For the DominoFDDI, DominoLAN and
DominoWAN {(V-series, E1, and T1) analyzers, Caplure provides filtering capabil-
ity to enable you to jimit the frames that are captured to those of particular inter-
est, it also provides the ability to define as a trigger event the receipt of a frame
that matches specified criteria. When you set up a frigger event and define an
action to occur in response to the trigger, you can compare network behavior
hefore and after the trigger event.

When you capture traffic, you can save the traffic that is stored in the capture
buffer fo a file. With a capture file, you can:

= Open the file in the Examine application to study the traffic in detail.

» Play back the traffic from the capture file as if it were live network traffic. Inter-
nal playback is useful when you want to review the traffic in the Monitor results
windows or analyze it with the features available in one of the Toolbox applica-
tions.

= Piay back the capture file while simultaneously transmitiing its contents onto
the network and back o the Domine for further analysis. To learn about exter-
nal playback, see Section 6.2, "Playing Back a Capture File."

3.1 Starting the Capture Application

Capture is one of the four main Domino functions that are available from the
Workbench screen, which is the first screen you see when you start the Domino
software. To learn more about the Workbench screen and how 1o prepare to use
an application, see Section 1.3, "The Domino Workbench."

To start the Capture application:
¢ Choose Capture from the Workbench menu or click the Capture bution.

Capture starts, opens a RAM capture buffer for each enabled Domino, and
begins capturing traffic from the network. A default desktop is displayed that
consists of interface-specific results windows. If you make changes fo the
desktop, your changes are saved and the modified desktop is restored the next
tirne you start Caplure.
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i you are using a DominoL AN, DominoFDDI, or DominoWAN analyzer, the Fil-
ter/Trigger dialog box is automatically displayed. This enables you to set up fil-
ters and triggers while data is being captured, although you must stop and
restart data capture to activate the filters or triggers that you set up.

3.2 Using Capture Filters and Triggers

When you use the Capture application to capture network data, al of the traffic
that is received by the analyzer is placed in the capture butfer. This canresult ina
large accumulation of data, only a small portion of which may be relevant to an
event that you are monHoring or a problem that you are troubleshooting. The Cap-
ture application for the DominoLAN, DominoFDDI, and DominoWAN analyzers
provides filtering capabilify to enable you to limit the frames that are captured to
those of particular interest.

Filters are conditions that you define to limit the amount of network traffic that is
captured. When a filter is enabled, incoming frames are either captured or dis-
carded according to whether they meet the filter conditions. Filtering network traf-
fic allows you to isolate and save only those frames that are significant to a
specific problem or event. The Capture Filter setup allows you to specify address,
protocol, byte patiern, frame size, and error type as filter conditions that can be
used singly or in combination.

A trigger is an event that you define that causes an action to ocour. Tosetup a
trigger, you spacify one or more frame characteristics as trigger conditions. When
a frame that matches the specified conditions is captured, it activates the trigger
action that you select, such as stopping the capture buffer or running a Windows
program.

When you use a trigger and a filter concurrently, the filter that you define must
inciude (filter in} the type of frame that you define as your trigger. If the filter dis-
cards the trigger frame, the trigger condition can never be met because the trig-
gered frame isn't capiured.

3.2.1 Logical Combination of Filter Conditions

To ensure that the filter that you set up traps the network traffic that you are inter-
ested in, you need to understand how the Capiure Filters interact with each other.
The basic rule is:

» conditions on the same tab of the Filter Setup are logically ORed

+ conditions on each tab are logically ANDed with conditions on the other tabs
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For example:

« f you choose to filter IP traffic from the Protocol tab, and specify three
addresses on the Address page, the filter wilf trap IP protocol frames that con-
tain any one of the addresses that you selected (IP AND Address 1 OR
Address 2 OR Address 3).

+ [l you choose P and IPX protocols on the Protocol tab, and specify three
addresses on the address tab, the filter will trap either IP protocol frames that
contain one of the three addresses, OR 1PX protocol frames that contain one of
the three addresses.

» But, if you choose IPX on the Protecol tab AND specify an I[P address on the
Address tab, you have logically ANDed two mutually exclusive conditions, and
no frames will be trapped by the fitter.

3.2.2 Setting Up Capture Filters

Setting up a Capture filter consists of specifying globai filter conditions, which
apply to the entire filter setup, and one or more specific filter conditions. The spe-
cific filter conditions are:

Address You specify the frame type (either DLC, |P, or IPX) and
whether to filter on a specific source address, destination
address, or both.

Protocol You can select up to four protocols on which to filter.

Match You can filter on three match options: Pattern, Size, and
Error. You can specify as many as four filter conditions in
one match filter,

WAN Aliows you to filter on Frame Relay or HDLC protocol frame
characteristics.

3-3
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To set up capture filters;
1. From the Capture menu bar, choose Filters/New,

The Filter/Trigger dialog box appears (Figure 3-1.}.

|4 Filter/Trigger -V Series:D3

. Filename -
; ~Filtet Statug -

i Captured Frames - 0

WAN : Frame Aelay Disabled
! Addiesses Disabled

i Match Disabled

. Protocols Dizabled

Status; Capturing Frames....___........

% Capture Buffer Full [T 7T L el e

LU TR/t S SR | 1

Figure 3-1. Filter/Trigger dialog box

2. Click Filters,
The Filters Setup dialog box appears.

shown in Figure 3-2,, to specify:

Set up the global filter parameters using the options on the General tab,

= Whether to include or exclude filtered frames from the capture buffer.

= Which encapsulation method to specify as a filter condition. The options
are: Ethertype, LLC SAPR or SNAP Ethertype is not an encapsuiation
method for Token Ring or FDDI; the option is not available when you are
setting up a Token Ring network filter or a FDDI network filter,

Addresses, Protocol, and Maitch tabs.

Set up the address, protocol, and match filters using the options on the

if you are using a DominoWAN analyzer, use the options on the WAN tab to
filter HDLC or Frame Relay frame characteristics, and to ensure that the filter
setup corresponds to the implementation of HDLC or Frame Relay on your

network.
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 Filtors Solup

Figure 3-2. General tab, Filters Setup dialog box

5. When you have defined and enabled all of the filiers that you want to uss,
choose Filters/Start from the Capture menu bar to begin capturing filtered
traffic.

The options on the General tab of the Filters Setup dialog box specify conditions
that work in conjunction with any filters in the current setup. Neither of the settings
on the General tab have any effect unless an Address, Profocol, Maich, or WAN
filter is enabled.

3.2.2.1 Setting Up an Address Filter

The address filter enables you to filter network traffic according to the source and
destination of the frames. If traffic flows in both directions between two addresses,
you can specify either address as source or destination, and then use the bi-
directional option to capture all traffic between the two. -
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To set up an address filter:

1. Onthe Filters Setup dialog box, shown in Figure 3-2., click the Addresses tab.
2. Click Add.
The Address Information dialog box appears {Figure 3-3.).

AWANDEL & GOLIER<1D> o]
ANORRIS ~:

DEEP THOUGHT :
1BUILD3 N
IDOCUMENTATION <1D> Lt
HSTEWART-HEALD

Figure 3-3. Address information dialog box

3. In Type, select the address type: DLC, iP, or IPX.

Notice that the address format changes depending on the address type that.
you select,

4. In Source Address, do one of the following:
* Type the source address of the frames you want to filter.
* Select a name from the Available Names fist and click Add.
5. In Destination Address, do one of the foliowing:
+ Type the destination address of the frames you want to filter.
* Select a name from the Available Names list and click Add.

6. Select the format in which you would like the addresses to be displayed. The
options are;

Canonical The default address format for Ethernet. The canonical
address format displays the address as six groups of two
hexadecimal digils, separated by dashes,

Non-canonical ~ The default format for Token Ring and FDDi. The non-
canonical address format displays the address as six
groups of two hexadecimal digits, separated by colans.

7. To make this filter active when you start capiuring frames, select the Enable
check box.

8. Click OK to confirm your selections and return to the Filter/Trigger dialog box.

3-6
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AN

If the Destination and Source lists do not display the hames that you want to
see, be sure that the correct symbolic namaes file is selected in the Symbolic
Name Setup dialog box. Even if you have disabled symbolic names, the
selected file controls the entries that appear in this list. If the list grows too long
and contains entries that you never use, delete the unnecessary entries. See
the online Help topic, "Managing Symbolic Names".

3.2.2.2 Setting Up a Protocol Filter

{Figure 3-4.}.

| Gened | addeme: | Piolecols | 1

: i Enable

The protocol filter enables you to filter network traffic for up to four protocols,

To set up a protocol filter:
1. On the Filters Setup dialog box shown in Figure 3-2., click the Protocols tab

Sefect a maximum of 4 protacels ;- Selected Piotocols ooy
APPLETALK i i
ARP

BPDU
DEC_LANBRIDGE
BEC_LAT

BEC LAYC
BECHET

P

P
EOOPBACK

HETBIUS
HEVELL e
BARP
SNAP i~

o Cancel  |! b 7 Help

Figure 3-4. Protocols tab, Fillers Setup dialog box

2. On the Protocols tab, select up to four protocols from the list of protocols.
Each protocol that you select is listed in the Selected Protocols box.

3. Token Ring only: To specify that MAC frames are 1o be trapped by the filter,
select the include MAC Frames check box.

FDDI only: To specify that SMT frames are to be trapped by the filter, select
the Include SMT frames check box.

4. To make this filter active when you start capturing frames, click Enable.

5. Click OK to confirm your selections and return to the Filter/Trigger dialog box.
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3.2.2.3 Setting Up a Match Filter

3-8

The match filter enables you to screen framas for three characieristics:

+ For DominoL AN and DominoFDDI analyzers: a 6-byte pattern that occurs at a
specific offset into the frame. For DominoWAN analyzers: a 64-byte pattern at
a specific offset.

* The size of the frame
s An error condition
You can set up a match filter that consists of up 1o four logically combined filter

conditions using one or all of the match options. For example, you could filter for
frames that meet the following criteria:

Pattern 00-80-16-8E occurring at offset 2

OR Pattern 00-C0-C0-DO occurring at offset 15
AND Bad CRC error condition
AND NOT more than 2000 bytes long

The Match tab of the Filter Setup enables you to create filters to match almost any
network analysis situation by allowing you to specify byte-level filter criteria.

For example, you can create a filter to identify Ethernet collisions on your network.
On the Match tab, set a pattern match for AAAA and 5555 (the patterns formed by
the Ethernet preambie, in hexadecimal) at various offsets, and OR the matches
fogether. Filtering on the preamble pattern at larger offsets will trap collisions
oeeurring later in the frame.

To set up a match filter;
1. On the Filters Setup dialog box, click the Match tab (Figure 3-5.).

The options on the Match tab allow you to specify up to four filter conditions.

Fillers Selup, [
" hiereral H r'ivyec*es ;‘-‘rcw:uL : “Match 3
¥ Enable

[Fattom ] Seiea
"NOT  {prmary f
R =

TINOT  Jabber
fa——

Patern ~] ‘Selsot
TNOT  [primary !

. [PYTRE P—
Size =] Gelect ml-#

#MOT  [Ske:< B

] Eanet

Figure 3-5. Match tab, Filters Setup dialog box
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For the first filter condition, select the match option: Pattern, Size, or Error,

3. Click Select to display the setup dialog box for the match option that you
selected.

4. Specify the pattern, frame size, or network error on which you want to filter,
and click OK to refurn to the Malch tab.

5. Hepeat steps 2, 3, and 4, for each filter condition that you want to set up.
6. To make this filter active when you start capluring frames, click Enable.

7. Click OK to confirm your selections and return to the Filter/Trigger dialog box.

3.2.2.4 Setting Up a WAN Filter

The WAN filter options differ depending on whether you are fitering HDL.C or
Frame Relay traffic. Both the HDLC and the Frame Relay filter setups require that
you specify protocol setup information in addition to the frame characteristics that
you choose as filter conditions. The protocol setup parameters in the fitter setup
are the same as those that you specified when you set up either HDLC or Frame
Relay on the protocol stack; the values you select most correspond to the imple-
mentation of HDLC or Frame Relay on your network.

To set up a WAN filter for HDLC frames:
1. From the Filter/Trigger dialog box, click Filters.

The Filters Setup dialog box appears.
Click the WAN tab.
in the Layer 2 box, choose HDLC.

w P

The options on the dialog box change fo reflect your selection.

s

To filter HDLGC frames according to frame type, select one ot more of the
frame type options from the list,

5. Set the address size, modulo, and encapsulation type to correspond fo the
implementation of HDL.C on your network.

o

. To specify that this filter will be active when you start capturing frames, click
Enable,

7. Click OK to confirm your selections and return to the Filter/Trigger dialog box.
To set up a WAN filter for Frame Relay frames:
1. From the Filter/Trigger dialog box, click Filters.
The Filters Setup dialog box appears.
2. Click the WAN tab.
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3. Inthe Layer 2 box, choose Frame Relay.

The options on the dialog box change 1o reflect your selection.

4. Setthe Encapsulation Type and MAC Layer options to correspond to the
implementation of Frame Relay on your network,

5. To filter frames addressed to one or more DLCls, select the DLC! from the
DLCI List.

The Add, Edit, and Delete options on the dialog box enable you to make
changes to the DLCI list.

6. Totrap frames addressed to the selected DLCI that will provide information
about congestion on the network, select one or more of the Congestion filter
options: FECN, BECN, or DE.

7. Tofilter frames addressed to the selected DLCI according to the setting of
control bytes, select one or more of the following options: U, XiD, C/R bit,

8. To specify that this filter will be active when you start capturing frames, click
Enable.

9. Click OK to confirm your selections and return to the Filter/Trigger dialog box.

The congestion and control byte options only function as filter conditions in
relation to a DLCI address selection,

In order for the analyzer o decode the filtered frames, you must have Frame
Relay or HDLC loaded on the protocol stack. To learn how to load the protocol
stack, see Section 2.5.1, "Selting Up the Protocot Stack.”

3.23 Setting Up Triggers

310

A trigger is an event that you define that causes an action to occur. To set up a
trigger, you specify one or more frame characteristics as trigger conditions. When
a frame that matches the specified conditions is captured, the trigger action is
activated.

When you use a trigger and a filter concurrently, the filter that you define must
include (filter in} the type of frame that you define as your trigger. If the trigger is
not filtered in, the filter discards the trigger frame and the trigger condition can
never be met because the triggered frame isn't captured.
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3.2.3.1 Setting Up a Trigger Condition

The trigger conditions that you can set up are the same as the match filter condi-
tions. You set the frigger up in the same manner as you do the match filter--by
specifying that an incoming frame must match certain frame characteristics (pat-
tern, frame size, or error type).

To set up a trigger condition:

1. From the Filler/Trigger dialog box, click Triggers.
The Triggers dialog box appears.

e [ o

. .Enable
E’}uemq ;Salecii
HEETEN ‘grimi:(y
trm;;m_:d! “Sefect
S ——
7 - i
Patten * ~ | Selaci_g

{MOT  [pcmaty | 1
. AMD
. Size  Lv| Selent ‘ﬁl

MHOT Bize- <8

ok ] eaneal | gaa 10 Help

Figure 3-8. Match tab, Trigger Setup dialog box

2. Click the Match tab (Figure 3-8.),
The options on the Maich tab alfow you to specify up fo four frigger conditions.
3. For the first trigger condition, select the match option: Pattern, Size, or Error.

4. Click Select to display the setup dialog box for the maich option that you
selected.

5. Specify the pattern, frame size, or network error that you want to use as a trig-
ger, and click OK to return fo the Maich tab.

6. Repeat steps 3, 4 and 5 for each trigger condition that you want to set up.
7. To make this trigger active when you start capturing frames, click Enable.

8. Click OK to confirm your selections and return to the Filter/Trigger dialog box.

3-11
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3.2.3.2 Setting Up a Trigger Action

After you have set up a trigger, you select the action that you want to occur when
the trigger frame is received.

Trigger actions often require some additional setup. The setup oplions appropri-
ate to the action you select are displayed when you select the action. For exam-
ple, when you select Save Capture Buffer, you can specify the percentage of the
capture buffer that you want to fill with captured traffic after the trigger event
occurs, Continuing to collect data in the capture buffer after the trigger event
occurs provides the opportunity to examine and compare the quality of network
traffic from before and after the event.

To set up a trigger action:

1. From the Filter/Trigger dialog box, click Triggers.
The Triggers dialog box appears.

2. Click the Action tab (Figure 3-7.).

top.Caj
+ Run Windows Program

Figure 3-7. Action lab, Trigger Setup dialog box

3. From the Available Actions box, select the action. The options are:
Stop Capture Buffer
Run Windows Program

4. Do one of the following:

» [f you select Stop Capture Buffer, specify the percentage of the capture
buffer that you want 1o fill with captured traffic after the trigger event occurs.

Stop Capture Buffer enables you to obtain a snapshot of network traffic
betore and after the trigger even oceours. If you specify that you want to fill
50 percent of the capture buffer after the event, and before the event ocours

312
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28 percent of the capture buffer is full, 78 percent of the capture buffer will
be filled when data capture stops.

« If you select Run Windows Program, click Browse to open the Open Pro-
gram File dialog box and choose an executable program that will run when
the trigger event ocours.

5. Click OK to return to the Filter/Trigger dialog box.

3.2.4 Ending Filter Setup

When you have finished setting up the filters and triggers for a session, or if the
Filter/Trigger dialog box is open and you do not want to set up any filters, you end
filter setup by closing the Filter/Trigger dialog box.

To end filter setup:
+ From the Capture menu bar, choose Filters/Close.
The Filter/Trigger dialog box closes.

3.2.5 Starting and Stopping the Capture of Network Traffic

When you have compleled a filter setup, or if you have decided not to implement
capture filters and simply want {o begin capturing network traffic, you can start
data capture from the Filters menu.

To start capturing traffic:
+ From the Capture menu bar, choose Filters/Start.

When data capture begins, the Filtered Frames field on the Filter/Trigger dia-
log box reports the number of filtered frames that have been captured. If no fil-
ters are enabled, this field reports the number of frames that have been
captured.

While the analyzer is capturing frames, a scale on the Filter/Trigger dialog box
indicates the percentage of the capture buffer that has been filled. When the
buffer is full, the content of the buffer is overwritten with newly captured frames.
The overwritten portion of the buffer is indicated by a change in color on the
percentage scale..

Shoricut:

You can also use the Start button &
capture.

1 on the Capture toolbar to start data
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To stop capturing traffic:
+ From the Capture menu bar, choose Filters/Stop.

Shortcut:

You can aiso use the Stop bution 1=
caplure,

on the Capture toolbar to stop data

3.2.6 Clearing the Capture Buffer

To clear the capture buffer:
¢ From the Capture menu bar, choose Filters/Flush.,

Shortcut:

You can also use the Flush button L8] on the Capture toolbar.

3.3 Working with Filter/Trigger Setup Files

314

The Capture Filters menu provides file management options, so that you can
save and reuse the filter and trigger setups that you create. The default file type of
the setup file varies, depending on the network interface type. For example, the
default file type for Ethernet filter/irigger setup files is FT3. The default file type
for Token Ring filter/trigger setup files is .FT5.,
To open a filter setup file:
1. From the Capture menu bar, choose Filters/Open.

The Open dialog box appears.

2. In File Name, select the name of the filter setup file that you want to use; then
click OK.

The Filter/Trigger dialog box appears. The status display field shows whether
any fitters are enabled in the newly loaded setup.

To save a filter setup to a new filter/trigger setup file:
1. From the Capture menu bar, choose Filters/Save.,
The Save As dialog box appears,

2. iIn File Name, type a file name to use for the new filter/trigger setup file.
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3. To save the file to a different drive or directory, use the Directory and Drive
options to specify where you want to store the file.

4. Click OK.

To save a filter setup to an existing filterftrigger setup file:
1. From the Capture menu bar, choose Filters/Save As.
The Save As dialog box is displayed.

2. In File Name, select the name of an existing filter/trigger setup file from the
list.

3. To save the file to a different drive or directory, use the Direetory and Drive
options to specify where you want to store the file.

4. Click OK.
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4. Monitoring Network Traffic

The Monitor application provides a comprehensive view of the activity on your
network. It helps you to track network performance and it discovers and repotts
the most common network anomalies. Monitor command options enable you to
view both network-level and station-specific traffic analysis data.

4.1 Starting the Monitor Application

Monitor is one of the four main tunctions that are available from the Workbench
screen, which is the first screen you see when you start the Domino software. To
learn more about the Workbench screen and how to prepare to use an
application, see Section 1.3, "The Domino Workbench."

To start the Monitor application:
+ Choose Monitor from the Workbench menu or click the Monitor bution.

Monitor starts and begins monitoring the traffic on the network. A default desk-
top is displayed that consists of interface-specific results windows. If you make
changes to the deskiop, your changes are saved and the modified desktop is
restored the next time you start Monitor.

Figure 4-1 illustrates the Monitor screen with two open results windows.

Herin s

Tulnl § Tos & Wan M

Name { Address Bytes Frames i Frame Frome
i 7783 B4
2 283 1518

1152 1.57.81 : : o
152,150 11 ]
Ftszaea
|287.53.12.34
58,

195,042, 13687 1
5

Figure 4-1. Sample Monitor resuits windows
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4.2 Monitoring a Token Ring Network in Passive Mode

4-2

The DominoL AN analyzer provides a passive mode of operation that enables you
to use the monitor application to unobtrusively monitor the fraffic on a Token Ring
network. In passive mode, the BominoL AN analyzer is physically connected to
the network, but is not an active station and does not fransmit any frames onto the
ring.

Passive mode allows the analyzer to connect to a beaconing ring, thereby
increasing your ability to quickly locate the cause of the beacon condition.

To set up the DominoL AN to operate in passive mode:

1.

From the Workbench, click the Setup button for the DominoL AN connected to
the Token Ring network you want to monitor.

From the Dominol AN Main Setup dialog box, select one of the Token Ring
interface connector types. Verify that the Token Ring is specified as the nef
work interface type; then click Manual.

The Token Ring Network Interface Setup dialog box is displayed.
In Test Mode, select Monitor and click OK.
You return to the DorminoLAN Main Setup dialog box.

Click OK to save your interface setup selections and return to the Workbench.

5. From the Workbench, click Monitor.

The Monitor application starts.
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4.3 Viewing Station-Specific Statistics

Monitor provides the following options for obtaining statistics for individual stations

on your network:

Display Station List

Lists the fop network users identified by address
with the following statistics for each user:

+ Total bumber of byles

» Total number of frames

« Average frame size

+ Minimum frame size

+ Maximum frame size

» Percent of network utilization

Sort by Lineside
{(DominoWAN analyzers
only)

Sorts the station fist according to whether the
station is transmitting from the DTE or DCE side
of the line

Sort by Usage

Sorts the station list by percentage of network
use, in descending order

Top Users

Displays a pie chart showing the top network
users and the percentage of network traffic asso-
ciated with each, for one of the following time
periods:

= current (the last 30-second interval)

= session (since monitoring started or statistics
were reset)

To display the station-specific statistics:
1. From the menu bar on the Monitor screen, choose Monitor/Station.

2. From the Station sub-menu, choose how you want to view the station-level

statistics:

+ Display Station List shows data in tabular format

« Top Users presents the current or session station-level data in graphic for-

mat
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3. If you are viewing the station list, you can choose one of the sorting options
from the Monitor/Station menu to modify the display of the station list.

= Sort by Lineside (DominoWAN analyzers only)
= Sort by Usage

5 Total & Total # Avg
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Figure 4-2. Sampie station statistics window

4.4 Viewing Network Utilization Statistics

The Network Utilization graph displays network utilization statistics in bar graph
formal. It indicates the current utilization and displays the utilization for each
interval during the monitoring period in the bar graph.

To learn how to scroll through the graph using the keyboard or the mouse, see
Section 4.15, "Examining Captured Network Traffic.” To learn how to change the
time inferval used for displaying the graph, see Section 4.186, "Scrolling Through
Graphs."

4.4.1 Displaying a Network Utilization Graph

To display a Network Utilization graph:
¢ From the Monitor menu, choose Network/Utilization Graph.
The Network Utilization graph appears (Figure 4-3.),
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| Network, Utilization Graph - LAN.D3
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Figure 4-3. Sample Network Utilization Graph

Shortcut: 3
Use the Network Utilization button L

on the Monitoy toolbar.

4.4.2 Changing the Network Utilization Scale

The utilization in the Network Utilization graph (Figure 4-3.} is displayed as a
percentage. Monitor automatically adjusts the scale of the graph to fit the largest
network utilization value that has been recorded during the monitoring period.
However, if there are peaks of unusually high network utilization, this scale might
be inappropriate for viewing the rest of the network utilization statistics. You can
scale the graph based on the period that you are cutrently viewing.

To change the network utilization scale 1o fit the displayed period:
¢ Click Rescale. '

The network utilization scale adjusts to fit the network utilization statistics that
are currently displayed in the Network Utilization graph.

To autoscale the network utilization scale;
¢+ Click Autoscale.

The network utilization scale adjusts to match the scope of all of the network
utilization statistics gathered during the monitoring period.

45
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4.5 Viewing Protocol Distribution Statistics

Use the Protocol Distribution window and pie chart fo view a list of the current
protocols, the percentage of the total traffic generated by each protocol, and a pie
chart of those percentages.

4.5.1 Displaying the Protocol Distribution Window

4-8

The Protocol Distribution window displays a list of the protocols currently detected
in the network traffic and shows the percentage of the total traffic that contains
each of the detected protocols.

To display the Protocol Distribution window:

+ From the Monitor menu, choose Network/Pretocol Distribution.

The Protocol Distribution window appears (Figure 4-4.).

8% Current Protocols.... Bl

AP 97 %
(IPX 2%
LARP 0%
‘LAP (AppleTalk) 0
:DECnet %
“Unknown 0=
. BPDU 0 %
LOOP o %
LMOP RC 0%

Figure 4-4. Sample Protacol Distribution window
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4.5.2 Displaying the Protocol Distribution Pie Chart

The Protocol Distribution pie chart displays protocol distribution statistics in pie
chart format. This pie chart indicates the percentage of the total network traffic
that contains each of the protocols detected on the network.

To display the Protocol Distribution pie chart:
+ From the Monitor menu, choose Networl/Protocol Pie Chart.

The Protocol Distribution pie chart appears (Figure 4-5.).

R Ciriont Protoical Distiliion Fis Chis S ANDE | 5w Lo s

Figure 4-5. Sample Protocoi Distribution pie chart

Shoricut:
Use the Protocol Distribution button

on the Monitor toolbar.

4.6 Viewing Frame Size Distribution Statistics

Use the Frame Size Distribution window and area graph to view a list of frame

size ranges, their percentage of the total frames, and the stalistics in area graph
format.

4.6.1 Displaying the Frame Size Distribution Window

The Frame Size Distribution window displays a list of frame size ranges
appropriate for the type of network being monitored. i also indicates the
percentage of the total frames that fall within each frame size range.
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To display the Frame Size Distribution window:
+ From the Monitor menu, choose Network/Frame Size Distribution.

The Frame Size Distribution window appears (Figure 4-6).

B Frame Size -

<= 63 1 %

- B4-127 7 %

. 128-255 3 %

. 256- 511 3 %
512 - 1023 2 %
1024-1518 3 %

. > 1518 0%

Figure 4-6. Sample Frame Size Distribution window

4.6.2 Displaying the Frame Size Distribution Area Graph

The Frame Size Distribution area graph displays frame size slalistics in area
graph format. This area graph indicates the percentage of the total frames that fall
within specific frame size ranges.

To dispiay the Frame Size Distribution area graph:

¢+ From the Monitor menu, choose Network/Frame Size Area Graph.

The Frame Size Distribution area graph appears (Figure 4-7.).

[ Frome Size Ao Groph ~LAWD} . ~ EER
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Figure 4-7. Sampie Frame Size Distribution area graph
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Shorteut:
Use the Frame Size button

1 on the Monitor toolbar.

4.7 Viewing Network Error Statistics

The Network Errors window displays error statistics that are specific to the type of
network that you are monitoting.

To display the Errors window from the DominoWAN Monitor screen:
+ From the Monitor menu, choose Network/Errors.

The Network Errors window is displayed (Figure 4-8.).

Y — T

- Bﬁid FCs DTE DCE A

Total H] 0
| Rate (f/s) ] 0
----- Aborts DTE (10 SR—
 Total 9 "
| Rate (ifs) 0 0

Figure 4-8, Errors winidow

Shorteut:

Use the Errors button on the Monitor toolbar.

49



Monitoring Network Traffic Domino Operating Guide

To display the Errors window from the DominoLAN Monitor screen:
¢ From the Interface menu, choose Network Errors.

The Network Errors window is displayed (Figure 4-9.).

¥ Network Errors - LAN:DE i B
~Errar Summary — e e Gtabion Leved Collisions e oo
R 396 ' Single Collisions (3
Jabhers 8 ; :  Muliple Collisiens o
Network Collisions 29342 - late Collisiens i}
FCs 38 | | Excessive Collisions 0!
Alignment LI - -

Framing B - Teansmit Deferrais
Carriar Senge [ . :
10BaseT Link 0 Deferred Xmit ¢
Excessive Deferrals L.

Figure 4-9. Network Errors window

Shoricut:

Use the Network Errors button [l on the Monitor toctbar,

4.8 Viewing Frame Rate Statistics

The Frame Rate graph displays frame rate stafistics in bar graph format. It
indicates the current frame rate and displays the frame rate for each interval
during the monitoring period in the bar graph.

To learn how to scroll through the graph using the keyboard or the mouse, see
Section 4.16, "Scrolling Through Graphs." To learn how to change the time
interval used for displaying the graph, see Section 4.17, "Changing the Time
Scale of Graphs.”

4.8.1 Displaying the Frame Rate Graph

To display the Frame Rate graph:
¢ From the Monitor menu, choose Network/Frame Rate Graph.

. The Network Frame Rate graph appears (Figure 4-10.).
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Figure 4-10. Sample Network Frame Rate Graph

Shortcut;
Use the Frame Rate button

i FES.

on the Monitor toolbar.

4.8.2 Changing the Frame Rate Scale of the Frame Rate Graph

The frame rate in the Frame Rate graph (Figure 4-10.) is displayed in frames per
second. Monitor automatically adjusts the scale of the graph to fit the largest
frame rate value that has occurred during the monitoring period. However, if there
are peaks of unusually high traffic rates, this scale may be inappropriate for
viewing the rest of the frame rate statistics. Monitor allows you to scale the graph
based on the rates in the period that you are currently viewing.

To increase the frame rate scale of the Frame Rate graph: -
+ Click Zoom Qut.

The scale increases from seconds to minutes or from minutes fo hours. If the
current interval is hours, then the scale does not change.

To decrease the frame rate scale of the Frame Rate graph:
+ Click Zoom in.

The scale decreases from hours to minutes or minutes to seconds. if the cur-
rent interval is seconds, then the scale does not change.

4-11
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4.9 Displaying Frame Contents

When you are monitoring network traffic, results windows can display the
contents of frames as they are being received from the analyzer.

+ For LAN traffic, the Hex Trace window displays frame contents.

s For WAN traffic, your link type determines the window in which frame contents
are displayed. When your link type is BOP (Bit-Oriented Protocol) or asynchro-
nous {with a framing option), frame contents appear in the Hex Trace window.
When your link is bisynchronous or asynchronous without framing, the con-
tents appear in the Character Trace window.

4.9.1 Hexadecimal Trace

The Hex Trace window displays the conlents of each frame in hexadecimal format
and character code format. The Hex Trace window also displays the ID number,
time, and length for each frame.

To display the Hex Trace window:

« From the menu bar, choose Interface/Hex Trace.

The Hex Trace window appears (Figure 4-11.).

1% Hex Trars {c:\dum‘mn\n:apiu\novell‘.:a_p,

bOGR: @2 H BC 21 V6 92 @2 6@-8C 11 94 21 @@ 3@ FF FP
OiTE: W 2F B8 11 8A 21 Y6 92-82 6@ BC 23 76 92 B4 51
BBZR: A8 21 PE YZ 02 6B BC 11-94 21 48 B 22 22 7?4 @9 .f
BRIA: Q1 B9 16 09 B8 12 @2 53-U4 53 5% 53 30 4E @@ 8@ .
BRad: B 68

Figure 4-11, Hex Trace window

Shortcut: ;
Use the Hexidecimal Trace button |22

on the Monitor toothar,
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4.9.2 Character Trace

For unframed asynchronous links, the Character Trace window displays the
contents of each frame in the selected character code format along with the
frame's timestamp.

For bisynchronous links, the Character Trace window displays the frame's
timestamp, the contents of each frame, and an indicator showing whether the
block check character (BCC) is bad or good, The data portion of the frame can be
displayed in Data, Hex, or Decode format. The Data format uses the selected
character code, the Hex format displays in hexadecimal, and the Decode format
displays DATA or TRANSDATA for non-transparent and transparent data.

To display the Character Trace window:
1. From the menu bar, choose Interface/Character Trace.

2. Onbisynchronous links, choose Data, Decode or Hex Trace from the Char-
acter Trace submenu, ’

The Character Trace window appears (Figure 4-12.).

guick hrown

Figure 4-12. Character Trace window

Shorteut: ;
Use the Character Trace button |

on the Monitor toolhar.

4.9.3 Changing the Character Code Format

In both the Hex frace window and the Character Trace window, the default
character code format is ASCH Extended. You can change the character code
format using the Character Code commands on the Interface menu,

To change the character code format:
1. From the menu bar, choose interface/Character Code,
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2. Choose the format that you want from the Character Code submenu:
s ASCI
* ASCH Extended
« EBCD
+« EBCDIC

4.10 Selecting the LAN Encapsulation Method

414

When you monitor WAN traffic, you must specify the method used for
encapsulating LAN traffic to enable the Domino software to properly decode the
received frames.

To select the LAN encapsulation method:
1. From the menu bar, choose Monitor/Setup LAN Encapsulation,
The WAN Monitor Sefup dialog box is displayed (Figure 4-13.).

WAN Honitor Setup ) B

. Betect LAN Encapsulation Method: -
% Frame Retay IETF Standard
" Fgame fielay with Ethartyps
T Cises SLE
T PPP with HDL.C Framing
LG
K25 LAPG

¥ Continue to display at startup?

Figure 4-13. WAN Monitor Setup dialog box

2. Choose one of the LAN encapsulation methods.

if you select HDLC as the encapsulation method, you must also specify the
mode of operation {modulus), type of addressing, and encapsulation method
used by HDLC,

if you select X.25 LAPB as the encapsulation method, you must also specify
the mode of operation (modulus}, link type, and encapsulation method,

3. Click OK.

Your selections are accepted and you return to the Monitor screen.
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4.11 Modifying and Displaying the Network Interface

Use the Setup command on the Inferface menu to change the setup for the
network interface. The setup options vary, depending on the network interface.
To modify and display the network interface setup:

+ From the menu bar, choose Interface/Setup. .

The appropriate network interface setup dialog box is displayed (Figure 4-14.).
For detailed information, see Chapter 2 "Setting Up.”

WAN Y Saries Botap

&V 3%
OV R /RE-48
™ RE-530

| V.35 Setup

Figure 4-14. Sample Network Interface Setup dialog box

4.12 Modifying the Protocol Stack

While you are monitoring network traffic, you can use the Protocol Stack
command on the Protocol menu to rearrange the protocols that are loaded on the
stack. You can also remove protocols that are loaded, replace loaded protocols,
or load additional protocols, as needed.

To modify the protocol stack:
+ From the menu bar, choose Protocol/Protocol Stack,

The Protocol Stack dialog box appears (Figure 4-15).

4-15
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Figure 4-15. Protocol Stack dialog box

For the Domino system to be able to decode a protocol, the software for
that protocol must be instalied and the protocol must be identifiable by the proto-
col at the preceding layer. A protocol that cannot be identified by the preceding
protocol can be decoded only if you load that protocol and the one that precedes
it at the appropriate layers on the protocol stack.

When analyzing WAN traffic, you must load the first protocel on the protocol
stack, for example, Frame Relay, HDLG, or SDLC. Also, because WAN protocols
typically fack the ability to detect the next layer protocol, it is advisable to load the
upper layer protocols that you want to decode on the stack as well. The physical
layer is automatically set to the interface you selected on the previous screen (for
example, V.24).

4.12.1 Rearranging the Protocol Stack

4-16

You can load protocols on the protocol stack at their default layer or at any layer
that you choose. This is controlled by the Custom Stack feature on the Protocol
Stack dialog box {Figure 4-15),

To select protocols to load:

Task Action

To load a protoco! at any Select the Custom Stack check box to enable
layer the feature.

o load a protocol at its Selact the Custom Stack to clear the check box
default layer and disable the feature.

Tabie 4-1. Protocol loading procedures
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4.12.2 Changing Protocols
You can use the Protocol Stack dialog box {Figure 4-15) for the following protocol
tasks:
= Add
« Replace
¢ Remove

¢ Setup

To change the protocol stack:

Task Action
To add an additional 1. Use the cursor to select the layer where ybu
protocol want to load the additional protocol.

2. Use the Up Arrow or Down Arrow to scroll
through the list of available protocols and
select the protocol that you want to load.

3. Click OK 1o re-analyze the capture network
traffic.

To remove a protocol 1. From the Protocol Stack dialog box select the
layer and the protocol to be deleted.

2. Setect (None) and click OK.

To replace a protocol 1. From the Protocol Stack dialog box select the
layer and the new protocol you want fo load.
2. Ciick OK.
To set up a protocol 1. if the selected protocol has a Setup button,
click Setup.

2. Make any necessary changes to the protocol
setup. :

Tabie 4-2. Procedures for medifying the protocol stack

4-17
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The protocol stack options enable you to decode traffic at all layers of the OS]
Reference Model. However, the anaiyzer's ability to decode all traffic correctly is
limited if the traffic includes proprietary protocol encapsulations.

The Glue protocol software lets you obtain accurate protocol decodes at all
layers, even when proprietary protocol information is present. With the Glue
software, you can define fields that account for the bytes occupied by the
proprietary protocol. When the softwate is loaded at the appropriate layer and
customized in this way, the analyzer can decode the intervening protocol
encapsulation. Then the protocols loaded at succeeding layers can be decoded

accurately,

For information about loading and using the Glue protocol software, see
2.5.1.3, "Setting Up a Protocol”

4,13 Restarting Monitor

You can use the Hestart command on the Control menu to restart the monitoring
of traffic on the network and reset all of the network statistics.

To restart Monitor:
¢ From the menu bar, choose Control/Bestart.
The Domino software restarts Monitor, prompts you to verify the network inter-

face setup (if the Prompt at Run option is enabled), resets all of the network
statistics, and begins monitoring network traffic again.

Shortcut:
1 -
Use the Restart button on the Monitor toolbar.

4.14 Pausing Monitor

4-18

Use the Pause command on the Window menu to pause the updating of the
current results window and view traffic that you are interested in while continuing
to monitor subsequent network traffic. When you are finished viewing the traffic,
choose Pause again to resume the display of traffic.

Shortcut:
Use the Pause bution

on the Monitor toolbar.
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4,15 Examining Captured Network Traffic

Monitor provides you with access to results stalistics that are pertinent to the
network you are monitoring, as well as to Protocol Summary windows in which
you can view protocol-specific information about the network traffic that has been
stored in the capture buffer.

You can also switch to the Examine application from Monitor to review the network
traffic that is being captured and stored in a RAM capture buffer while Monitor is
running.

To examine captured network traffic:
+ From the menu bar, choose Control/Examine.

A dialog box is displayed which notes that switching to Examine will cause a
gap in the BAM buffer, and asks you to confirm that you want to start Examine.
if you are running Monitor on muitipie Domino analyzers, this dialog box
includes check hoxes for each connected instrument, so that you can specify
which traffic you want to examine. When you click OK on this dialog box, the
Examine screen is displayed.

When you access the Examine screen from Monitor, the Domino analyzer
continues to monitor network traffic and store captured network traffic in the RAM
capture buffer.

4.16 Scrolling Through Graphs

The Network Utilization graph (Figure 4-3.) and Frame Rate graph (Figure 4-10.)
contain scrolt bars which you can use to scroll through the graphs to view
information for different times during the monitoring period. You can scroll through
the information using the keyboard or a mouse.

To scroll through the graphs using the keyboard:

Key Action

Left Arrow Scrolls backward one interval at a time

Right Arrow Scrolls forward one interval at a ime

Pg Up Scrolis backward 11 intervals at a time

Pg Dn Scrolls forward 11 intervals at a time

Ctrl-Home Scrofis to the beginning of the monitoring period
Ctrl-End Scrolis to the end of the monitoring pericd
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To seroll through the graphs using the mouse:

Key

Action

Left Scroll Arrow

Click to scroll backward one interval at a time.

Right Scroll Arrow

Click to scroll forward one interval at a time.

Scroll Box

Drag it ieft or right in the scroll bar lo move for-
ward or backward through the graph.

Scroll Bar

Click to the left or right of the scroll box to move
forward or backward one screen at a time.

4.17 Changing the Time Scale of Graphs

The information in the Network Utilization graph {Figure 4-3.) and the Frame Rate
graph {Figure 4-10.) is displayed in either 1 second, 1 minute, or 1 hour intervals
over the entire monitoring period. You can select the interval used for displaying

the graph.

To increase the time scale of the graphs:

+ Click Zoom Out,

The scale increases from seconds to minutes or from minutes to hours. If the
current interval is hours, then the scale does not change.

To decrease the lime scale of the graphs:

s Click Zoom In,

The scale decreases from hours fo minutes or minutes to seconds. if the cur-
rent inferval is seconds, then the scale does not change.

4-20
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5. Examining Captured Traffic

The Examine application is the Domino feature that enables you to review and
analyze network traffic. Examine uses capture bufters in the RAM of the Domino
analyzer to provide options for both real time and post-capture examination of
network traffic. When Real-Time applications (Monitor, Transmit, Capture or the
Toolbox applications) are running, the Domino system captures network traffic
and stores it in a capture buffer, You can start Examine during real time operation
and review the contents of that butfer, which can be continuously updated with
newly captured data. To provide for post-capture examination of network traffic,
the contents of a RAM capture buffer can be saved fo a file. You can then use
Examine to load the file into a capture buffer and review the data from the capture
file.

With few exceptions, Examine works the same whether you're examining "live"
bufferad data during real time or captured data from a file. This chapter describes
how to use Examine, including:

= working with capture files

« displaying frame information in a variety of results windows
s searching for specific frames

» jumping to specific frames

» filtering captured frames

+ working with data from the capiure buffer

= printing frame contents

5.1 Starting the Examine Application

Examine is one of the four main Domino functions that are available from the
Workbench screen, which is the first screen that you see when you start the
Domino software. To learn more about the Workbench screen and how to prepare
to use an application, see Section 1.3, "The Domino Workbench.”

To examine network traffic from a capture file:

¢ Choose Examine from the Workbench menu or click the Examine button.
Examine starts and displays the Open File dialog box, in which you select the
captiure file that contains the data that you want to examine.

To examine network traffic during real time operation:

¢ From the menu bar for the Real-Time screen in which you are working, choose
Control/Examine.
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Examine starts and displays the data from the RAM capture buffer in a set of
default results windows,

Figure 5-1 fllustrates the Examine screen with several open results windows.
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Figure 5-1. Examine screen

5.2 Capture Files vs. Capture Buffers

The Domino system stores network traffic in:
= capture buffers
» capture files

A capture buffer is an area in RAM where the system temporarily stores captured
network traffic or the contents of a capture file that you want to examine. A
capture file is a copy of the data in a capture buffer that is saved o disk for later
use.
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Table 5-1 summarizes the uses of capture buffers and capture files.

Type of capture storage | Funclions

Capture buffers + Store captured frames as they are captured
from the network

= Allow you to filter, search, and save o file the
captured frames contained in the buffer

= Store the contenis of each capture file that you
open, one buffer for each file

+ Allow you to open more than one capture file at
a time, and switch from one buffer to another

Capture files + Store captured network traffic permanently on
disk '

+ Canbe played back onto the network to dupli-
cate network test conditions

Table 8-1.  Capture buffers and files

5.3 Working with Capture Files

You can examine captured network traffic in real time or you can open a capiure
file and load its contents into the capture buffer.

Within the Examine application, you can petform the following actions on capture
files:

* open and close capture files
« save captured frames o a new caplure file

s export captured frames to a CSV file or a text file

5.3.1 Saving Captured Frames to a New Capture File

You can save the contents of the capture buffer to a new caplure file.

To save the captured frames to a new capture file:

1. From the menu bar, choose File/Save As.

The Save Capture File dialog box appears (Figure 5-2).
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Figure 5-2. Save Capture File dialog box
2. Type afilename to use for the new capture file in the File Name box.
3. Click Browse to save the file to a different drive or directory.

4. in Frames, choose the range of frames that you want to save.

Current Saves the frame that is highlighted in the Frame
Summary window.

Current to End Saves the frames from the highlighted frame to
the end of the capture buffer.

All Saves all of the frames in the capture buffer,

Range Specifies the range that you want.

The Use Filter option is useful if you have examined and filtered the traffic in
the capture buffer. Filtering is covered in Section Section 5.7, "Filtering
Captured Frames.”

Examine saves the contents of the capture buffer to the specified capture file.
The File Save Status bar indicates the progress of the save. Afier Examine
has saved the new capture file, you return to the Examine screen.

5.3.2 Opening an Existing Capture File

5-4

You can open an existing capture file from the File menu of the Examine screen
and view frame and protocol information about the capfured frames.

To open an existing capture file;
1. From the Examine screen menu bar, choose File/Open.

The Open Capture File dialog box appears (Figure 5-3).
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Figure 5-3. Open Capture File dialog box

2. Select or type the name of the capture file that you want to open in the File
name box.

3. Click OK.

The frames are loaded into the capture buffer and the Frame Summary
window appears (Figure 5-5).

When you click the Examine button on the Workbench, the Open Capture File
dialog box is automatically displayed.

Shortcut:
Click the Open button == J on the Examine toolbar to gain quick access to the

Open capture File dialog box from the within the Examine application.

5.3.2.1 Opening Character-Based Capture Files

If you have created capture files using the original WG DA-3x protocol analyzer,
which is a character-based rather than Windows-based system, you can use
those files with your Domino analyzer. The Domino system recognizes the DA-3x
character-based capture files and automatically converts them to the format used
by the Domino system's Windows interface.

To open a character-based capture file:
1. From the menu bar, choose File/Open,
The Open Capture File dialog box appears (Figure 5-3).
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2. Select All Files as the type of file fo open in the List Files of Type box.
All of the files in the current directory are listed in the Filename box.

3. Select the directory in the Directories box where the character-based capiure
file that you want to open is stored.

All of the files in the selected directory are listed in the Fitename box.

B

Select the name of the character-based capture file in the Filename box.
Click OK.

o

The Convert Capture File confirmation box appears,

&

Click Yes to convert the format of the character-based capture file.

The Save Converted Capture File dialog box appears (Figure 5-4).

t5ave Converted Capture File ' E i{

Filename:

Browse.

Yave ! Lancel Help

Figtire 5-4. Save Converted Capture File dialog box

7. Type a filename o use for the converted capture fife in the Filename box.

8. Type a brief description for the converted capture file in the Description box.
The description can be up to 40 characters long and can contain spaces and
punctiuation.

9. Click Save,

Examine converts the capture file and then loads the contents into a capture
buffer. The Saving File bar indicates the progress of the conversion, After
Examine has converted the capture file, you return o the Examine screen and
the Frame Summary window appears (Figure 5-5).
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5.3.3 Moving Between Capture Buffers

When you have more than one capture file open in Examine, you can move
between the capture buffers that store the opened files.

To move to... From the Buffer menu, choose...

The next capture buffer | Next

The previous capture Previous
buffer

A specific capture buffer | The capture buffer that you want to make active

Table 5-2.  Commands for moving between capture buffers

Shoricut!

Click the Next Buffer button =
Examine loolbar.

! or the Previous Buffer button Lz

5.3.4 Closing Capture Files

It is not necessary to exit Examine to close the current capture file, You can close
one capture file and continue working on other open capture files or open an
additional capture file.

You can also close all of the open capture files at the same time. This is helpful
when you have been examining several capture files and you want to close all of
them and open a different capture file.

To close the current capture file or all capture files:

+ From the menu bar, choose File/Close or File/Close All.

The capture file or files close along with the results windows.

If you close the only open capture file or all the capture files, the Open Capture
File dialog box appears {Figure 5-3}. This allows you to easily open another
capture file.

Shortcut:
Click the Close button

on the Examine toolbar.
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5.4 Displaying Frame information

Results windows display information about the frames in the capture buffer. The
results windows are accessed from the Display menu and include:

+ Frame Summary
+ Hexadecimal Trace

¢ Character Trace (DominoWAN only)

*

Protocol Detail

Protocol Summary

To display a results window:
+ From the Display menu, choose the resulis window that you want to display.

The selected results window appears.

54.1 Frame Summary

The Frame Summary window displays summary information about each frame in
the current capture buffer. This window is automatically displayed when you open
an existing capiure file or access Examine from Capture, Monitor, or Transmit. If
you close this window, an option on the Display menu allows you to display it
again. In addition, you can choose to display only some of the fields in the Frame
Summary. For information on selecting fields 1o display, see Section Section
5.8.8, "Displaying or Hiding Fields in Summary Windows." To display the Frame
Summary window:

+ From the menu bar, choose Display/Frame Summary.

The Frame Summary window appears (Figure 5-5).
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Figure 5-5. Frame Summary window

Shorteut:
Click the Frame Summary button *

# on the Examine toolbar.

5.4.2 Frame Contents Windows

When you are monitoring network traffic, results windows can display the
contents of frames as they are being received from the analyzer.

» For LAN traffic, the Hex Trace window displays frame comenis.

» [For WAN traffic, your link type determines the window in which frame contents

are displayed.

5.9
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When your link type is... Frame conients appear in...

BOP (Bit-Oriented Protocol) or the Hex Trace window.
asynchronous (with a framing
option)

bisynchronous or the Character Trace window.
asynchronous without framing

Table 5-3. WAN frame contents windows

5.4.2.1 Hexadecimal Trace

When your link type is BOP (Bit-Criented Protocol) or asynchronous (with a
framing option), the Hex Trace window displays the contents of each frame in
hexadecimal format and character code format. The Hex Trace window also
displays the 1D number, time, and length for each frame.

To display the Hex Trace window:
+ From the menu bar, choose Display/Hex Trace.

The Hex Trace window appears (Figure 5-6).
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Figure 5-6. Hex Trace window

Shortcut: .
Click the Hexadecimal Trace button W

on the Examine toolbalr.
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5.4.2.2 Character Trace

For bisynchronous links, the Gharacter Trace window displays the frame's
timestamp, the contents of each frame, and an indicator showing whether the
block check character (BCC) is bad or good. The data portion of the frame can be
displayed in Data, Hex, or Decode format. The Data format uses the selected
character code, the Hex format displays in hexadecimal, and the Decode format
displays DATA or TRANSDATA for non-transparent and transparent data.

For unframed asynchronous links, the Character Trace window displays the
contents of each frame in the selected character code format along with the

frame's timastamp.

To display the Character Trace window:
¢ From the menu bar, choose Display/Character Trace.

The Character Trace window (Figure -7} appears.

BroUR

i

guer the lazg dog's

B laey doy

i
¥

A ph

Figure 5-7. Character Trace window

Shortcut:
Click the Character Trace button

on the Examine foolbar.
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5.4.2.3 Changing the Character Code Format

5.4.3 Protocoli D

512

In both the Hex Trace window and the Character Trace window, the default
character code format is ASCII Extended. You can change the character code
format using the character code commands on the Buffer menu,

To change the character code format:

1. From the menu bar, choose Buffer/Character Code.

2. Choose the format that you want from the Character Code submenu:
* ASCIil '
+ ASCIH Extended
+ EBCD

EBCDIC

®

etail

The Protocol Detail window displays all decoded protocol slements for each
frame in the current capture buffer. Frames are decoded layer-by-layer. The fields
displayed in this window vary, depending on the protocols contained in each
frame.

To display the Protocol Detail window:
+ From the menu bar, choose Display/Protocot Detail,

The Protocol Detail window appears (Figure 5-8),

= Protocol Detail [cidomino\capturelw?4_lan.cap] @
1 8 9 Ho Ethernet
Time: 117:59.24 60883 |~ S LLC 8022 SNAP
U ength: 111 l ) .
' Ed wellfieet
B
Group © Address
G3H ;. Contrcl Bvie 1
Unnunbered : Format
1 0 Type
P 5 S =0 B S i I AT =20 "
1

Figure 5-8. Protocol Detail window
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Shortcut:
Click the Protocol Detail button

on the Examine foolbar.

5.4.4 Protocol Summary

The protocol summary windows display protocol-specific information for each
frame in the capture buifer. You can display a protocol summary window for each
protocol contained in the cutrently highlighted frame. For information about
selecting fields to display, see Section Section 5.8.8, "Displaying or Hiding Fields
in Summary Windows." To display a protocol summary window:

1. From the menu bar, choose Display/Decodes.

The available protocols are listed (Figure 5-8).

| Disptay [N

Erame Summar;m

Hex Trace

Protocal Detail

Line Status 2
Ethernet
Lilc a02.2
SHAP
i
OSPFIGP
Hovell 1%
MNovell SAP
Novell RIP

Figure 5-89. Protocol list
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2. Choose one of the protocols from the list.

The corresponding protocol-specific protocol summary window appears
{Figure 5-10).

1

g . 31 i} b
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é 10,0 as 00-00~65-00-00-%4 Ah=00-04-00-Fi-Fa Ethe
3 160 ns BA=D0-04-00-C BA-00-04-30-4C-F0 Ethe
18 3.2 ms Ad--0T0-4 - A4~ 0-04-0A-05-5C Eth=
11 S1C us 5 -0 } Ah~D0-04-00-05-84 Et e
1z 12.3 mz ~-0d-010 H AA~00~04-00-08-F] Ethe
13 9.2 A5—00-04-00-C5-Ff Ai~-00-04-80-05-50 Ethe
i 3.1 AN 0-04 008007 AA-00-04-07-Fa-Bj Ethe
g 14.3 ns AA-00-N4-08-01-F0 AA-DO-04-00-05-24 Lhe
1& 1.1 ms AA-00-04-08-C9-FD A5-00-04-00-01-F0

7 510 us AA~DD-(4-06-05-24 AA-T0-04-00-C9-F

18 B0 us Ea-00-04-00-05-50 AA-D0-04-00

1G B3 onE Eh-G0-04-00-Fa-Bk AA-0O0

2 331 DO-00-6B-00-00-94 BA-00-04-00-FA-F3
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Figure 5-10. A Sample Protocol Summary window

Shortcut:

Click the protocol-specific button from the window's toolbar.
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5.5 Searching for Specific Frames

Examine provides a full-featured search function that aliows you to search
through the entire capture buffer for frames that match specific criteria.

To search for a specific frame:
1. From the menu bar, choose Buffer/Search.

The Search dialog box appears {Figure 5-11).

Search

éﬁm'ﬁi'e Number: § [ History

) Frame Size g ; ) Lij

© swine ] 1] g d

-

Heg I Disection

?m Attritndte 3 @® Forward ) Backward [T} whan
! Profocol i Window In Sync

| Pratocol Field | | 0k 1] cancel  §[ e ]

Figure 5-11. Search dialog box

2. Specify the search criteria.
3. Click OK.

Examine performs a search through the capture buffer based on the specified
criteria and moves the cursor o the first frame that matches the search
criteria. .

To search forward or backward from the current frame:

1. From the Search dialog box (Figure 5-11), select Forward or Backward in the
Direction box.

2. Specify the search criteria and click OK.

Examine searches through the capture buffer starting at the currently
highlighted frame.

To continue the search through the capture file when you reach the begin-
ning or the end:

+ Before starting the search, select Wrap in the Direction box.

The search wrap feature is enabled. When you perform the search, Examine
will start over at the beginning of the capture buffer when it reaches the end or
it will start over at the end of the capture buffer when it reaches the beginning.
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Shorteut: -

Click the Search button on the Examine toolbar.

5.5.1 Repeating a Search Using Previously Selected Criteria

You can repeat the search command that you most recently executed without

having to redefine the search criteria.

To repeat the immediately previous search:

¢ From the menu bar, choose Buffer/Repeat Search, _
Examine performs a search through the capture buffer based on the criteria

used during the previous search and moves the cursor to the first frame that
matches the search criteria.

Shorteut: -
Click the Repeat Search bution &

& on the Examine toolbar,

To repeat a search that was not immediately previous:
1. From the menu bar, choose Buffer/Search,
The Search dialog box appears (Figure 5-11).
2. Inthe History box, select the search that you want to repeat.
3. Click OK.

Examine performs a search through the capture buffer based on the criteria
used during the selected search and moves the cursor to the first frame that
matiches the search criteria,

5.5.2 Searching by Frame Error

You can search through the capture buffer to locate the frames for which frame
arrors were detected.

To search for frames with frame errors:
+ From the Search dialog box (Figure 5-11), click Frame Error,

Examine moves the cursor to the first frame for which a frame error was
detected.
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5.5.3 Searching by Frame Size

You can search through the capture buffer to locate frames based on a specific
frame size or range of sizes. When you specify the frame size to search for and
start the search, Examine moves the cursor o the first frame that matches the
frame size search criteria.

To search for frames by frame size:
1. From the Search dialog box (Figure 5-11), click Frame Size.

The Frame Size Search dialog box appears (Figure 5-12).

mee Size Search

Hinimum ":‘i = Size {= “:‘; B aximum

[ Minimum Search " Maximum Search

. Eé.a.ﬁ_:h : ﬁéncéi » ! Eelp

Figure 5-12. Frame Size Search diaiog box

2. Do one of the following:
To search for frames of a specific size:
+ In the Minimum box, type the frame size for which you want to search.
or
« [n the Maximum box, type the frame size for which you want to search.
To search for frames within a range of frame sizes:

+ [n the Minimum box, type the minimum frame size of the range of frame
sizes for which you want to search.

and

* In the Maximum box, type the maximum frame size of the range of frame
sizes for which you want to search.

3. Click Search.

Examine performs the search and moves the cursor to the first frame with the
specified frame size or one that falls within the specified frame size range.
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5.5.4 Searching by Address

5-18

You can search through the capture buffer to locate a frame or frames that include
specific source or destination addresses. When you specify an address to search
for and start the search, Examine moves the cursor fo the first frame that has the
specified address. When you specity both source and destination addresses, it
indicates a search for frames passing between the two stations.

To search for frames based on addresses:
1. From the Search dialog box (Figure 5-11), click Addresses.
The Addresses Search dialog box appears (Figure 5-13).

T N |

- Addresses . —
PR <Ay Station> | FBoth Directions
! Spurce: ]<Any Station> :_i| ’ Sgap.hddrés.sé.s.g
i

i
i

L e i Numeric Addrezzes
Address Laper:

{&: Symbolic Names

_— Sea,ch . } tanmii . ..,..ﬂalp

Figure 5-13. Addresses Search dialog box

2. In Address Layer, select the profocol layer for the addresses that you want to
base the filter on.

The address boxes display an address format consistent with the layer that
you selected.

3. Type a destination address or a source address, or both, in the appropriate
boxes.

If symbolic names substitution is enabled in the interface setup, you can use
names in place of numeric addresses.

4. To specify that you want to search for frames containing both specified

addresses, regardless of which is the source address and which the destina-
fion address, choose Both Directions,

It this option is not enabled, the search is only performed on frames going
from the specified source to the specified destination.

5, Click Search,

Examine performs the search and moves the cursor to the next frame in the
buffer that has the specified address or combination of addresses.
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5.5.5 Searching by Pattern

You can search through the capture buffer to locate frames containing a specific
pattern or character string. When you specify the pattern to search for and start
the search, Examine moves the cursor to the first frame that contains the
character string that you specified.

You can specify the pattern in binary, hexadecimal, or text format. The currently
selected character code determines the format of text patterns. To learn how to
set the character code, see section Section 5.4.2.3, "Changing the Character
Code Format." To search for frames based on a hexadecimal string:

1. From the Search dialog box {Figure 5-11), click Pattern.
The Pattern Search dialog box appears (Figure 5-14).

Fattern Search X

g.,.f.-.a“ém ,,,,,,,,,,,,, E
. Patiern: E I Z
] !
% ¥ Sliding Search Pattern Specified in: £ Binary ;
: ®H :
P U AL Dffger: |U b :
: {7 Text !

[ Seach |! Cancel | Help

Figure 5-14. Pattern Search dialog box

2. In the Pattern box, enter the string to use as the search condition.
The maximum siring length is 32 bytes.
3. Specify the pattern iocation method:

« Sliding Search spedcifies that the entire frame is to be searched for a pat-
tern match. This is the default.

« At Offset (#) specifies a search for the specified string at a specific offset
into the frame. The offset is zero-based.

4. Select the format of the pattern: Binary, Hex, or Text,

The pattern you have entered in the Pattern box is displayed in the format you
select.

5. Click Search,

Examine performs the search and moves the cursor to the first frame that
contains the specified pattern.
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5.5.6 Searching by Frame Attributes

You can search through the capture buffer to locate frames that have specific
frame atfributes. When you specify the frame attributes to search for and start the
search, Examine moves the cursor to the first frame that has the frame attributes
that you specified.

To search for frames based on frame attributes:
1. From the Search dialog box (Figure 5-11), click Attribute.

The Aftribute Search dialog box appears (Figure 5-15).
E Attiibote Search '

™ Enhanced {" Mo FCS
I Liigger I Bad FCS
I~ Shced i Aboted
I Bverflow [ DCE
“n1E

Figure 5-15. Attribute Search dialog box

2. Choose one or more of the frame attributes as part of the search criteria by
selecting the corresponding check box as described in Table 5-3:
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3. A check mark appears in the check box for each selected frame altribute.
Examine searches for frames with all the checked attributes Click Search.

Examine performs the search and moves the cursor 1o the first frame that has
the specified frame aftributes.

Attribute Description

Enhanced A frame that is highlighted in reverse video. You
define frame enhancement in a network event
program for character-based applications.

Trigger A frame that is set as the trigger in the capture
buffer. In buffers that were captured using a char-
acier-based application, Trigger searches for the
frames that are marked {set in the network event
program) with the MARK.FRAME keyword

Sliced A frame that was shortened before being pro-
cessed. Frame slicing is covered in Section Sec-
tion 2.5.4, "Setting Up Frame Slicing.”

Overfiow A frame that overflows the frame buffer size.

No FCS A frame that does not contain a frame check
sequence.

Bad FCS A frame that contains a bad frame check
sequence.

Aborted A frame that was aborted due to hardware errors.

Table 5-4.  Frame attributes for searching in the Examine application
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Attribute

Description

Receiver Options:

RX1/RX2

DTE/DCE

NT/TE

You can set an atiribule filter to filter captured
frames according to which line the frame was
received on. The receiver options differ depend-
ing on the analyzer type you are using.

Domino-E1, -T1, ATM, FE, and Gigabit:

Specifies whether the analyzer filters captured
frames that were received on the Domino port
labeled RX1 or RX2.

WAN V-series and HSSI:

Specifies whether the analyzer filters captured
frames according to the destination of the frame,
either DTE or DCE.

When the frame attribute is DTE, it indicates that
the destination of the frame is the DTE; the frame
was received on the Doming DCE line.

When the frame atiribute is DCE, # indicates that
the destination of the frame is the DCE; the frame
was received on the Domino DTE fine.

ISDN:

Specifies whether the analyzer filters captured
frames according to the destination of the frame,
either NT or TE,

When the frame aftribute is NT, it indicates that
the destination of the frame is the NT; the frame
was received on the Domino TE line.

When the frame atiribute is TE, it indicates that
the destination of the frame is the TE; the frame
was received on the Domino NT line.
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5.5.7 Searching by Protocol

You can search through the capture buffer to locate frames that contain a specific
protocol. When you specify the protocol to search for and start the search,
Examine moves the cursor to the first frame that contains the specified protocol.
To search for frames based on protocol:

1. From the Search dialog box (Figure 5-11), click Protocol.

The Protocol Search dialog box appears (Figure 5-16).
R e

o PRORGEONS - veveveon st i i

S EICGM_TSMUX ;}‘ .
apc
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L IAAL 574 SAR

TTEEET] Ceme | dep |

Figure 5-16. Protocol Search dialog box

2. Select the protocol you want from the Protocols box.
3. Click Search.

Examine performs the search and moves the cursor to the first frame that
contains the specified protocol.

5.5.8 Searching by Protocol-Specific Fields

You can search through the capture buffer to locate frames that contain a
protocol-specific field with a specific value. When you specify the protocol field
value to search for and start the search, Examine moves the cursor to the first
frame that contains the specified protocol fleld value.

To search for frames based on protocol-specific fields:
1. From the Search dialog box (Figure 5-11), click Protocol Field.

The Protocol Field Search dialog box appears (Figure 5-17).
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Figure 5-17. Protocol Field Search dialog box

2. Inthe Protocols box, select the protocol that contains the field for which you
want o search.

The fields of the selected protocol are displayed in the Protocol Field box.
3. Belect the protocol-specific field for which you want to search.

4. To change the style used to display the field contents, move the cursor to the
Protocol Styles box and select the desired style.

5. In the Comparison box, select the operator to compare the protocol field con-
tent with the value you specify in the Compare With box. The options are:
Equal To, Not Equal To, Less Than, and Greater Than.

6. Inthe Compare With box specify the value that you want to use as the search
condition for the selected Protocof Field.

Either select a value from the list of possible values that is provided for a given
field or type in the value.

7. Click Search.

Examine performs the search and moves the cursor to the first frame that
contains the specified protoco! field value.

5.6 Jumping to Specific Frames

Examine provides a number of shortcuts that you can use to mark and jump
directly to specific frames. With these tools you can move easily through the
capture buffer as you examine its contents and begin to narrow your focus fo
specific items of interest.
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5.6.1 Jumping to a Frame Number

The Domino analyzer numbers frames chronologically as they are received,
beginning with the number 1. You can move through the capture buffer to locale a
specific frame based on its frame number. When you specify the frame number o
jumgp to, Examine moves the cursor fo the frame that has the specified frame
number.

To jJump to a frame number:
1. From the menu bar, choose Buffer/Jump to Frame Number,

The Jump to Frame Number dialog box {Figure 5-18) appears.

Jump to Frame Humber

Frame Number

|
t Search I l:ancél . ﬂelp

Figure 5-18. Jump to Frame Number dialog hox

2. Type the frame number that you want to focate.
3. Click Search.

Examine performs the search and moves the cursor to the frame that has the
specified frame number.

5.6.2 Setting and Jumping to a Relative Mark

You can mark a frame in the capture buffer to measure the amount of time that
elapses and the number of bytes that are received between the marked frame
and each successive frame in the buffer. Marking a frame in this way is called

setting a relative mark.

When you set a relative mark, you can use the Display Options command from
the View menu to display the following fields for each frame that appears in the
Frame Summary window or the Protocol Summary window:

+ Relative Time, which displays the number of seconds that elapsed between
the receipt of the marked frame and the receipt of the current frame.

« Cumulative Bytes, which displays the number of bytes that the analyzer
received between the marked frame and the current frame.

+ Average Cumulative Bytes/Second, which displays the average rate, in bytes
per second, for the interval from the time you set a mark with the Set Mark
command and the time the current frame was received.
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* Average Cumulative Bits/Second, which displays the average rate, in bits per
second, for the interval from the time you set a mark with the Set Mark com-
mand and the time the current frame was received.

The relative mark is set at the first frame in the capture buffer by default, and
remains there untif you set it on another frame. With the relative mark in the
default position, all of the relative measurements are calculated from the first
frame in the capture buffer

To set the relative mark:

1. in one of the results windows, move the cursor to the frame that you want to
use as the mark.

2. From the menu bar, choose Buffer/Set Relative Mark.

A box is displayed surrounding the marked frame. Relative time, cumulative
bytes, and average cumulative bytes and bifs per second for each successive
frame are calculated, based on the marked frame.

To jump to the relative mark:

+ From the menu bar, choose Buffer/Jump to Relative Mark.

The cursor jumps to the frame on which you previously set the relative mark.

5.6.3 Setting and Jumping to a Bookmark

5-26

When you want quick access to specific frames in the capture buffer, you can set
bookmarks on those frames, After you have set a bookmark on a frame, you can
jump to that frame quickly by using the Jump to Bookmark menu command or by
using the shortcut keys that you assign to the bookmark. You can assign up to ten
bookmarks within a capture buffer. Bookmarks are removed when you close a
capture file or exit Examine.

To set a bookmark oh a frame:

1. in one of the results windows, move the cursor to the frame that you want to
mark.

2. From the menu bar, choose Buffer/Set Bookmark.

3. From the Set Bookmark submenu, choose one of the bookmarks
(0 through 9).

Examine sets a bookmark on the current frame.
To jump to a bookmark:
1. From the menu bat, choose Buffer/dump to Bookmark.

The Jump to Bookmark submenu displays the frame numbers of each
frame to which a bookmark has been assigned.
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2. From the Jump to Bookmark submenu, choose the bookmark that corre-
sponds io the frame that you want.

The cursor jumps to the frame that corresponds to that bookmark.

. = You can also set a bookmark on the current frame by pressing Ctrl + X on
5““@ your keyboard, where x is an unassigned bookmark number O through 9.

= You can jump to a bookmark by pressing Shift + x on your keyboard, where x
is the bookmark number assigned fo the frame that you want.

5.7 Filtering Captured Frames

Examine provides three options that you can use o filter the frames in the capture
buffer.

Filter option Description

Basic Filter The default option for filtering captured traf-

: fic. The Basic Filters dialog box provides
setup procedures for three of the most com-
monly used filtering criteria: address, proto-
col, and pattern.

You can create filters that combine all three
ctiteria or use them individually. When you
invoke the filter, only those frames that
maich the filtering criteria are displayed.

Quick Filtering' A shortout for applying a filter based onh the
: attributes of the current frame.

Advanced Filter A tool that you can use fo define a filter
equation that logically combines up to six
types of single-event filters for greatly
increased filtering flexibility. Frames targsted
by filter criteria can be either included in or
excluded from the displayed traffic data.
Individual sections of the filter can be saved;
as can the entire filter equation.

Table 5-5.  Filter options in the Examine application

You can print, save, or export all of the frames in the capture buffer or only those
frames that were filtered in, based on the filtering criteria.
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Network interface (hardware) filters allow you to specify the monitoring criteria for
packets on a network, For information on interface filters, see the on-line Helip
topic "Setting Up the Network Interface Filter."

Shortcut:

You can start filter setup by clicking the Filter button i
tooibar.

on the Examine

5.7.1 Basic Filtering

The basic filter option enables you to filter frames according to address, protocol,
and pattern. You can set up all three filter criteria and then selectively enable them
to filter on one, two, or all three characteristics. The filter criteria are logicaily
ANDed. When you invoke the filter, only those frames that match the filtering
criteria are displayed. You can also save and retrieve the filter.

To create a basic filter:
1. From the menu har, choose Buffer/Filter,

The Basic Filters dialog box appears (Figure 5-19).
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 Advanced ©
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Figure 5-19. Basic Filters dialog box

2. Inthe Description/User Label box, type a description for the filter equation
that you want to create.

3. Click Enable next to the filter condition that you want to set up.

The setup for that filter type becomes active. When you click OK to invoke the
filter, the captured frames will be filtered according 1o the filter conditions that
you have enabled.
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4. Complete the setup for the filter type or types that you have enabled. The
three filter criteria types are:

Filter criteria type Setup summary

..... Addresses Salect the Address Layer for the

: addresses thai you want to filter on and
enter the source and destination
addresses.

Protocols Highlight the Protocol that you want to fil-
ter on and click Select. Use the control
buttons to make changes in your selec-
tions.

Pattern In the Pattern box, type the pattern that
you want to filter on. Select the format of
the pattern and the frame search method.

Table 5-6.  Setups for the Basic filter types in the Examine application

5. Click OK.

Framas that match the defined filter criteria are displayed in the results
windows.

5.7.1.1 Setting Up the Basic Addresses Filter

The basic addresses filter enables you to filter captured traffic according to source
and destination address. Only frames that match the address filtering criteria that
you specify are displayed.

The format of the addresses that you enter is determined by the Address Layer
that you select. The layers supported and the appropriate address format for each
are as follows:

Address layer Address format

Ethernet Ethernet address, specified as a six-byte
MAC address, for example:
00-80-16-96-00-B0

TKR802.5 Token Ring address, specified as a six-byte
MAC address, for example:
00:01:68:69:00:0D

Tabie 5-7.  Address filter formats in the Examine application
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Address layer

Address format

HDLC

Source address: DCE
Destination address; DTE

P

TCPAP network address specified in dotied
decimal format, for example, 9.67.102,37

Novell IPX

Novell IPX network address specified as
network.node, for example:
11223344.5566778899AA

XNS IbP

XNS IDP network address, specified as
network.node, for example:
045C819D.10005A 112233

DECnet DRP

DECnet network address, spacified as
area.node, for example:
56,1011

Apple DRP

AppleTalk network address, specified as
network number.node, for example:
63.255

VINES P

Banyan VINES network address, specified
as network.subnet, for example:
12345678.6677

Table 57.  Address filter formats in the Examine application

To set up a basic addresses filter:

1. In the Basic Filters dialog box (Figure 5-19), click Enable next to the
Addresses section of the dialog box.

The Addresses filter setup becomes active,

2. Inthe Address Layer box, select the protocol layer for the addresses that you

want to base the filter on.

The address boxes display a format consistent with the layer that you select.

3. In the Destination box, selact or type an address.

4, In the Source box, select or type an address.

5. To specily that filtering shouid occur in both directions, select Both Direc-
tions, If this option is not enabled, filtering is performed only on frames going
from the source to the destination.

When you click OK on the Basic Filters dialog box, captured frames will be
displayed according to the address filter criteria that you specified.
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Address is also one of the six filter criteria available with the advanced
filter. You access the Advanced Filters dialog box by choosing Buffer/Fiiter from
meny bar, and then selecting Advanced in the Filter Type box.

5.7.1.2 Setting Up the Basic Protocols Filter

The basic protocols filier enables you to filter captured network traffic based on
the protocols that are contained in the frame.

To set up a basic protocols filter:

1. In the Basic Filters dialog box (Figure 5-19), select Enable next to the Proto-
cols section of the dialog box.

The Protocols filter setup becomes active.
2. Inthe Protocols box, select the desired protocol, then click Select.

Repeat this step to select all of the protocols that you want to specify as the
filtering criteria. Use the other control buttons (Unselect, Select All, Select
None, and invert) to modify your selections.

When you click OK on the Basic Filters dialog box, captured frames wilt be
displayed according to the protocols filter criteria that you specified.

Protocol is one of the six filter criteria available with the advanced filter.
You access the Advanced Filter dialog box by choosing Buffer/Filter from the
ment bar, and then selecting Advanced in the Filter Type box.

5.7.1.3 Setting Up the Basic Pattern Filter

The basic pattern filter enables you to filter captured network traffic based on
whether a frame contains a specific pattern or character string. You can specify
the pattern in Binary, Hexadecimal, or Text format. The currently selected
character code determinas the format of Text patterns. To learn how to set the
character code, see Section Section 5.4.2.3, "Changing the Character Code
Format.”.

The basic pattern filter allows you o use wildcard characters to mask portions of
a pattern that are not significant to the filter you are defining. For hexadecimal and
binary patterns, the wildcard character is an X'; for text patterns it is a question
mark(?). For example, if you were interested only in binary sequences in which
the digits '1010' appeared in the second four bits, you could filter for the pattern
AXXX1010.

An inverted question mark appears in the pattern to signify an unprintable
character. it also appears if the appropriate character cannot be displayed when
you switch formats, for example, when you specify a single bit as a wildcard in
Binary format, and then switch to Hexadecimal or Text format.
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To set up a basic pattern filter:

1. Inthe Basic Filters dialog box (Figure 5-19), select Enable next to the Pattern
section of the dialog box.

The Pattern filter setup becomes active,

2. In the Pattern hox, type the character string to use as the filtering criteria.
The maximum string length is 32 bytes.

3. Specify the pattern location methed. The options are:

Option Description

Sliding Search Specifies that the entire frame is to be searched for a
patiern match. This is the default.

At Offset (#) Specifies a search for the filter string at a specific off-
set into the frame. The offset is zero-based.

5.7.1.4 Savinga
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Table 5-8.  Pattern location options for Examine filter

4. Specily the format of the pattern: Binary, Hexadecimal, or Text.

The pattern you have entered in the Pattern box is displayed in the format that
you select, and the capiured frames are searched for a pattern match in the
specified format.

When you click OK on the Basic Filters dialog box, captured frames will be
displayed according to the pattern filter eriteria you specified,

Pattern is one of the six filter criteria available with the advanced filier. You
access the Advanced Filter dialog box by choosing Buffer/Filter from the menu
bar, and then selecting Advanced in the Filter Type box.

Basic Filter

The Save As option on the Basic Filters dialog box enables you to save the filter
that you create.

To save a basic filter:
1. In the Basic Filters dialog box (Figure 5-19}, click Save As.
The Save As dialog box is displayed.

2. Type the name of the filter file you are saving. (The default extension for filter
files is .FLT.)

3. Click OK.

Your fifter is saved to the DOMINO/FILTERS directory and you return to the
Basic Fifters dialog box.
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5.7.1.5 Loading a Saved Basic Fiiter

The Load option enables you to foad a previously saved filter into the Basic Filters
dialog box.

To load a basic fiiter:
1. In the Basic Filters dialog box (Figure 5-19), click Load,

The Open dialog box is displayed.
2. Highlight the name of the filter file that you want to load.

The Description field displays the descriplive label that you saved with the
file.

3. Click OK.

Your filter is loaded into the Basic Filters dialog box.

if the filter that you select is not a basic filter, an error box is displayed to
inform you that the filter that you have selected contains the wrong information.

5.7.2 Quick Filtering

The quick filter option enables you to create a filter based on the attributes of the
current frame with only a few clicks or key strokes. You can create a quick filter
when you are working in any of the foflowing results windows:

+ Frame Summary window.

+ Protocol Summary window.

+ Protocol Detail window.

To create a quick filter:

1. Select the frame on which you want o base the quick filter.
2. Click the window with your right mouse bulton.

3. Choose Quick Filter from the shorfcut menu.

The Basic Filters dialog box {Figure 5-19) appears. The fields in the dialog box
contain the corresponding attribides of the frame that you selected.

4. Click Enable for sach of the criteria you want o use.
5. Click OK.

The dialog box closes and the filtered frames are displayed based on the
aftributes that you selected.
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5.7.3 Advanced Filtering

The advanced filter option enables you to create filier equations using six filter
criteria and a full set of logical operators to customize the display of captured
frames. You can specify whether framas that match the filter criteria are included
in or excluded from the display, and you have the option to temporarily disable the
filtker and display all captured frames. You can alse save filter equations to a file
and refrieve them fo reuse or edit.

To create an advanced filter equation:

1.
The

The

s
Advanced Fiters ﬁ

~Eilter Typo -

117 Basie

6 Advanood

Filtes Labely

" Belaull

& Bser

From the menu bar, choose Buffer/Filter,

Basic Filters dialog box appears (Figure 5-19).

In the Filter Type box, click Advanced.

Advanced Filter dialog box appears (Figure 5-20),

Equation; Desciiption: |

Pubvarssid Filer Egualion:

i)
S met )

Load filter Equation... | Save Filter Equation... |

Lok

T w1

L Crigmme Equation, Display all Framex
Help i i

s Logical Sperales - - Equation Editors -

¥ Display Frames matchipg Equation .
™ Bide Frames malehing £ quation

Figure 5-20. Advanced Filter Dialog Box

3.
want

to create.

in Equation Description, type a description for the filter equation that you

When you choose the Save Filter Equation bution, the equation description
is saved with the filter equation.

4. Click IF(...) or IF {(NOT...) to add the first block to the equation.
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The New Filter dialog box is displayed {Figure 5-21).

X
i o ﬁaﬂtjem., ' i
..... .;E'_mto;aois.._ 1 Fiameglze . g
. Protocol Field .. | Altributes . j
" Load Saved Filter. . 1 . Cancel | | Help i

Figure 5-21. New Filter dialog box

&, Inthe New Filter dialog box, choose one of the available filter types.

The dialog box that corresponds to the filter type that you selecled is
displayed.

6. Complete the filter specification and click OK on the filter type dialog box.

The Advanced Filter dialog box is displayed. The new filter description is
added to the equation in a block with the logical operator that you selected.
The F(...) and IF(NOT...) buttons change to OR{...) and OR(NOT...},
respectively, and all other logical operator buftons are enabled to allow you to
add cther criteria to the equation.

7. Repeat the process of selecting logical operators and adding filter conditions
to the equation until you have defined all of the conditions that you want to fil-
ter on. ‘

8. Inthe Advanced Filter Equation Operation box, choose the option that
describes how you want the filter to affect the display of frames. The options
are:

Option Description

Display Frames Match- | Only frames matching the filter criteria are

ing Equation included in the Frame Summary.

Hide Frames Matching | Frames matching the filter criteria are excluded
Equation from the Frame Summary.

ignore Equation, Dis- Tempeorarily disables the filter you have defined so
piay All Frames that you can view all captured frames.

Table 5-9.  Advanced filter equation options in the Examine application

9. Click Save Filter Equation to save the equation it you expect fo use it again.
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10. Click OK.

The Frame Summary window displays frames filtered according to the filter

that you have defined.

5.7.3.1 Filtering Based on Address

The advanced addresses filter enables you to filter captured traffic according to
source and destination address. Addresses is one of the six filier criteria
available with the advanced filter option,

The format of the addresses that you enter is determined by the Address Layer
that you select. The layers supported and the appropriate address format for each

are as follows (Table 5-10):

Address Layer

Address Format

Ethernet

Ethernet address, specified as a six-byte
MAG address, for example:
00-B0-16-96-00-B0

TKR802.5

Token Ring address, specified as a six-
byte MAC address, for example:
00:01:68:68:00:0D

TCP/P network address specified in dot-
ted decimal format, for example,
8.67.102.37

Novell IPX

Novell IPX network address specified as
network.node, for example:
11223344 5566778899AA

XNS IDP

XNS IDP network address, specified as
network.node, for example:
045C819D.10005A112233

DECnet DRP

DECnet network address, specified as
area.node, for example:
56.1011

Apple DRP

AppleTalk network address, specified as
network number.node, for example:
63.255

VINES IP

Banyan VINES network address, specified
as newwork.subnet, for example:
12345678.6677

Table 5-10.  Address filter formats in the Examine appiication
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Teo set up an addresses filter:

1. In the Advanced Filter dialog box (Figure 5-20), choose a logical operator but-
ton to add a new block to the filter equation.

The New Filter dialog box is displayed (Figure 5-21).
2. Inthe New Filter dialog box, click Addresses.
The Addresses Filter dialog box is displayed (Fgure 5-22}.

Addresses Filter 3 E

Description/User Label: E ]

i o Addresses |
H
Dest: E(:ﬂmy Stalion> Jj! ¥ Both Disctions |

. Soutce: E<Ar!? Stalion _‘;ﬂ Swap Addresses 3

= £ My ic Addresses
t Addiess Layer: E@:'mi;;]‘[ {»‘;‘: bakic N
s Symbolic Hames

H

Cancel | Gave s Hslp

Figure 5-22. Addresses Filter dialog box

3, In Description/User Label, type a description of the filter.

If you save the filter, the description is stored with the filter. If you chose the

User Filter Labels option on the Advanced Filter dialog box, the description
that you enter in Description/User Labelwill appear as the filter label in the
Advanced Filter Equation.

4. in Address Layer , select the protocol layer for the addresses that you want to
base the filter on.

The address boxes display an address format consistent with the layer that
you select.

5. In Destination, select or type an address.
6. In Source, select or type an address.

7. To specify that filtering should occur in both directions, choose Both Direc-
tions. If this option is not enabled, filtering is performed only on frames going
from the source to the destination.
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8. Click OK.

You return to the Advanced Filter dialog box. The address filter that you
created is added to the tilter equation. When you click OK {o accept the
equation, Examine displays the captured traffic using the address filter that
you specified.

You can also create an address filter with the basic filter option. The filter
can be implemented by itself, or logically ANDed with patiern and protocol filters.

5.7.3.2 Filtering Based on Frame Size

The advanced frame size filter enables you to filter captured traffic according to
minimum frame size, maximum frame size, a specific frame size, or a range of
frame sizes. Frame size is one of the six filter criteria available with the advanced
filter option.

To set up a frame size filter:

1. inthe Advanced Filter dialog box (Figure 5-20), choose a logical operator but-
ton to add a new block to the filter equation.

The New Filter dialog box is displayed {Figure 5-21).
2. Inthe New Filter dialog box, click Frame Size.
The Frame Size Filter dialog box is displayed (Figure 5-23).
Fiame Size Filter

Descriptions! ser Label: l . !

gr—Fram& Size e
L S %
- | Minimum [_—_}:ﬁ <= Gize ¢= }:}Ei Maximum |
- [ Minimuam Filter ' Magimum Filter i

[ 0K ] Cancel | Saveds..| Hep |

Figure 5-23. Frame Size Filter dialog box

3. In Description/User Label, type a description of the filter.

If you save the filter, the descriplion is stored with the filter. If you chose the
User Filter Labels option on the Advanced Fitter dialog box, the description
that you enter in Description/User Label will appear as the filter label in the
Advanced Filter Equation.
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4. To create your filter, enter frame size values in the Minimum and Maximum
boxes as follows:

To filter based on... Do this...

Minimum frame size in the Minimum box, enter the smallest frame
size that you want to include in the filter.

The minimum search check box is enabled.

Maximum frame size In the Maximum box, enter the largest frame
size that you want to include in the filter.

The maximum search check box is enabled

Specific frame size Enter the specific frame size that you want to
include in the filter in both the Minimum and
Maximum boxes.

Range of frame sizes in the Minimum box, enter the smallest frame
size in the range. In the Maximum box, enter
the largest frame size in the range.

Table 5-11.  Seiups for Advanced frame size filters in the Examine application

5. Click OK,

You return to the Advanced Filter dialog box. The frame size filter that you
created is added to the filter equation. When you click OK {o accept the
equation, Examine displays the captured traffic using the frame size filter that
you specified.

5.7.3.3 Filtering Based on Pattern

The pattern filter enables you to filter captured network traffic based on whether a
frame contains a specific pattern or character string. Pattern is one of the six filter
criteria available with the advanced filter option.

You can specify the pattern in binary, hexadecimal, ot text format. The currently

selected character code determinegs the format of text patterns. To learn how set
the character code, see Section Section 5.4.2.3, "Changing the Character Code
Format.".

With the pattern filier that you can use wildcard characters to mask portions of a
pattern that are not significant to the filter that you are defining. For hexadecimal
and hinary patterns, the wildcard character is the letter X; for text patterns itis a
question mark{?). For example, if you were interested only in binary sequences in
which the digits '1010' appeared in the second four bits, you could filter for the
pattern XXXX1010'.
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Arinverted question mark in the pattern signifies an unprintable character. It also
appears if the appropriate character cannot be displayed when you switch
formats, for exampie, when you specify a single bit as a wildcard in binary format,
and then switch to hexadecimal or text format.

To filter captured traffic based on pattern:

1.

In the Advanced Filter dialog box (Figure 5-20), choose a logical operator but-
ton to add a new block to the filter equation.

The New Filter dialog box is displayed (Figure 5-21).
Click Pattern,
The Pattern Filter dialog box is displayed (Figure 5-24).

Pattem Filter

Descripion/User Label: [ E

! ;“PB“GH’] - . e g O

& Paltemn: IE ]
& ;
£ Sliding Seatch Patiesn Specified m: (" Binary

. & Hay
£ At Offset. _ " Hek !
ki > Tant E

Ei

~ Cancel | SaveAs..| Hep |
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Figure 5-24. Pattern Filter dialog box

3. In Description/User Label, type a description of the filter.
If you save the filter, the description is stored with the filter. If you chose the
User Filter Labels option on the Advanced Filter dialog box, the description
that you enter in Description/User Label will appear as the filter label in the
Advanced Filter Equation.
4. In Pattern, enter the character string to use as the filtering criteria.
The maximum string length is 32 bytes.
5. Specify the patiern location method. The options are:
OCption Description
Sliding Search Specifies that the entire frame is fo be searched for a
pattern match. This is the default.
At Offset (#) Specifies a search for the filter string at a specific offset
into the frame. The offset is zero-based.

Table 5-12. Pattern location options for Examine filters
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6. Specify the format of the pattern: Binary, Hexadecimal, or Text.

The pattern that you enterad in the Pattern box is displayed in the format that
you select, and the captured frames are searched for a pattern match in the
specified format.

7. Click OK.

You return to the Advanced Filter dialog box. The pattern filter that you created
is added to the filter equation. When you click OK to accept the equation,
Examine displays the captured traffic using the pattern filter that you specified,

You can also create a pattern filter with the basic filter option. The filter can
be implemented by itself, or logically ANDed with address and protocol filters.

5.7.3.4 Filtering Based on Frame Attribute

The frame attribute filter enables you to specify certain frame characteristics as
criteria for filtering captured traffic. Frame attribute is one of the six filter criteria
available with the advanced fifter option.

To filier captured traffic based on frame attributes:

1. In the Advanced Filter dialog box (Figure 5-20), choose a logical operator but-
ton to add a new biock fo the filter squation.

The New Filter dialog box is displayed {Figure 5-21).
2. Click Attributes.
The Attribute Filter dialog box is displayed (Figure 5-25).

Attribute Filter. _ _ >

Description/tser Labek E ]

Dy Attributes %

¢ | [T Enhanced [ Ho FUS !

¢ I Tsigger I" Bad FCS ’

| T Sficed ™ Aborted !
Lo Overflowed ™ DCE

" DTE ;

o] s

Figure 5-25. Aftribute Filter dialog box
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3. In Description/User Label, enfer a description of the filter,

if you save the filter, the description is stored with the filter. If you chose the
User Filter Labels option on the Advanced Filter dialog box, the description
that you type in Description/User Label will appear as the filter label in the

Advanced Filter Equation.

4. Choose one or more of the frame attributes as part of the filtering criteria by
selecting the cofresponding check box as described in Table 5-13):

Attribute

Description

Enhanced

A frame that is highlighted in reverse video. You
define frame enhancement in a network event
program for character-based applications.

Trigger

- buffer. In buffers that were captured using a char-

A frame that is set as the trigger in the capture

acter-based application, Trigger searches for the
frames that are marked (set in the network event
program} with the MARK.FRAME keyword

Sliced

A frame that was shortened before being pro-
cessed. Frame slicing is covered in Section Sec-
tion 2.5.4, "Setting Up Frame Slicing."”.

Overfiow

A frame that overflows the frame butfer size.

No FCS

A frame that does not contain a frame check
sequence,

Bad FCS

A frame that contains a bad frame check
sequence.

Aborted

A frame that was aborted due to hardware errors.

5.42
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Attribute

Description

Receiver Options:

RX1/RX2

DTE/DCE

NTTE

You can set an aftribute filter fo filter captured
frames according to which line the frame was
received on. The receiver options differ depend-
ing on the analyzer type you are using.

Domino-E1, -T1, ATM, FE, and Gigabit:
Specifies whether the analyzer filters captured

frames that were received on the Domino port
labeled RX1 or RX2.

WAN V-series and HSSI:

Specifies whether the analyzer filters captured
frames according to the destination of the frame,
either DTE or DCE.

When the frame attribute is DTE, it indicates that
the destination of the frame is the DTE; the frame
was received on the Domino DCE line.

When the frame attribute is DCE, it indicates that
the destination of the frame is the DCE,; the frame
was received on the Domino DTE line.

ISDN:

Specifies whether the analyzer filters capiured
frames according to the destination of the frame,
either NT or TE.

When the frame atiribute is NT, it indicates that
the destination of the frame is the NT; the frame
was received on the Domino TE line.

When the frame attribute is TE, it indicates that
the destination of the frame is the TE; the frame
was received on the Domino NT line.

Table 5-13, Frame attributes for fittering capiured data in the Examine application

5. A check mark appears in the check box for each selected frame attribute.

6. Click OK.

You return to the Advanced Filter dialog box. The frame atiribute filter that you
created is added to the filter equation. When you click OK to accept the
equation, Examine displays the captured traffic using the frame atfribute filter

that you specified.
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The protocols filter enables you to filter capiured network traffic based on the
protocol contained in the frame. Protocol is one of the six filter criteria available
with the advanced filter option.

To filter captured traffic based on protocol:

1. Inthe Advanced Filter dialog box (Figure 5-20), choose a logical operator but-
fon to add a new block to the filter equation.

The New Filter dialog box is displayed (Figure 5-21).
2. Click Protocol.
The Protocol Filter dialog box is displayed (Figure 5-26).
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Figure 5-26, Prolocoi Filter Dialog Box
3. In Description/User Label, type a description of the filter.

if you save the filter, the description is stored with the filter. If you chose the

User Filter Labels option on the Advanced Filter diaiog box, the description
that you type in Description/User Label will appear as the filter label in the
Advanced Filter Equation.

4. In Protocols, select the desired protocol, then click Select.

Repeat this step to select all of the protocols that you want to specify as the
filtering criteria.

5. Click OK.

You return to the Advanced Filter dialog box. The protocol filter that you
created is added to the filter equation. When you click OK to accept the
equation, Examine displays the captured traffic using the protocot filter that
you specified.

You can also create a protocot filter with the basic filter option. The filter
can be implemented by itself, or logically ANDed with address and pattern filters,

Domine Operating Guide
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5.7.3.6 Filtering Based on Protocol-Specific Fields

The protocol field filler enables you to filter captured network iraffic based on the
content of protocol-specific fislds in the frame. Protocol field is one of the six filter
criteria available with the advanced filter option.

To filter captured traffic based on protocol-specific fields:

1. In the Advanced Filter dialog box (Figure 5-20), choose a logical opetator but-
ton to add a new block to the filter equation.

The New Filter dialog box is displayed {Figure 5-21).
2. Click Protocol Fields,

The Protocol Field Filter diatog box is displayed (Figure 5-27).
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Figure 5-27. Protoco! Field Filter dialog box

3. In Description/User Label, type a description of the filter.

if you save the fitter, the description is stored with the filter. If you chose the
User Filter Labels option on the Advanced Filter dialog box, the description
that you type Description/User Label will appear as the filter labei in the
Advanced Filter Equation.

4. In Protocols, select the protocol that contains the field that you want to use as
the filtering criteria.

5. in Protocol Field, select the field that you want to use as the filtering criteria.

A list of styles appropriate for the selected field is displayed in the Protocols
Styles box. Also, depending on the selected field, the Compare With box
displays selectable values appropriate fo the field, or is blank so that you can
enter a value.

6. In Protocol Styles, select the format of the field as you want it to be matched
in the filler.
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7.

in Comparison, select the operator to compare the protocol field content with
the value that you specity in the Compare with box, The options are Equal
To, Not Equal To, Less Than, and Greater Than.

in Compare With, specify the value that you want to use as the filtering crile-
ria for the selected Protocol Field.

Either select from the list of possible values that is provided for a given field or
type the value.

Click OK.

You return 1o the Advanced Fifter dialog box. The protocol field filter that you
created is added to the filter equation. When you click OK to accept the
equation, Examine displays the captured traffic using the protocal filter that
you specified.

5.7.3.7 Saving an Advanced Filter

in each of the single-event filter dialog boxes that you use for adding conditions to
an advanced filter equation, you can save the filter that you create.

To save a single-event filter:

1.

In the filter dialog box, click Save As.
The Save As dialog box is displayed.

Type the name of the filter fite that you are saving. (The default extension for
filter files is .FLT.)

Click OK.

Your filter is saved to the /FILTERS directory and you return to the fitier dialog
box.

5.7.3.8 Loading a Saved Advanced Filter

The Load Saved Filter option on the New Filter dialog box enables you to load a
previously saved filter into a single event filter dialog box.

To load a saved filter:

1.

2.

In the Advanced Filter dialog box {(Figure 5-20}, choose a logical operator but-
ton to add a new block to the filter equation.

The New Filter dialog box is displayed (Figure 5-21).
in the New Filter dialog box, click Load Saved Filter,
The Open dialog box is displayed.
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3. Highlight the name of the filter file that you want to load.

The Description field displays the descriptive label that you saved with the
file.

4. Click OK.

The filter is loaded into the appropriate single event filter dialog box.

i the filter that you select is not a single-event fitter, an error box is
displayed to inform you that the filter that you have selected contains the wrong
information.

5.7.3.9 Modifying Advanced Filtering Conditions

When you create a filter equation in the Advanced Filter dialog box and click OK,
the Frame Summary window appears on the Examine screen with the captured
frames displayed according to the fillering conditions that you specified. If you
want to change the filter conditions, return to the Advanced Filier dialog box; the
current filter is displayed in the Advanced Filter Equation box,

You can modify the filter conditions using the Equation Editor buttons on the side
of the dialog box. These buttons enable you to edit or delete individual conditions,
delete or duplicate entire blocks of filtering conditions, or clear all eniries from the
equation.

A block is the set of ANDed filter conditions enclosed in parentheses that
follows a logical operator (such as IF, IF(NOT), OR, or OR{NOT)) in a filter
equation.

To modify filtering criteria:

1. Display the Advanced Filter dialog box (Figure 5-20).

2. To make changes to the filter conditions, use the procedures described in

Tabie 5-14:

To make this change... Use this procedure:

Edit a filter condition 1. Position the cursor on the filter condition that
you want to change. Click Edit to display the
appropriate filter dialog box.

2. Make the desired changes fo the filter. Click
OK to return fo the Advanced Filter dialog box.

Delete a filter condition Position the cursor on the filter condition that

you want 1o delete and click Delete,

Table 5-14. Procedures for modifying advanced filters
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To make this change... Use this procedure:

Delete an entire block of the | Position the cursor on the logical operator at the
equation beginning of the block that you want tc delete
and click Delete Block,

Duplicate an entire biock of | Position the cursor on the logical operator at the
the equation beginning of the block that you want to dupli-
cate and click Duplicate Block,

Discard the entire equation | Click Clear Equation. When the Verification
box is displayed, click Yes,

5.7.3.10 Saving a

5.7.3.11 Loading

548

Tabte 5-14. Procedures for modifying advanced fitters

Filter Equation

You can save the filter equations thal you create and retrieve them for later use.

To save a filter equation:

1. Inthe Advanced Filter dialog box (Figure 5-20), click Save Filter Equation.
The Save As dialog box is displayed.

2. Type the name of the filter equation file that you are saving. (The default
extension for filter equation files is .FEQ.)

3. Click OK.

Your filter equation is saved to the /FILTERS directory and you return to the
Advanced Fitter dialog box.

a Filter Equation

The Load Filter Equation option on the Advanced Filter dialog box enabies you
to load a previously saved filter equation into the Advanced Filter dialog box.

To load a saved filter equation:

1. inthe Advanced Filter dialog box (Figure 5-20), click Load Filter Equation.
The Open diaiog box is displayed.

2. Highlight the name of the filter equation file that you want to load,
Description displays the descriptive label that you saved with the file.

3. Click OK.

You return to the Advanced Filter dialog box and the filter equation that you
specified appears in the Advanced Filter Equation box.
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5.7.4 Saving Filtered Frames to a Capture File

After filtering the network traffic in the capture buffer, you can save the filtered
frames to a new caplure file,
To save filiered frames 10 a new capture file:
1. From the menu bar, choose File/Save As,
The Save Capture File dialog box appears (Figure 5-28).

iSave Eaptue File El I

. Fidlename: Files Format

] I i Browse.. 3 l[)umina!ﬁﬁ&ﬂ for Windows ,:J]

. esbhon LR v o o s
1 ] 1 £ Cuerent
5 Current to End
Al
{*fRange
From [1 ; To 1000

File Save Status:

Qam;e| . ( . ”ﬁﬁsb

Figure 5-28. Save Capiure File dialog box

2. In Filename, lype a filename to use for the new capture file.
3. To save the file to a different drive or directory, click Browse.

The Caplure Filename dialog box appears, allowing you to specify the drive,
directory, or file type for the new capture file.

4. When you return to the Save Capture File dialog box, select a file format for
the new capture file.

5. In Frames, select Use Filter and choose the range of rames that you wantio
save. You can choose any of the following:

« the curent frame

« all of the frames between the current frame and the end of the caplure
buffer

* all of the frames in the capture buffer

» & specified range of frames
6. Click Save.

Examine saves the filtered frames to the specified capiure file. The File Save
Status bar indicates the progress of the save. After Examine has saved the
new capture file, you return to the Examine screen.
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5.8 Working with Data from the Capture Buffer

While your are using Examine to view captured traffic you can:

+ modify the protocol stack

* select the character code

= manage timestamping

+ enable packet reassembly

» enable protocol scanning

+ select the proiocol display format and colors

» select the fields that you want to display or hide in the results windows
= synchronize displays

These tasks are explained in the sections that follow.

5.8.1 Modifying the Protocol Stack

While you are examining captured network iraffic, you can use the Protocol
Stack command on the Buffer menu 1o rearrange the protocols that are loaded
on the stack. You can also remove protocols that are loaded, replaced loaded
protocols, or load additional protocols, as needed.

To modify the protocol stack:
+ From the menu bar, choose Buffer/Protocol Stack,

The Protocol Stack dialog box appears (Figure 5-29).

e R ~

(7} Appiication ;{Nane] -':][
{6} Presentation i None) d]
{5) Session [[ﬂmei -"_'_.ﬂ
(4 Transport [thme] ‘:JE
3} Metwark ] fNone] :‘_j{
{2} Data Link [(None} i~
t1) Physical IElbemet

{“ICustom Slack

........ e a

Figure 5-29. Protocol Stack dialog box
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For the Domino analyzer to be able to decode a protocol, the software for
that protocol must be installed and the protocol must be identifiable by the
protocol at the preceding layer. A protocol that cannot be ideniified by the
preceding protocol can be decoded only if you load that protocol and the one that
precedes it at the appropriate layers on the protocol stack.

When analyzing WAN traffic, you must load the first protocol on the protocol
stack, for example, Frame Relay, HDLC, or SDLC. Also, because WAN protocols
typically lack the ability to detect the next layer protocol, it is advisable to load the
upper layer protocols that you want to decode on the stack as well.

5.8.1.1 Rearranging the Protocol Stack

You can load protocols on the protocol stack at their default layer or at any layer
that you choose. This is controlled by the Custom Stack feature on the Protocol

Stack dialog box (Figure 5-29).

To select protocols to load:

Task Action

To load a protocol at Select Custom Stack o enable the feature.
any layer

To {oad a protocol at Clear Custom Stack to disabie the feature.
its default layer

Table 5-15. Protocol loading procedures

5.8.1.2 Changing Protocols

You can use the Protocol Stack dialog box {Figure 5-29) for the following protocol
tasks:

* Add
» Replace

* Remove

+ Setup
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To change the protocol stack:

Task Action
To add an additional 1. Use the cursor o select the layer where you want
protocol: to load the additional protoco,

2. Use the Up Arrow or Down Arrow to scroll through
the list of available protocols and select the protocol
that you want to load.

3. Click OK to re-analyze the capture network traffic.

To remove a protocol: | 1. From the Protocoi Stack dialog box select the layer
and the protocol to be deleted.

2. Select (None) option and click OK,

To replace a protocol: | 1. From the Protocol Stack dialog box select the layer
and the new protocol that you want to load.

2. Click OK.

To set up a protocol: 1. If the selected protocol has a Setup button, click
Setup.

2. Make any necessary changes lo the protocol
selup.

Table 5-16, Procedures for modifying the protocol stack

”“lw The protocol stack options enable you to decode traffic at all layers of the OS]
Reference Model. However, the analyzer's ability to decode all traffic correctly is
limited if the traffic includes proptietary protocol encapsulations.

The Glue protocol software lets you obtain accurate protocol decodes at all
layers, even when proprietary protocol information is present. With the Glue
software, you can define fields that account for the bytes occupied by the
proprietary protocol. When the software is loaded at the appropriate layer and
customized in this way, the analyzer can decode the intervening protocol
encapsulation. Then the protocols loaded at succeeding layers can be decoded
accurately.

For information about loading and using the Glue protocol software, see Chapter
2 "Setiing Up."
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5.8.2 Changing the Character Code Format

While examining captured frames, you can select the data transmission character
code. The character code:

= controls the way the Domino system interprets the data that it captures from or
transmits onto the network

« affecis the display of the Hexadecimal Trace and Character Trace windows

To select the character code:

1. From the menu bar, choose Buffer/Character Code,

2. From the Character Code submenu, choose one of the following options:

= ASCH_EXT
= ASCH

+ EBCDIC

* EBCD

The character code is set and a check mark appears next to the selected

option.

5.8.3 Timestamping

In the Examine results windows, the Domino analyzer assigns a limestamp o
each frame. The timestamp is expressed in tens of microseconds in the form
HH:MM:SS.sss8. The Examine View menu provides you with options to display
the timestamp in three different types:

* absolute time
s relative time
« delta time

The timestamp types and their functions are described in Table 5-17.

Timestamp type

Function

Absolute time

Indicates the time at which the analyzer received the
frame.

Relative time

Indicates the number of seconds that have elapsed
between the mark that you have set using the Set Mark
command and when the analyzer receives the current
frame.

Tabie 5-17. Timestamp types
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Timestamp type

Function

Delta time

Indicates the interframe delay - the number of seconds
elapsed between the time that the analyzer received the
previous frame and the time that it received the current
frame.

Table 8-17, Thmestamp types

You can select the timestamp type that appears in the Hex Trace window and the

Protocol Detail window.

In the Frame Summary window and the protocol summary windows, you can
display none, any, or all of the timestamp types.

On the View menu, a check mark appears next to the type that is in effect.

To select the timestamp type:

Task Action

To select the timestamp type From the menu bar, choose View, and
then choose Absolute, Relative, or Delfa
Time to toggle the option on.

To hide the fimestamp type From the menu bar, choose View, and
then choose Absolute, Relative, or Delta
Time to toggle the option off.

To set the relative time mark 1. In a results window, move the cursor to

the frame that you want to use as the
mark.

2. From the menu bar, choose Buffer/Set
Relative Mark.

A box surrounds the marked frame,

Table 5-18. Procedures for selecting the timestamp type

Figure 5-30 illystrates a frame marked for relative timastamping.
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Figure 5-30. Example frame 14 with the relative time mark set

5.8.4 Enabling Packet Reassembly

The Analysis Options command on the Examine Buffer menu aflows you to
enable and disable the packet reassembiy feature. When packet reassembly is
enabled, fragmented frames in the capture buffer are reassembled, which allows
correct decoding of upper-level protocol information.

Not all protocols support packet reassembly. A list of the protocols that support
reassembiy, and for which Domino supports reassembly, is provided in the
README.HLP file.
To enable the packet reassembly option:
1. From the menu bar, choose Buffer/Analysis Options.

The Analysis Options dialog box is displayed (Figure 5-31}.

+ Parket Beasesmbly ot iy

i"“Enable Packet Beazsembly.

rotocol Seanning

| FEnable Protocol Scantivg ;
i
i

© Limit Number of Frames Sconned 0. 180 i

;- Protacel Detail Bizplay Options -

. 17 Display Resereed and Diher Miscellaneous Fields

ok 1 7 Cancel

Figure 5-31. Analysis Options dialog box
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2. Select Enable Packet Reassembly and click OK,

Packet reassembly is enabled for the active capture buffer. The Protocol Detail
window specifies which frames contain successfully reassembted fragmented
data, and also specifies the frame numbers from which the fragments were
reassembled.

To disable the packet reassembly option:

1. From the menu bat, choose Buffer/Analysis Options.
The Analysis Options dialog box (Figure 5-31) is displayed.

2. Clear Enable Packet Reassembly and click OK,

Packet reassembly is disabled for the active capture buffer.

5.8.5 Enabling Protocol Scanning

5-66

In certain protocols (such as NCP, NFS, and RPC), some frames are dependent
on eatlier information frames. You can ensure full interpretation of decoded
information by enabling Examine to perform protocol scanning. When protocol
scanning is enabled, Examine scans the frames preceding a dependent frame o
find the information frame that corresponds to it. Because this option might siow
down protocol interpretation, you can limit the number of preceding frames that
the system scans in search of a corresponding information frame.

To enable protocol scanning:
1. From the menu bar, choose Buffer/Analysis Options.
The Analysis Options dialog box is displayed (Figure 5-31).
2. Under Frame Detail Display Options, select Enable Protocol Scanning,

3. Specify the maximum number of frames preceding a dependent frame that
you want Examine to scan for a corresponding information frame.

4. Click OK,
Protocol scanning is enabled for the current capture buffer.
To disable protocol scanning:
1. From the menu bar, choose Buffer/Analysis Options.
The Analysis Options dialog box is displayed (Figure 5-31).
2. Clear Enable Protocol Scanning and click OK.

Protocol scanning is disabled for the active capture buffer.
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5.8.6 Selecting the Display Format for Protocol Fields

Examine allows you to select the format that is used to display protocol-specific
fields in the Frame Summary, Protocol Summary, and Protocol Detail windows.
For example, you can display the Ethernet type field as a mnemonic, decimal, ot
hexadecimal value.

To select the display format for a protocol field:
1. From the mehu bar, choose View/Protocol Styles.

The Select Protocol Styles dialog box appears {Figure 5-32).

o B0kl Eield oo

¢ [Frame Length
¢ ¢ |Destination Address
. ¢ [Destination OUI

© | Dst Adde 17G

Dat Adek UL

¢ [Unknown i1 Seource Addiess
s [Loap ¢ [Seuce (U

i [LAP {AppleT akk : | Source Houting
: |[DDP o f D (Src Addr UZL

§ LExam

larp

f Close i N .“"EI_.e.I.p S % _[_)_ttfaultﬁly!e.

Figure 5-32. Select Protoco! Styles diaiog box

2. Select the protocol in the Protocols box.
The fields for the selected protocol are displayed in the Protocol Field box.

3. Inthe Protocol Field box, select the field for which you want to change the
disptay format.

The available display formats are displayed in the Protocol Styles box.

4. In the Protocol Styles box, select one of the available display formats.
5. Click OK.

You return fo the Examine screen and the field is displayed in the selected
display format.

5.8.7 Selecting Display Colors by Protocol

Examine aliows you to define the colors that are used for displaying each protocol
in the frame contents. Colors can make it easier for you fo locate specific
protocols or protocol-specific information. You can use this feature if the computer
connecied to your Domino analyzer has a VGA monitor.
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To select display colors by protocol:
1. From the menu bar, choose View/Proiocol Colors.

The Select Protocol Colors dialog box appears (Figure 5-33).

| Select Protocol Tiders i ﬁ '

| _. Set Text _—] ;
K Set Background j

= Display Golor e o Ealor -

T AAL 1 SAR
ST aaL 3 cs
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; [ All Layess _:};

3 TR a8 314 AR | UseDetauk |
: Ff:i[;nahle Protoco! Detal H D-ML 5 E ’
: W Enable Frame Summary [ AARP M_J :

{ ¥.Enable Protocal Summary | : l :} ﬁ ADSP

HEEsspC o K ] Y cancel | Hew |

Figure 5-33. Select Protocol Colors diatog box

2. Choose By Protocol in the Display Color box,
3. Choose All Layers in the Layers list box.

All of the protocols that have been detected in the capture buffer are displayed
in the Coler box.

4. Inthe Color box, choose a protocol to which you want to assign a color.
Do one of the following:

= To change the color that is used fo display the text of the protocol, click Set
Text.

» To change the color that is used lo display the background for the protocol,
click Set Background.

The Select Color dialog box appears {Figure 5-34).

Custom ol
| i 2 [ s [

3 | Define Eusiom {oloss. ..

[ or 1 Comest }[ Hew |

Figure 5-34. Select Color diajog box
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6. Do ohe of the following:
* (Choose one of the basic colors.

s Click Define Custom Colors to expand the dialog box and define a custom
color.

7. Click OK.

You return to the Select Protocol Colors dialog box and the selected color is
assigned to the selected protocol.

8. Repeat steps 4 through 7 to assign text or background colors to each of the
protocols.

8. Click OK,

You return to the Examine screen and the assigned protocol colors are
activated.

5.8.8 Displaying or Hiding Fields in Summary Windows

The Display Options command on the View menu allows you to specify which
fields are displayed in the current window. This command is available for the
Frame Summary window or any Protocol Summary window.

When you choose the Display Options command, Examine displays sither the
Frame Summary Display Options dialog box or the Protocol Summary Display
Options dialog box, depending on which results window is active when you
choose the command. In either dialog box you can specify which fields are
displayed and which fields are hidden in the corresponding results window.

5.8.8.1 Displaying or Hiding Fields in Frame Summary

To display or hide fields in the Frame Summary window:
1. If necessary, select the Frame Summary window to make it the active window.

2. From the menu bar, chose View/Display Options.
The Frame Summary Display Options dialog box appears (Figure 5-35).
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Figure 5-35. Frame Summary Display Options dialog box

3. In Display Fields, select the fields that you want to display:
« To display a field, click Show.
* To hide a field, click Hide.
= To display all of the available fieids, click Show All,
+ To clear all of the selections, click Hide All

= To display all of the cutrently hidden fields ard hide all of the currently dis-
played fields, click Invert.

= To display the default fields, click Defaults,
Check marks appear next to each field that is selected for display.

4. For some fields, you can select the format in which the field is displayed. For
such fields, Display Style becomes active when the field is highlighted in the
Display Fields list. Select the format that you want for each of these fields.

5. Click OK,

You return to the Examine screen and the selected fields are displayed in or
hidden from the Frame Summary window.

5.8.8.2 Selecting Display Options for the Frame Summary

Examine offers a number of display options that you can apply to the data in the
Frame Summary window:

* You can specify the layer for which source and destination addresses will be
displayed.

= If you are examining WAN data, you can choose to reverse the background and
typeface colors o indicate the change of direction of WAN traffic flow.
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= You can choose to display symbolic names instead of addresses in the Desti-
nation and Source columns.
To select display options for the Frame Summary:
1. If necessary, select the Frame Summary window {o make it the active window.
2. From the menu bar, chose View/Display Options.
The Frame Summary Display Options dialog hox appears (Figure 5-35).
3, Select the display options that you want; then click OK.

The display in the Frame Summary window changes to match your selections.

To specify the layer for source and destination addresses:

+ From the Frame Summary Display Options dialog box (Figure 5-35), in the
Layer of Addresses box, select the layer that you want:

« Data-Link displays the lowest layer addresses: DTE, DCE, DLC, CPE,
NET.

+ Network displays P addresses.
» Highest displays the highest layer address that is detected by the decode.

To display changes of direction in WAN traffic flow:
¢ From the Frame Summary Display Options dialog box {Figure 5-35), click
Show WAN Direction as Inverse Video.

The direction of traffic flow for each frame is indicated by color: Frames going
from DTE to DCE are shown in white, and frames going from DCE to DTE are
shown in black. {(Black and white are the default colors. i you have selected
other default colors, the traffic direction display will reflect those selections.)

To display symbolic names instead of addresses:

1. From the Frame Summary Display Options dialog box (Figure 5-35), click
Show Symbolic Names if Available.

2. You might want to adjust the column width if you are displaying names instead
of addresses. Adjust the width in the Column Widths box.
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5.8.8.3 Displaying or Hiding Fields in Protocol Summary

To display or hide fields in the Protocol Summary window:

1. i necessary, select the Protocol Summary window to make it the active win-
dow.

2. From the View menu, choose Display Options.
The Protocol Summary Display Options dialog box is dispiayed (Figure 5-36).
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Figure 5-36. Protocol Summary Display Options dialog box

3. in Fields, select the fields that you want to display or hide:
« To display a field, click Show,
* Io hide a field, click Hide.
* To display all of the available fields, click Show All.
* To clear all of the selections, click Hide Al.

« To display all of the currently hidden fields and hide alt of the currently dis-
played fields, click invert.

+ To display the default fields, click Default.
Check marks appear next to each field that is selected for display.

4. For some fields, you can select the format in which the field is displayed. For
stich fields, Protocol Styies becomes active when the field is highlighted in
the Protocol Fields list. Select the format that you want for each of these
fields.

5. Click OK.

You return to the Examine screen and the selected fields are displayed in or
hidden from the Protocol Summary window.
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5.8.8.4 Selecting Display Options for a Protocol Summary

You can choose to display protocol summary data in a table instead of the more
compressed Interpretation format. If you are examining WAN data, you can
choose 1o reverse the background and typeface colors to indicate the change of
direction of WAN fraffic fiow.

To select display options for a protocol summary:

1. If necessary, select the protocol summary window to make it the active win-
dow.

2. From the View menu, choose Display Options.
The Protocol Summary Display Options dialeg box is displayed (Figure 5-36).
3. Select the display options that you want; then click OK.
The display in the protocol summary window changes to match your
selections.
To display the protocol summary in tabie format:
+ From the Protocol Summary Display Options dialog box (Figure 5-36), select
Display in Table Format.
Yo display changes of direction in WAN traffic flow:

+ From the Protocol Summary Display Options dialog box (Figure 5-368}, select
Show WAN Direction in Inverse Video.

The direction of traffic flow for each frame is indicated by color: Frames going
from DTE io DCE are shown in black on white, and frames going from DCE to
DTE are shown in white on black. {If you have selected a background color
other than white, the iraffic direction display reflects that selection.)
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5.8.8.5 Displaying Miscellaneous Fields

You can enable the Protocol Detail window 1o display reserved fields and other
miscellaneous limited-use protocol fields.

To display reserved and misceilaneous protocol fields:
1. From the menu bar, choose Buffer/Analysis Options,

The Analysis Options dialog box appears (Figure 5-37).
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Figure 5-37. Analysis Options dialog box
2. Select Display Reserved and Other Miscellaneous Fields.
3. Click OK.

You return to the Examine screen and the miscellanecus fields are displayed
when you view the Protocol Detail window.

5.8.9 Synchronizing the Currently Displayed Resulis Windows

When you are working in Examine, you can synchronize all of the currently
displayed windows for a capture buffer. When you synchronize the windows, you
can scroll through the buffer and display the same frame in all of the windows at
the same time.

To synchronize the currently displayed windows;

¢ From the Examine menu bar, choose Buffer/Sync All
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All of the currently displayed windows for the current capture buffer are
synchronized

Shortcut: s
Click the Sync button Eﬁf on the Examine toolbar.

5.9 Printing Captured Network Traffic

You can print the frame content in the format in which it appears in the following
results windows:

« Frame Summary

* Hexadecimal Trace

» Character Trace {DominoWAN only}
+ Protocot Detail

» Protocol Summary

5.9.1 Setting Up to Print

Examine offers a number of print options that you can apply when you print
capture data;

* You can select the printer and the font that you want to use.

» You can select whether to wrap or ¢lip the dafa to fit it on a page or whether to
extend the data across pages.

= You can specify a header or a footer to appear on each printed page.
« You can include the Receiver column in your printout.

To select the printer, the page orientation, and the paper size:

4+ From the meny bar, choose File/Print Setup.

The Print Setup dialog box (Figure 5-38) appears, in which you can make your
selections.

You can also open the Print Setup dialog box by clicking Printer Setup in the
Examine Print dialog box (Figure 5-39).
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Figure 5-39. Examine Print dialog box

To select the font in which you want to print:
1. From the menu bar, choose File/Print.

The Examine Print dialog box appears (Figure 5-39).
2. Click Fonts.

The Font dialog box appears, in which you can select from the font types and
sizes that are available on the selected printer.

To select whether to wrap, clip, or extend data:
1. From the menu bar, choose File/Print,

The Examine Print dialog box appears {Figure 5-39).
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2. Under Line Optio_hs, select one of the following:

Option Prints...

Wrap The full contents of each frame, wrapped to the
next line if necessary.

Clip As much of the contents of each frame as will fiton
a single line.

Multipage The tull contents of each frame, extended across

multiple pages if necessary.

Table 5-19. Printline oplions

To specify a header or footer:
1. From the menu bar, choose File/Print.

The Examine Print dialog box appears (Figure 5-39).

Click Header/Footer.

2. The Header/Footer Setup dialog box (Figure 5-40) appears, in which you can
select what you want to print in a header or footer ahd how you want the
header or footer aligned on the printed page.
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Figure 5-40. Header/Footer Setup dialog box

To include the Receiver column in your printout:

1. From the menu bar, choose File/Print.

The Examine Print dialog box appears (Figure 5-62).

2. Click Print Receiver.

The Receiver column will be inciuded in your printout whether or not it is
currently displayed in the resulis window.
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5.9.2 Selecting What You Want to Print
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In the Examine Print dialog box, you can select the results windows or the portion
of the capture buffer that you want to print. You can print the current frame, all of
the frames between the current frame and the end of the capture buffer, all of the
frames in the capture buffer, or a specified range of frames. You can aiso choose
whether you want to print all of the specified frames or just those that have been
filtered in.

To select what you want to print:
1. From the menu bar, choose File/Print.
The Examine Print dialog box appears (Figure 5-39).

2. In the Display formats box, select the type of results window that you want o
print.

If yots want to print frames from one of the protocol summary windows, select
the protocol types for the windows that you want. Click the Select and
Unselect buttons to make your protocol selections.

3. In Frames, select the frames that you want. You can choose from the follow-
ing:

Option Prints...

Current The current frame in each of the results
windows that you selected under Display
Formats

Current to End The range of frames that starts with the cur-

rent frame and ends with the fast frame in
the capture buffer for each results window
that you selected

All To print alt of the frames in the capture
buffer for the resuits windows that you
selected

Range The frames numbered in the range that you

specify in the From and To boxes

Table 5-20. Print frame selection options
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4. Under Time Options, select which of the timestamp options that you want to
use when printing the specified frames.

5. Select Use Filter if you want to print only filtered frames.
6. Click OK.

Examine prints the specified frames in the selected format and you return to the
Examine screen.

If you are working in a results window and you know that you want to print a
particular frame, or all of the frames from a particular frame forward, move your
cursor to that frame before you select Print from the menu bar. Then you can
select Current or Current to End in the Print diaicg box.

5.10 Exporting Captured Frames to a CSV File

In Examine, you can export the contents of the capture buffer to a comma-
separated value (CSV) file. The system exports the contents from the location
that corresponds to your cursor position to the end of the buffer. You can initiate
export from either the Frame Summary window (Figure 5-5) or a protocol
summary window (Figure 5-10).

To export capiured frames to a CSV file:

1. Position your cursor at the point from which you want to start the export.

2. From the File menu, choose Export to CSV.

The Export to CSV File dialog box is displayed {Figure 5-41).

Filename:

. Biowse... !

Saving File:

[y A8 Frames
{7 Sayps Filbornd Fromes

Eanc!ﬂ i V!:Eglp

Figure 5-41. Export to CSV File dialog box

3. In Filename, type a filename to use for the CSV file.
4. To save the file to a different drive or directory click Browse.

The Export Filename dialog box is displayed allowing you to specify the drive,

5.69




Examining Captured Traffic

Domino Operating Guide

directory, or file type for the C8V file.
When you relurn to the Export to CSV File dialog hox, do one of the following:

» To export all of the frames in the capture buffer to the CSV file, click Save
All Frames.

* To export only the filtered frames to the GSV file, click Save Filtered
Frames.

Click Save,

Examine saves the exports of the capture buffer {o the specified CSV file. The
Saving File bar indicates the progress of the export procedure. After Examine
has finished exporting the frames to the CSV file, you refurn to the Examine
screen.

5.11 Exporting Captured Frames to a Text File

6-70

In Examine, you can export the contents of the capture buffer to a text file. The
system exports the contents from the location that corresponds to your cursor
position to the end of the buffer. You can initiate export from either the Frame
Summary window or a protocol summary window.

To export captured frames to a text file:

1.
2,

Position your cursor at the point from which you want to start the export.
From the File menu, choose Export to Text,

The Export fo Text File dialog box is displayed.

in Filename, type a filename to use for the text file.

To save the file to a different drive or directory click Browse.

The Export Filename dialog box is displayed allowing you to specify the drive,
directory, or file type for the text file.

When you return to the Export to Text File dialog box, do one of the following:

* o export all of the frames in the capture buffer to the text file, click Save All
Frames,

* To export only the filtered frames to the text file, click Save Filtered
Frames,

Click Save,

Examine saves the contents of the capture buffer to the specified text file. The
Saving File bar indicates the progress of the export procedure, After Examine
has finished exporting the frames to the text file, you return o the Examine
screen.
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6. Transmitting Traffic tothe Network

The Transmit application enables you to play back a capiure file while
simultaneously transmitting it onto the network. it also enables you to edit single
frames from a capture file and transmit them onto the network.

6.1 Starting the Transmit Application

Transmit is one of the four main Domino functions that are available from the
Workbench screen, which is the first screen you see when you start the Domino
software. To learn more about the Workbench screen and how fo prepare 1o use
an application, see Section 1.3, "The Dominc Workbench."

To start the Transmit application:
+ Choose Transmit from the Workbench menu or click the Transmit bution.

The Transmit screen is displayed (Figure 6-1),

(T e RS T

Figure 6-1. Transmit screen
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6.2 Playing Back a Capture File
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Transmit provides an External Playback feature, which plays back a capture file to
the Domino analyzer and simultaneously transmits the file's contents onto the
network.

To play back a capture file:

1. From the menu bar, choose Transmit/Playback.

The Open Capture File dialog box is displayed (Figure 6-2).

“]endema cap
fddidemo.cap
‘i novell cap
Hlrdemo.cap
1 x2hreasm cap

a5 ol type

Capture: Fites {*.cap)

Figure 6-2. Open Capture File dialog box

2. Select a caplure file to play back.

The External Playback dialog box is displayed and playback starts
(Figure 6-3).

Playback file: je:idnmiﬂﬂicapture\x%reasm.cap

Frames Played: a tﬁﬁf’_l ayh :
: out of 1292 —
—Playback Spead -
: Slow Fag
Dalay

Figure 6-3. Externai Playback diaiog box

3. After the capture file has been played back, close the External Playback dia-
fog box.
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if the Stop at End option is enabled (the default), transmission stops when the
last frame in the caplure file has been played back. When all frames in the
capture file have been played back, the Pause/Resume button changes to the
Playback Again bution; and the External Playback dialog box displays the
message "All Frames Played!”

To repeat playback of the capture file:
¢ In the External Playback dialog box, click Playback Again.

Transmission of the capture file begins and continues until all frames have
----- been transmitted or until you click Pause or close the dialog box,

6.2.1 Changing the Playback Speed

Use the Playback Speed control on the External Playback dialog box to adjust
the speed at which the capture file is played back.
To change the speed at which the capture file is played back:

+ In the External Playback dialog box, move the scroll box to the right to speed
up the playback or to the left to slow down the playback of the capture file.

6.2.2 Stopping the Playback of a Capture File

While playing back a capture file, you might need to stop the playback of frames.
For example, if a specific frame or event that you are looking for has occurred, you
might not need 1o see the remaining frames in the capture file.

To stop the playback of a capture file:
+ In the External Playback dialog box, click Pause.

To restart the playback of a capture file:
+ In the External Playback dialog box, click Resume.

6.2.3 Playing Back a Capture File Frame by Frame

You might find it useful to play back a capture file frame by frame. In this way, you
can view statistics and protocol information for each frame in succession to
isolate an event that has occurrad on the network.

To play back one frame at a time:

1. in the External Playback dialog box, move the Playback Speed alil the way to
the left.

This changes the playback speed to Manual and enables the Play Next
Frame button.

6-3
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2. Click Play Next Frame 1o play back the next frame in the capture file.

Hepeat this step each time that you want to play back another frame from the
capture file.

6.2.4 Enabling Continuous Playback of a Capture File

When you play back a capture file from the Playback dialog box, transmission
stops at the end of the file or when you click Pause. However, you might want to
set up a network test that requires uninterrupted transmission of data for an
unspecified period of time. You can do this by disabling the Stop at End option in
the Piayback dialog box. Then, when you start Playback, the file will be
transmitted repeatedly until you stop it.

To enable continucus playback of a capture file:
¢ Inthe External Playback dialog box, clear the Stop at End check box.

6.3 Building and Editing Frames

The Build Frame component of the Transmit application enables you to build a
test frame to your specifications by editing frames from a capture file. You can
then fransmit individual frames onto the network. Sample capture files are
included for you to use with Build Frame. The general file is SAMPLES.CAP, and
the two bisync files are SAMPBSCA.CAP and SAMPBSCRB.CAP

6.3.1 Opening a Capture File '

6-4

When you select Build Frame from the Transmit menu, the Build Frame dialog
box is displayed with SAMPLES.CAP or the last opened capture file, loaded into
the frame buffer. You may want to work with frames from another capture file, You
can access previously saved capture files from this dialog box.
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To open a capture file:
1. From the menu bar, choose Transmit/Build Frame.

The Build Frame dialog box is displayed (Figure 6-4).

‘% Huild Frame - fsamples.cap] ~LAN.D1

Frame info - =+ Buratian R L Fasmat -,
& Conti CEHEX
Frame 1L ; Continuous - o St
_f_L} Z,} 2 Cownt ci Qgeﬁﬁmpbﬁl
e P OEBCDIC | e
t : T Seconds i s
TR B i .
Total in File: ~Fryme Edii i A
R P Offsel | Totai Frames
FSuelbytes) 9090 BRENR: | Teansmited:
: |66 = 8008 ‘20-82-72-6F 7T 1
; et BO1G BF~T8-28-BA- 75 L
" Intedrome 0618 “GY-20-6F 7665 | e
 Delay (secs} 0020 | -68-6520-6C- 61 et
: {LIBD :j 0028 “BY-BF BT 2772
: ; 0030 ‘B3-BE-20 3831
D Disable Rx :
. | [-Disabie 0038 ] -35-36-37
i ImBad FCS

Figure 6-4. Build Frame dialog box

2. From the Build Frame dialog box, click Open,
The Open Capture File dialog box is displayed (Figure 6-2).

3. From the Capture subdirectory, select the capture file that you want to work
with and click OK.

You return to the Build Frame dialog box. The first frame of the selected
capture file appears in Frame Edit, and the name of the capture file is
displayed on the Build Frame dialog box title bar.

6.3.2 Opening the Samples Capture File

The file SAMPLES.CAP is displayed by default the first time that you open the
Build Frame dialog box. You close the SAMPLES.CAP file automatically when you
select an alternate capture file to edit. Because it serves as the default frame
buffer content, SAMPLES.CAP is not stored in the Capture subdirectory. This
safeguards against accidental deletion of the file, but it also prevents access to
the file through the Open Capture File dialog box when you want fo restore
SAMPLES.CAP to the frame buffer.

To open the SAMPLES.CAP file:
+ From the Build Frame dialog box (Figure 8-4), click Open Samples.

The first frame of the SAMPLES.CAP file appears in the Frame Edit box and
the filename SAMPLES.CAP is displayed on the dialoy box title bar.
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6.3.3 Editing Frames

To edit a frame from a capiure file:

1.

In the Build Frame dialog box (Figure 6-4), under Frame 1D, use the scrollbar
to select the 1D of the frame that you want to edit.

Under Format, select the format that you want the frame content displayed in,
HEX, ASCH, or EBCDIC.

Under Frame Edit, edit the content of the frame.

You cannot save the changes that you make to a frame in SAMPLES.CAP,
SAMPBSCA.CAP, or SAMPBSCB.CAP If you edit a frame from these files,
your next step is to fransmit the frame. '

It you are editing another capture file, you can transmit the frame that you
have changed, or you can save the changes that you made and then either
select another frame to edit or transmit the frame onto the network.

6.3.3.1 Selecting a Frame to Edit

When you select a capture file from the Build Frame dialog box, the Frame Info
box shows:

the 1D of the frame that appears in the Frame Edit box
the total number of frames in the file
the size of the displayed frame in bytes

The first frame in the selected capiure file is displayed by default. You can dis-
play any frame in the selected file to edit and transmit, or to transmit in its origi-
nal state.

To select a frame to edit or transmit;
+ in the Build Frame dialog box (Figure 6-4), under Frame ID, scroll to display the

1D of the frame you want to edit.

The content of the selected frame appears in Frame Edit and the size of the
frame is digplayed in Size.

6.3.3.2 Changing the Frame Size

6-6

Use the Size option in the Build Frame dialog box to change the size of the
currently-displayed frame.

To change the frame size:

1.

in the Build Frame dialog box (Figure 6-4), select Size.

The number of bytes in the currently displayed frame is highlighted in the Size
list box.
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2. Type a number that is smalfer than the original number of bytes in the frame,
or select a number from the scrollable list.

The data that is displayed in Frame Edit is truncated to the number of bytes
that you specified.

6.3.3.3 Selecting the Interframe Delay

You can controf the speed at which frames are transmitted onto the network by
changing the interframe delay.

To select the interframe delay:
1. In the Build Frame dialog box (Figure 6-4), select interframe Delay,
The current interframe delay is highlighted.

2. Type an interframe delay (up to one second in length), or select a delay from
the scrollable list.

6.3.3.4 Selecting the Data Format for Display

You can select how to display the frame content in the Data segment of the
Frame Edit box.

To select the data format for the frame display:

4 In the Build Frame dialog box {Figure 6-4}, under Format, seiect HEX, ASCI,
or EBCDIC.

If you select HEX, a hex dump of the frame is dispiayed. If you select ASCII,
the printable ASCII character representation for the frame is displayed with

. non-printable characters shown in hexadecimal format. If you select EBCDIC,
the printable EBCDIC character representation for the frame is displayed with
non-printable characters shown in hexadecimal format.

6.3.3.5 Changing the Data in the Frame

The Data segment of the Frame Edit box in the Build Frame dialog box displays
the data in the currently selected frame. You can scroli through the data in the
frame, insert and delete data from the frame, and copy data from one part of the

frame to anothet.

To scroll through the data:

+ Use the scroll bar to move up and down through the contents of the frame. Use
the arrow keys to move the cursor to a specific character.

To insert characters in the data:

+ Place the cursor on the character before which you want the new data to be
inserted and type the new data.

8-7
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When you insert new data into the frame, characters are deleted from the end
of the frame so that the original frame size is maintained.

To delete characters from the data:
+ Highlight the character or characters that you want to delete and press Delete,

To copy data from one part of the frame to another:
1. Highlight the character or characters that you want to copy and press Ctrl+C,

2. Move the cursor to the place in the frame 1o which you want to copy the data
and press Ctrl+V.

To add data from another application to a frame:

You can add data to a frame from any Windows application that enables you to
copy information to the Clipboard.

1. Open the application. Highlight the text that you want to copy and press
Ctri+C.

The highlighted text is copied to the Clipboard.

2. Press Alt+Tab to return to the Build Frame dialog box, position the cursor
where you want the new dala, and press Ctri+V,

The text from Clipboard is pasted into the frame that you are editing.

6.3.4 Saving the Edited Capture File

i you are working with a capture file other than SAMPLES.CAP,
SAMPBSCA.CAP, or SAMPBSCB.CAP you can save any changes that you make
to frames in the file from the Build Frame dialog box.

To save changes in frame data:

+ In the Build Frame dialog box (Figure 6-4}, click Save.

The changes you made to the selected frame are saved to the capture fife.

6.4 Transmitting a Single Frame

You can transmit a singte frame onto the network from the Build Frame dialog box.
it provides options for specifying the duration of the transmission, and for starting
and stopping the transmission.

To transmi! & single frame:
1. From the menu bar, select Transmit/Build Frame.

The Build Frame dialog box {Figure 6-4) is displayed.
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2. From the SAMPLES.CAP capture file, or an aliernate capture file, select a
frame fo transmit. :

3. Under Duration, select one of the three following transmit duration options:

Option Description

Continuous Selecting this option floods the network; the
selected frame is transmitted continuously until
you select Stop Transmit.

Count The selected frame is transmitted repeatedly for
the specified number of times,

Seconds The selected frame is transmitted for the
specified number of seconds.

4. Click Transmit.

Transmission of the frame continues until the selected duration condition is
met or until you click Stop Transmit. The Total Frames Transmitted counter
is incremented each time the frame is transmitied.

6.5 Using the Bit Error Ratio Test (BERT) Function

A bit error ratio test is used to test the reliability of a digital transmission channel
between two points in a network. The test consists of sending a known pattern of
bits through a transmission channel from one device to another, comparing the
received pattern to the test pattern, and determining whether errors occurred.

BERT testing involves a transmitter and a receiver that independently generate
the same bit (test) pattern. Typically, a BERT tester transmits a test pattern that is
passed through the device under test and looped back to the BERT tester's
receiver on the channel that is under test. This allows for duplex {transmit and
receive) line testing with only one BERT tester, It is also possible to have one
BERT tester transmit a test pattern on the channel under test to a second BERT
tester, which allows for simplex (transmit or receive)} line testing.

All the features of a BERT tester are built into the Domino software for the
DominoWAN-E1, -T1, and V-series interfaces. The Domino BERT function
provides:

« one-way and loopback test options
+ twelve test bit patterns

« measurable error insertion (with the introduction of single bit errors or by
specifying the ratio of errored bits 1o non-errored bits)
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The error statistics and performance parameters provided by BERT can be used;
* to check the operation of a device (local or remote)

= as acceptance criteria to measure the performance of interconnection devices
(such as repeaters) before installing them on a live network

» to check the reliability of the transmission channels between a DTE and DCE
as a restart test whenever an interconnection device is upgraded or expanded.

On DominoWAN analyzers, all of the Real Time applications (Transmit, Capture,
and Monitor) provide access to the BERT function from the Interface menu. When
the analyzer is in Monitor test mode, it can receive BERT patierns in the Monitor
or Capture applications. However, to fransmit BERT patterns onto the network,
you need to set up the analyzer in one of the Emuiate test modes (Emulate DTE
ot Emulate DCE) and start the BERT function from the Transmit application.

The BERT function adjusts the internal configuration of the analyzer for bit-pattern
processing. To return the analyzer to normal operating mode, you must exit the
application or restart Real Time analysis.

6.5.1 Setting Up the E1 Interface for BERT Testing
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You can use the DominoWAN-E1 BERT function for both one-way BERT testing
and BERT festing on a looped-back line.

The one-way test configuration uses two analyzers configured as BERT testers,
both of which transmit a specified BERT pattern and receive the transmission of
the other tester. This configuration allows outgoing and incoming lines to be
verified independently.

BERTY testing on a looped-back line can be implemented with:

. oa single analyzer in Emulate mode with loopback on the entire E1 link

* a single tester in Drop & Insert mode, with BERT patterns inserted on selected
channels.

Preparing the DominoWAN-E1 1o act as a BERT tester entails both:
» seiting up the £1 interface

» making up the correct physical connections between the analyzer and the
network or CPE

You need to perform these interface setup procedures before you setup and runa
BERT.

Section 6.5.1.1 "Setting Up the E1 Interface for One-way BERT Testing” through
Section 6.5.1.8 “Setling Up the E1 Interface for a Bit Error Ratio Test Using Drop
& Inser!”, provide information about setiing up for different types BERT testing on
an E1 interface.
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6.5.1.1 Setting Up the E1 Interface for One-way BERT Testing

Eor one-way BERT testing, you set up two DominoWAN-E1 analyzers to act as
BERT testers. Both analyzers are set up in Emulate mode. Each analyzer
transmits a specified BERT pattern through the network or devices under test and
receives the transmission of the other tester. This configuration allows incoming
and outgoing lines to be verified independently.

When you connect the E1 interface module to the network, you can use the setup
that emuiates either the network or a CPE.

To set up the E1 interface for one-way BERT testing:

1. From the Analyzers Present section of the Workbench screen, click Setup
for the DominoWAN-E1 you want to configure for BERT testing.

2. From the 2 Mbps Interface Setup dialog box, click Manual,

3. On‘the 2 Mbps Manual Setup dialog box set the options for the transmitter and
receivers on both analyzers as follows:

Transmitter:
Option Selection
Test mode Emulate.
Tx clock Network dependent; typically Loop Timed.

Data channels

Select the channels thal you intend to test.

Framing, line code

As required by the network.

Receiver:
Option Selection
Test mode Emulate.
Receiver 2 Must be selected for BERT festing. Set
termination to Terminate.
Receiver 1 Not used for BERT testing.
Data channels Same channels as on the transmitter.

4, To return to the 2 Mbps Interface Setup dialog box, ciick OK.
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6.5.1.2 Setting Up the E1 Interface for BERT Testing with Loopback

The setup for BERT testing using a single tester with loopback entails settingup a
DominoWAN-E1 in Emulate mode with both transmitter and receiver enabled.
(You must also verify the implementation of loopback on the E1 link you are
testing.}

To set up the E1 interface for BERT testing with loopback:

1. From the Analyzers Present section of the Workbench screen, click Setup
for the DominoWAN-E1 you want to configure for BERT testing.

From the 2 Mbps Interface Setup dialog box, click Manual.
3. Onthe 2 Mbps Manual Setup dialog box set the options as foltows:

Option Setting

Test mode Emulate.

Tx clock Network dependent; typically Loop Timed.

Transmitter data Select the channels that you intend 1o test.

channels

Framing, line code As required by the network.

Receiver 2 Must be selected for BERT testing. Set
termination to Terminate.

Receiver 1 Not used for BERT testing.

4. Toreturn to the 2 Mbps Interface Setup dialog box, click OK.

5. To confirm your setup selections and return to the Workbench, click OK.

6.5.1.3 Setting Up the E1 Interface for a Bit Error Ratio Test Using Drop &

612

Insert

The setup for BERT testing using Drop & tnsert on selected channels consists of
setting up a DominoWAN-E1 in Drop & Insert mode with the transmitter and both
receivers enabled. (Use of this option is dependent on whether or not your
equipment supports loopback on individual data channels.)
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To set up the E1 interface for BERT testing with loopback on selected data
channels:

1. From the Analyzers Present section of the Workbench screen, click Setup
for the DominoWAN-E1 you want to configure for BERT testing.

2. From the 2 Mbps Interface Setup dialog box, click Manual.
3. Onthe 2 Mbps Manual Setup dialog box set the options as follows:

Option Setting

Test mode Drop and Insert.

Tx clock Loop Timed.

Framing, line code As required by the network.

Transmitter data Select the channels on which to insert the BERT

channels paitern.

Receiver 2 Set termination to Monitor. Select the same
data channels as for the Transmitter.

Heceiver 1 Set termination to Terminate.

4. To return to the 2 Mbps Interface Setup dialog box, click OK.

5. To confirm your setup selections and return to the Workbench, click OK.

6.5.1.4 Setting Up and Running an E1 Bit Error Ratio Test

The Domino Internetwork Analyzer BERT tester is a Real Time function that is
available as an Interface menu command from Transmit. When you choose the
BERT command, or click the BERT bution in the Real Time Toolbar, the BERT
dialog box is displayed. It provides test setup and run options and displays test
statistics.

Remember that before you can use your Domino analyzer as a BERT tester, you
need to create the correct hardware configuration and E1 interface setup required
for the type of testing (one-way or loopback) that you want to do. (For information
about how io do this, see 6.5.1, “Setting Up the E1 Interface for BERT Testing” on
page 6.-10.

To set up a BERT for an E1 network:
1. From the Workbench, click Transmit.

2. From the Real Time Interface menu, choose BERT to display the BERT dia-
log hox.
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3. From the Pattern list box, select a bit patiern to use for the test.

4. From the Error Ratio list box, select the ratio at which error bits will be
inserted into the test data stream if you select Insert Error Ratio.

At this point the test setup is complete and you can start the test.

To run the BERT:

1. Click Start to begin transmiiting the test pattern you selected.

2. Tointroduce efrors into the test data stream, do one of the foflowing:

» click Insert Error Ratio to begin insert error bits into the data stream at the
ratic that you selected from the Error Ratio list.

{To stop inserting errors into the data stream, click Error Off)
* click Insert Bit Error o insert a single error bit.

While the test is in progress, test statistics are displayed in the Statistics and
G.821 display areas, ’

3. To end the test, click Stop.

The BERT function adjusts the internal configuration of the analyzer for bit-pattern

processing. To return the analyzer to normal operating mode, you must exit the
application or restart Real Time analysis.

6.5.1.5 Monitoring BERT Patterns on an E1 Network
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You can use the Domine BERT function to monitor BERT patterns on a network
on which a BERT test is taking place. It entails connecting a Domino Internetwork
Analyzer fo the network and setting it up to monitor the line. Then, when you start
the BERT function, as the analyzer decodes the incoming traffic, the BERT
statistics are posted fo the display areas on the BERT dialog box.

To set up the E1 interface to monitor BERT patterns:

1. From the Analyzers Present section of the Workbench screen, click Setup
for the DominoWAN-E 1 you want to configure for BERT testing.

2. From the 2 Mbps Interface Setup dialog box, click Manual,

3. Onthe 2 Mbps Manual Setup dialog box set the options for the Receivers on
the analyzer as foliows:

Option Selection

Test mode Monitor.
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Option Selection

Receiver 2 Must be selected for BERT testing, Set
termination to Monitor.

Heceiver 1 Not used for BERT testing.

Receiver data channeis Select the channeis on which the BERT patterns
are being transmitted.

4. To return to the 2 Mbps Interface Setup dialog box, click OK.

5. To confirm your setup selections and refurn to the Workbench, click OK.

To use the BERT function to monitor BERT patterns:
1. From the Workbench screen, click Transmit.

2. From the Real Time interface menu, choose BERT to display the BERT dia-
log box.

As BERT patterns are detected in the network traffic being monitored, statistics
are posted to the display areas on the BERT dialog box.

6.5.2 Setting Up the T1 Interface for BERT Testing

You can use the DominoWAN-T1 BERT function for both one-way BERT testing
and BERT testing on a looped-back line.

The one-way test configuration uses two analyzers configured as BERT testers,
both of which transmit a specified BERT pattern and receive the transmission of
the other tester. This configuration allows outgoing and incoming lines to be
verified independently.

BERT testing on a looped-back line requires a single analyzer set up in Emulate
mode. You activaie the loopback from the BERT dialog box by selecting the
appropriate ioopback code. All loopback codes are transmitted according to
required specifications.

You ¢an also set up an analyzer in Drop & insert mode with channels selected for
data insertion. When you run the BERT, the test pattern is inserted on the
selected channels.

Setting up the DominoWAN-T1 to act as a BERT tester entails both setting up the
T1 interface and setting up the correct physical connections between the analyzer
and the network or CSU/DSUL

Section 6.5.2.1 “Setling Up the T1 Interface for One-way BERT Testing” through
Section 6.5.2.3 “Setting Up the T1 Interface for BERT Testing Using Drop &
tnsert”, provide information about setting up for different types BERT testing on a
T1 intetface.
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6.5.2.1 Setting Up the T1 Interface for One-way BERT Testing
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For one-way BERT testing, you set up two DominoWAN-T1 analyzers acting as
BERT testers. Both analyzers are set up in Emulate mode. Fach analyzer
transmits a specified BERT pattern through the network or devices under test and
receives the transmission of the other tester. This configuration allows incoming
and outgoing lines to be verified independently,

You can run BERTs with the analyzer set up 1o emulate sither the network or the

Csu/DsU.

To set up the T1 interface for one-way BERT testing:

1. From the Analyzers Present section of the Workbench screen, click Setup
for the DominoWAN-T1 you want to configure for BERT testing.

2. From the T1/DDS Interface Setup dialog box, click Mantal.

3. Onthe T1 Interface Setup dialog box set the options for the transmitter and
receivers on both analyzers as follows:

Transmitter:

Option Selection
Test mode Emulate CSU/DSY or Emulate Network.
Tx ciock Network dependent; typically Loop Timed:; set

Line Build Out as required.

Framing, line code, data
format :

As required by the network.

Data channels

Select the channels you intend to test.

Receiver:
Cption Setting
Receiver Enable and select the same data channels as for
the transmitter.

4. To return to the T1/DDS Interface Setup dialog box, click OK.

5. To confirm your setup selections and return to the Workbench, click OK.
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6.5.2.2 Setting Up the T1 Interface for BERT Testing with Loopback

The setup for BERT testing using a single tester and with loopback consists of
setting up a DominoWAN-T1 in Emulate mode with both transmitter and receiver
enabled. Loopback is implemented with codes that you specify as part of setting
up the BERT test.

To set up the T1 interface for BERT testing using loopback codes:
1. From the Analyzers Present section of the Workbench, click Setup.

2. From the T1/DDS Interface Seiup dialog box, click Manual.

3. -Onthe T1 Interface Setup dialog box set up the options as follows:

(0] pt; on Setti g
Test mode Emulate,
Tx clock Network dependent; typically Loop Timed; set

line Build Out as required.

Transmitter Select the channsls that you intent to test

Framing, line code, data | As required for the tests you intend to run.
format

Receiver Enable and select the same data channels as for
the Transmitter.

4. To return to the TH/DDS Interface Setup dialog box, click OK,

5. To confirm your setup selections and return to the Workbench, click OK.

6.5.2.3 Setting Up the T1 Interface for BERT Testing Using Drop & Insert

The setup for BERT testing on selected data channels using a single tester
consists of setting up a DominoWAN-T1 in Drop & Insert mode with both
transmitter and receiver enabled. (Use of this option is dependent on whether or
not your equipment supports loopback on individual data channels.)

Verify that your analyzer is correctly cabled for Drop & Insert mode. Information
on cabling the analyzer appears in Domino Getting Started.

To set up the T1 interface for BERT testing on selected data channels:

1. From the Analyzers Present section of the Workbench screen, click Setup
for the DominoWAN-T1 you want to configure for BERT festing.

2. From the T1/DDS Interface Setup dialog box, click Manual.
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3. Onthe T1 Interface Setup dialog box set up the options as follows::

Option Setting
Test mode Drop & Insert to CSUW/DSU or
Drop & Insert to Network
Tx clock Loop Timed; set Line Build Out as required.
Transmitter data Select the daia channels on which the BERT
channels pattern is {0 be inserted.
Framing, line code As required by the network.
Receiver Enable and select the same data channels as for

the Transmitter.

4. To return to the T1/DDS Interface Setup dialog box, click OK. 7

5. To confirm your setup selections and return to the Workbench, click OK,

6.5.2.4 Setting Up and Running a Bit Error Ratio Test on a T1 Network

The Domino Internetwork Analyzer BERT tester is a Real Time function that is

available as an Interface menu command from Transmit. When you choose the
BERT command, or click the BERT button on the Real Time Toolbar, the BERT
dialog box is displayed. It provides test setup and run options and displays test
statistics. '

Remember that before you can use your Domino analyzer as a BERT tester, you
need to create the correct hardware configuration and T1 interface setup required
for the type of test {one-way or loopback) that you want to run.

To set up a BERT for an T1 network:

1. From the Workbench screen, click Transmit,

2. From the Real Time Interface menu, choose BERT to display the BERT dia-
log box.

3. From the Pattern list box, select a bit pattern to use for the test,

4. To prepare to send a loopback code: from the Loop Type list box, select a
loopback code to use for the BERT.

Ensure that the loopback code you select is compatible with the type of
framing in use. (An invalid LoopCode message is displayed when the
Ioopeode and type of framing are incompatible.)
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5. From the Error Ratio list box, select the ratio at which error bits are to be
inserted into the test data stream if you choose insert Error Ratio,

The test setup is complete and you can start the test,

To run the BERT:

1. Click Start to begin transmitting the test pattern you selected.

2. To activate the loopback code (if selected), click Send Loop Up.

3. To introduce efrors into the test data stream, do one of the following:

» Click Insert Error Ratio to begin insert error bits into the data stream at the
ratio that you selected from the Error Ratio list.

(To stop inserting errors into the data stream, click Error Off)
« Click Insert Bit Error to insert a single error bit.

While the test is in progress, test statistics are displayed in the Statistics and
(.821 display areas.

4. To cancel the loopback code (if selected), click Send Loop Down.

5. To end the test, click Stop.

The BERT function adjusts the internai configuration of the analyzer for bit-pattern
processing. To return the analyzer to normal operating mode, you must exit the
application or restart Real Time analysis.

6.5.2.5 Monitoring BERT Patterns on a T1 Network

You can use the Domino BERT function o monitor BERT patterns on a network
on which a BERT test is taking place. It entails connecting a Domino Internetwork
Analyzer to the network and setting it up to monitor the line. Then, when you start
the BERT function, as the analyzer decodes the incoming traffic, the BERT
statistics are posted to the display areas on the BERT dialog box.

To set up the T1 interface to monitor BERT patterns:

1. From the Analyzers Present section of the Workbench screen, click Setup
for the DominoWAN-T1 you want to configure for BERT testing.

2. From the T1/DDS Interface Setup dialog box, click Manual.
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3. Onthe T1 Interface Setup dialog box set the options for the Receivers on the

analyzer as follows:

Option Selection

Test mode Monitor.

Heceiver 1 Enable. Enable the DSX-1 checkbox if you are
connected to a Digital Cross-Connect or Monitor Jack.

Receiver 2 Not used for BERT monitoring.

Receiver data Select the channels on which the BERT patterns are

channels being transmitted.

4. To return to the T1/DDS Interface Setup dialeg box, click OK.

5. To confirm your setup selections and return to the Workbench, click OK,

To use the BERT function to monitor BERT patterns:

1. From the Workbench screen, click Transmit.

2. From the Real Time Interface menu, choose BERT to display the BERT dia-

log box.

As BERT patierns are detected in the network traffic being monitored,
stalistics are posted to the display areas on the BERT dialog box.

6.5.2.6 T1 BERT Messages

6-20

Message

Description

Invalid LoopCode

not compatible:

The selected frame type and ioop code are

Outband Smartjack

Loop Type: Use with:
Inband CSU All frame types
Inband Smarkjack: All frame types
Qutband CSU: ESF only
Cutband CSU ESF only
Paylcad ESF only

LoopDown inband CSU

Inband CSU loop-down code transmitied
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Message

Description

LoopDown Inband Smartjack

Inband Smartjack loop-down code transmitied

LoopDown Qutband CSU

Outband CSU loop-down code transmitted

LoopDown Qutband CSU
Payload

PayloadOutband CSU/Payload loop-down
code transmitted.

LoopDiown Qutband
Smartjack

Outband Smartjack lcop-down code
transmitted

LoopUp Inband CSU

Inband CSU loop-up code transmitted

LoopUp Inband Smartjack

Inband CSU loop-up code transmitted

LoopUp Cutband CSU

Cutband CSU loop-up code transmitted

Looplip Outband CSU

Outband CSU/Payload loop-up code

Payload transmitted

LoopUp Outband Smartjack Qutband Smarijack loop-up code transmitted

6.5.3 Setting Up DominoWAN V-series for BERT Testing

The DominoWAN V-series BERT function provides for both one-way and
loopback BERT testing.

The one-way test configuration uses two analyzers configured as BERT testers,
both of which transmit a specified BERT pattern and receive the transmission of
the other tester. This configuration allows ouigoing and incoming lines to be
verified independently.

BERT testing on a looped-back line requires a single analyzer set up in Emulate
mode. You enable the loopback with a software switch when you set up the BERT
test.

Setting up the DominoWAN V-series {o act as a BERT tester entails both setling
up the WAN V-series interface and setting up the correct physical connections
between the analyzer and the network or DCE.

Section 6.5.3.1 “Setting Up theWAN V-series Interface for One-way BERT
Testing” through Section 6.5.3.2 “Setting Up the WAN V-series Interface for BERT
Testing with Loopback”, provide information about setting up for different types
BERT testing on a WAN V-series interface.
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6.5.3.1 Setting Up theWAN V-series Interface for One-way BERT Testing

For one-way BERT testing, you set up two DominoWAN V-series analyzers acting
as BERT testers. Both analyzers are set up in Emulate mode. Each analyzer
transmits a specified BERT pattern through the network or devices under test and
receives the transmission of the other tester. This configuration allows incoming
and outgoing lines to be verified independently.

When you connect the V-series interface module to the network, you can use the
setup that emulates either the network or a DCE.

To set up the WAN V-series interface for one-way BERT testing:

1. From the Analyzers Present section of the Workbench screen, elick Setup
for the DominoWAN V-series you want to configure for BERT testing.

2. From the WAN V-series Setup dialog box, click Manual,

3. From the Manual Setup dialog box set up the options on both analyzers as fol-

lows:
Option Setting
Test mode Emulate.
Tx clock As required by circuilt; set the clock rate as
required.
Link type, link type As required for the circuit you are testing.
setting, encoding, and '
controf leads

4. To return to the WAN V-series Setup Interace Setup dialog box, click OK,

5. To confirm your setup selections and return to the Workbench, click OK.,

6.5.3.2 Setting Up the WAN V-series Interface for BERT Testing with

622

Loopback

The setup for BERT testing on a looped-back line requires a single analyzer set
up in Emulate mode. You enable the loopback with a software switch when you
set up the BERT test. {The WAN V-series BERT function supports remote
loopback for V.24 and V.35.)

To set up the WAN V-series interface for loopback BERT testing with a loop-

back jumper:

1. From the Analyzers Present section of the Workbench screen, click Setup
for the DominoWAN V-sefies you want to configure for BERT testing.
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2. From the WAN V-series Setup dialog box, click Manual.

3. From the Manual Setup dialog box set up the options as follows:

Option Setting
Test mode Emulate.
Tx clock As required by the circuit you are testing; set the

clock rate as required.

Link type, link type As reguired for the circuit you are testing.

setting, encoding, and
control leads

4. To return to the WAN V-series Setup dialog box, click OK.

5. To confirm your setup selections and return to the Workbench, click OK.

6.5.3.3 Setting Up and Running a Bit Error Ratio Test on a WAN V-series
Network

The Domino Internetwork Analyzer BERT tester is a Real Time function that is

available as an interface menu command from Transmit. When you choose the
BERT command, or click the BERT button on the Real Time Toolbar, the BERT
dialog box is displayed. It provides test setup and run options and displays test

statistics.

Remember that before you can use your Domino analyzer as a BERT tester, you
need to create the correct hardware configuration and V-seties interface setup
required for the type of test (one-way or loopback) that you want to run. (For
information about how to do this, see 6.5.3, “Setting Up DominoWAN V-series for
BERT Testing” on page 6.-21)

To set up a BERT for a V-series network:

1. From the Workbench screen, click Transmit.

2. From the Real Time Interface menu, choose BERT to dispiay the BERT dia-
log box.

From the Pattern list box, select a bit patiern to use for the test.

From the Error Ratio list box, select the ratio at which error bits are to be
inserted into the test data stream if you choose Insert Error Ratio.

The test setup is complete and you can start the test.
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To run the BERT:
1. Click Start fo begin transmitting the test pattern you selected.
2. To turn on circuit 140/RL {(Remote Loopback), click Loop On.

{The WAN V-series BERT function supports remote loopback for V.24 and
V.35.) .

3. Introduce errors into the test data stream by doing one of the following:

» Click Insert Error Ratio to begin insert etror bits into the data stream at the
ratio that you selected from the Error Ratio list.

{To stop inserting errors into the data stream, click Error Off),
+ Click Insert Bit Error o insert a single ervor bit,

While the test is in progress, test statistics are displayed in the Statistics and
G.821 display areas.

4. To end the test, click Stop.

The BERT function adjusts the internal configuration of the analyzer for bit-pattern
processing. To return the analyzer to normal operating mode, you must exit the
application or restart Real Time analysis,

6.5.3.4 Monitoring BERT Patterns on a WAN V-series Network
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You can use the Domino BERT function to monitor BERT patterns on a network
on which a BERT test is taking place. It entails connecting a Domino Internetwork
Analyzer fo the network and setting it up to monitor the line. Then, when you start
the BERT function, as the analyzer decodes the incoming traific, the BERT
statistics are posted to the display areas on the BERT dialog box.

To set up the V-series interface to monitor BERT patterns:

1. From the Analyzers Present section of the Workbench screen, ciick Setup
for the DominoWAN V-series you want to configure for BERT testing.

From the WAN V-series Setup dialog box, click Manual,

From the Manual Setup dialog box set up the options as follows:

Option Selection
Test mode Monitor
Clock source External
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Option Selection

Link type, link type setting, | AS required for the circuit you are testing.
encoding, and control
leads

4. To return to the WAN V-series Setup dialog box, click OK.

5. To confirm your setup selections and return to the Workbench, click OK,
To use the BERT function to moniter BERT patterns:

1. From the Workbench screen, click Transmit.

2. From the Real Time Interface menu, choose BERT to display the BERT dia-
log box.

As BERT patterns are detected in the network traffic being monitored,
statistics are posted to the display areas on the BERT dialog box.
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Domino Operating Guide Toolbar Reference

A. Toolbar Reference

The Toolbars on the Domino application screens consist of a set of buttons that
provide you with quick mouse access 1o the screen's most often used features.
Each application screen has a distinct Toolbar.

This reference describes the Toolbars on the Core application screens for the
DominolLAN and DominoWAN interfaces. The Domino software for other network
interfaces might add Toolbar buttons that are specific to an individual interface.

While you are using & screen you can learn more about a bution by pointing your
mouse at the buiton. A yellow label identifies the name of the button and the
button's function is described in the status bar at the bottom of the screen.

A.1 DominolLAN Teoolbars

A.1.1 Dominol.AN Monitor Toolbar

A1
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A.1.2 DominoLAN Capture Toolbar

A.1.3 DominoLAN Examine Toolbar
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A.2 DominoWAN Toolbars

A.2.1 DominoWAN Monitor Toolbar
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A.2.3 DominoWAN Examine Toolbar
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Glossary

Glossary

absolute time

analyzer module

application

ASCIH

ASCII Extended

- assignable buttons
asynchronous

ATT 62411

attribute

autodecode

The timestamp that indicates the time at which
the Domino analyzer received the frame. The
timestamp appears in the format
HH:MM:85.sssss.

The protocot analysis processor that analyzes
high frame rate data streams at network speeds.
It executes multiple parallel processes, one for
each layer of the OSl-model and one for central
control and interaction with the other processors.

Software provided by WWG that allows you to
monitor, analyze, generate, or filter network traf-
fic, or test network hardware.

American Standard Code for information Inter-
change. A 7-bit data representation code
adopted as a standard to promote data
exchange between varying types of data pro-
cessing and data communications equipment.

The 8-bit version of the American Standard
Code for information Interchange.

Buttons at the bottom of the Workbench screen
to which you can assign frequently used applica-
tions for quick access.

A method of transmitting data that uses unequal
time intervals between characters. Transmission
is timed by using a start and stop bit.

T1 physical layer specification. 1t specifies the
QRSS pattern.

One of these seven distinguishing frame charac-
teristics: enhanced, marked, sliced, overflow, no
FCS, bad FCS, or aborted.

The Domino feature that decodes any protocol in
captured data, provided that the protocol soft-
ware is installed on the computer that provides
your Domino user interface.

Glossary-1
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Glossary-2

automatic protocol
recognition

BA
BER
BERT
bisync

bisynchronous

canonical

Capture

capture buffer

capture file

CCHT G.821

CCITT 0.151

CCITT O.152

character code

A feature of the Domine system that enables it to
recognize protocols for which no layer protocol
package is loaded by using the protocol identifier
bytes in the frame header.

Balanced Asynchronous.

The ratio of Bit Errors to Bits Received.
Bit Error Ratio Test,

Bisynchronous data transmission.

A method of transmitting data thal uses a spe-
cific set of control characters to synchronize hali-
duplex, character-oriented transmission.

The canonical address format displays a net-
work address as six groups of two hexadecimal
digits; each group is separated by a dash (-).

The Domino application that temporarily stores
network traffic in a buffer.

A part of the available Domino HAM set aside for
the temporary storage of frames as they are
received from the network.

A file used to store the frames from the capture
buffer, which can be loaded into the Domino
RAM for post-capture examination.

This standard pertains to Error Performance of
an International Digitat Connection that forms
part of an Integrated Services Digital Network
{ISDN). 1t specifies the standard BERT statis-
tics.

Specilication for Instrumentation to measure
error performance on digital systems {require-
ment for BERT testers}. It specifies the PRBS15
and PRBS23 patterns.

Specification for Instrumentation to measure the
error performance on 64 Kbps circuits. It speci-
fies the PRBS11 paltern,

The Domino feature that allows the selection of
the data transmission character code such as
EBCDIC or ASCH. This controls the way Domino
interprets the data it captures from and transmits
to the network.
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csv

custom stack

DA-3x

DCE

delia time

desktop

deskiop file

destination address

bsu

DTE

Comma-separated value. A file format accepted
by many software packages, especially spread-
sheet software. The Export to CSV command on
the Examine screen allows you to export the
contents of the current capture buffer to a CSV
file.

An option available on the Protocol Setup that
allows you to load a protocol at any layer of the
protocol stack for decoding.

The term used to refer to an unspecified member
the WWG family of network protocol analyzers
(DA-30, DA-31, or DA-30C).

Data Communications Equipment. interfacing
equipment that helps the terminal equipment

communicate over the network. It establishes,
maintains, and terminates the connection in a
data conversation. An example is a modem.

A timestamp that indicates the interframe delay,
which is the number of seconds elapsed
between the time when a frame is received by
the Domino analyzer and the ime when the next
frame is received.

A deskiop is a retrievable screen configuration
that you define while working with a Real Time
application. it contains a set of results windows
that you can recall to the screen with a single
menu command. Desktops are analyzer-specific,
interface-specific, and application-specific,

A file in which you can save the set of currently-
defined deskiops for an application. When you
load the desktop file, the deskitops that it con-
tains are listed on the Real Time Deskiop menu.
Desktop files are interface-specific and applica-
tion-specific, but not Domino-specific.

Field in a nelwork frame indicating the address
of the node targeted for receipt of the frame.

Data Service Unit. The customer interface
between the DTE and a digital {(E1 or T1} net-
work.

Data Terminating Equipment. Any piece of
equipment at which a communication path
begins or ends. Examples include a PC, printer,
or PBX.
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EBCD
EBCDIC

Examine

export

FCS

filtering
frame slicing

HDLC
IETF

initial interface setup
dialog box

ISC

Glossary-4

Extended Binary Coded Decimal

Extended Binary Coded Decimal Interchange
Code. An 8-bit data representation code that can
represent up to 256 distinct characters.

The Domino application that provides detaited
analysis of real time or captured data including
viewing details, summaries, and interpretive sta-
tistical information.

To save captured data in a format that can be
used with other software, such as a spread-
sheet, From the Examine screen, you can export
captured data to a comma-separated value
{CSV) file.

Frame Check Sequence. A field added to the
end of a frame that contains transmission error-
checking information. A source computer calcu-
lates a value which it includes in the FCS field of
a frame that it ransmits. The receiving computer
performs the same calculation when it receives
the frame. If the calculations do not match, the
receiving computer determines that the packet is
corrupt and discards it. An FCS calculation is
made for each packet.

A Domino function that allows you to display only
those capture buffer frames that maich specific
criteria.

An option that allows you to shorten the data
frame before it is passed to the analyzer for pro-
cessing.

High-l.evel Data Link Controf protocol.
Internet Engineering Task Force.

The interface setup dialog box that appears
when you choose the Setup button on the Work-
bench or when you choose the Setup command
from the Real Time Interface menu.

internet Network Layer protocol.

International Standards Qrganization. An organi-
zation composed of several commitiees that
establish standards in telecommunications and
data communications technology and other
fields.
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LAN

LED indicators

MSB first

neiwork event program

network interface seiup

network interface software

NLPID
Ni

non-canonical

playback

PRBS

Acronym for Local Area Network. A network that
spans a fimited geographical area and that per-
mits interconnection and intercommunication
betweaen a group of computers in order to share
resources.

Display on the front panel of the Domino ana-
lyzer that shows the selected test mode and the
status of the data and conirol leads.

The MSB First address format displays a net-
work address as six groups of two hexadecimal
digits. Each group is separaled by a colon (),
with the most significant bits first.

A software program you can create to customize
an application to perform tasks such as monitor-
ing specific network interface conditions and pro-
tocol conditions or generating network traffic. -

A network-interface-specific dialog box which
enables you to sat up the parameters for the net-
work interface in use.

Software that works with the network interface
module to allow the Domino analyzer to correctly
interact with the type of network being moni-
tored.

Network Level Protocol [D

Network Interface - This is defined in ANSI
T1.403 as the point of demarcation between the
network and the Customer Installation {(Cl).

The non-canonical address format displays a
network address as six groups of two hexadeci-
mal digit; each group is separated by a colon ().

A Domino feature that aliows you to use a cap-
ture file as the source of network traffic for an
application rather than the live network, When
you invoke the Internal Playback option from the
Advanced Setup dialog box, the capture file is
played back to the Domino. The Transmit appli-
cation includes an External Piayback option that
enables you to play back a capture file onto the
network and simultaneously play the file back to
the Domino.

Pseudorandom Bit Sequence.
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protocol sofiware

protocol stack

QRSS

HAM capture

Real Time

relative mark

relative time

results windows

SNAP

source address

status bar

stop condition

Domino software that decodes the protocols
used by the devices on the network being moni-
tored. All devices on the same network use a
minimum of one shared protocol,

The Domino feature that provides an 05} Model
for layer-by-layer toading of protocols at default
or custom layers,

Quasi-Random Signal Source - This test pattern
is specified in ATT Technical Relerence 62411.

The Domino action that buffers network traffic in
a RAM file while continuing to capture network
iraffic in real time.

The part of the Domino software thal monitors
network traffic and interfaces with the analyzer
and the network interface module. Caplure,
Monitor, Transmit and the Toolbox applications
run over the Real Time software and add their
own unique features to those available from Real
Time.

A mark that you set on a frame in the capture
buffer with the Set Mark command. Examine cal-
culates the relafive time and the cumulative
bytes for each frame in the buffer that succeeds
the relative mark.

A timestamp that indicates the interframe delay
or the number of seconds that have elapsed
between the mark that you set using the Set
Mark command and the time when the Domino
analyzer received the current frame.

Windows that display information about the
frames in the capture buffer, such as summary
information, statistics and graphs.

Subnetwork Access Profocol.

Field in a network frame indicating the address
of the node originating the frame,

The area at the bottom of the screen that pro-
vides information about the current screen or
window, such as a description of the current
menu option.

The condition for RAM capturing that conirols
how the Domino analyzer responds when the
user-specified maximum capture buffer or cap-
ture file size is reached.




Domino Operating Guide

Giossary

summary windows

symbolic name

test mode

timestamping

Toolbhar

transmission channel

Transmit

WAN

WAN interface module

Workbench

Frame Summary or Protocol Summary windows.
The Frame Summary window displays summary
information about each frame in the current cap-
ture buffer. The Profocol Summary window dis-
plays protocol-specific information for each
frame in the capture buffer.

A user-defined name which is equated with the
IEEE-specific address of a network interface
card. Symbolic names, which can be up to 48
characters long, cannot contain commas or dou-
ble-quotation marks.

The function of the Domino analyzer in & net-
work test, which is specified during interface
setup. The options are Monitor and Emulate for
DominoL. AN, and Monitor, Emulate DCE, and
Emulate DCE on DominoWAN,

The process by which Domino assigns a time to
each received frame, which is expressed as
either absolute time, relative time, or delta time.

The graphic area across the top of the screen,
below the menu bar, comprised of buttons that
provide quick mouse access to a screen's most
commonly used functions.

A transmission channel consists of interface
cables as well as any interconnecting devices
that are on the line.

The Domino application that enables you fo play
back a capture file onto the network and simulta-
neously play the file back to the Bomino ana-
lyzer. Transmit also provides options for building
a test frame by editing a frame from a capture
file, and transmitting the test frame onto the net-
work.

Acronym for Wide Area Network. A communica-
tions network that services devices over a large
physical distance.

A plug-in module that provides WAN V-series
interface support on Domino units.

The first screen that you see when you start the
Domino software and from which you can
access all of the features of the Domino soft-
ware. The name on the title bar is Domino Inter-
network Analyzer.
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A

Absolute Time 5-53
Address
filtering by address 5-29, 5-36
searching by frame address 5-18
setting up a capture fitter by address 3-5
Address layer, in filtering 5-29, 5-36
Advanced configuration 2-5
Analysis Options _
displaying reserved fields in the Protocol Detail
window 5-64
packet reassembly 5-55
protocol scanning 5-56
Analyzer
enabling 2-1
enabling or disabling the learning of symbolic
names 2-26
multiple analyzers 1-8-1-12
reinitializing 2-2
setting up 2-2
Application
Capture 1-3, 3-1-3-14, 6-1
changing the application assigned to a
Toolbox bution 2-23
changing the picture on a Toolbox button 2-23
Core software applications 1-2
Examine 1-3, 5-1—5-70
Monitor 1-3, 4-1—4-20
Real-Time applications 1-2
screens 1-6
setting up Toolbox applications 2-20
starting 1-5
stopping 1-8
Transmit 1-3, 6-1-6-8
Area graph, frame size distribution 4-8
Attribute
filtering by frame attribute 5-41
searching by frame atiribute 5-20
Auto Configuration 2-3

B

Bit Error Ratio Test (BERT}
E1 interface setup for 6-10—6-13 _
monitoring BERT patterns ona T1 network 6-
19
monitoring BERT patterns on a WAN V-series
network 6-24

monitoring BERT patterns on an E1 network &-
14

overview 8-9

running a T1 BERT 6-18

running an E1 BERT 6-13

running WAN V-series BERT 6-23

T1 BERT messages 6-20

T1 interface setup for 6-15—6-17
Bookmark, setting and jumping to a bookmark 5-28
Buttons

Toolbox 2-20

Workbench 1-4
Bytes received, measuring 5-25

C

Capture application 1-3, 3-1-3-14
clearing the capture buffer 3-14
ending filter and frigger setup 3-13
filker and trigger setup files 3-14
filters and triggers 3-2
saving captured iraffic 3-12
setting up filters 3-3
setting up triggers 3-10
starting 3-1
starting and stopping traffic capture 3-13
starting Capture on multiple analyzers 1-8
Toolbar
DominolAN A-2
DominoWAN A-3
Capture buffers
clearing 3-14
difference between capture buffers and
capture files 5-2
moving between capture bufters 5-7
saving 3-12, 5-3
saving contents to a capture file from Examine
5-3
saving to disk 2-13
searching forward or backward 5-15
working with data in the capture buffer 5-50
Capture files 5-3-5-7
closing 5-7
difference between capture files and capture
buffers 5-2
editing frames 6-4
enabling and disabling internal playback 2-18
examining 5-3
exporting frames to a CSV file 5-69
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exporting frames to & text file 5-70
opening 5-4
opening a character-based capture file 5-5
opening from Transmit 6-4
playing back 6-1, 6-2
samples 6-5
saving 6-8
saving an edited file 5-3
saving captured frames to a new file from
Examine 5-3
selecting a capture file for internal play back 2-
16
sefting up internal playback 2-16
using capture files in Domino applications 3-1
Capture filters 3-3—3-8
address 3-5
ending setup 3-13
error condition 3-8
frame size 3-8
overview 3-2
pattern 3-8
protocol 3-7
setiing up 3-3
setting up a match fifter 3-8
setup files 3-14
WAN 3-8
Capture triggers 3-10
automatic saving to disk 2-13
definition 3-2
filtering in trigger frames 3-2
setting up 3-10-3-13
Captured frames
examining 5-1
filtering 5-27
saving from Examine 5-3
Captured traffic
examining 5-1
limiting 2-15
saving 5-49
saving to disk 2-13
Capturing traffic
automatically to disk 2-13
scheduled 2-13
capturing traffic
starting and stopping 3-13
Character code format
changing 4-13, 5-12, 5-53
setting up 2-19

Indaex-2

Character Trace window 4-13, 5-11
changing the character code format 4-13, 5-
12, 5-53
setiing up the character code 2-19
Character-based capture files 5-5
Colors, selecting protocol colors 5-57
Commands 1-6
Configuration
advanced 2-5
autoconfiguration for DominoWAN 2-3
manual 2-4
~ Toolbox buttons 2-20
Core software 1-2
CSV file
exporting frame data 5-69
exporling results statistics to a CSV file 1-8

D

[ata format, selecting the format when editing
frames 6-7
Decodes
format 5-11
proprietary protocols 2-7
protocol 5-13
protocol elements 5-12
Delay, selecting interframe delay when editing
frames 6-7
Deita Time 5-53, 5-54
Desktop files
difference between desktops and deskiop files
1-12, 1-14
loading 1-18
overview 1-12
saving 1-18
Deskiops
defining 1-14, 1-15
deleting 1-17
difference between deskiops and desktop files
112, 1-14
modifying 1-16
on multiple Domine analyzers 1-16
overview 1-12
renaming 1-18
Disk space, conserving during automaiic captures
2-18
Display Options
displaying or hiding fields in summary windows
5-59
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displaying the protocol summary in table
format 5-63,

enabling display of station names instead of
addresses 5-60

indicating change of direction of traffic fiow
Frame Summary window 5-60
Protocol Summary window 5-63

specifying address layers 5-60

Domino analyzer

enabling 2-1

enabling or disabling the learning of symbolic
names 2-26

mutltiple analyzers 1-8—1-11

overview 1-1

reinitializing 2-2

remote analyzer
enabling 2-1

running multiple applications 1-11

setting up 2-2

DominoWAN

auto configuration 2-3

Character Trace window 5-11

Hexadecimal Trace window 5-10

loading WAN protocols 2-7, 4-18, 5-51

selecting the LAN encapsulation method 4-14

E

E1 BERT 6-10-6-14
Encapsulation 4-14
Errors
searching by frame error 5-16
setting up a capture filter by error condition 3-8
Examine application 1-3, 5-1, 5-1-5-70
capture files vs. capture buffers 5-2
character code format, changing 5-12, 5-53
Character Trace window 5-11
displaying or hiding fields in summary windows
5-58, 5-62
displaying reserved and miscallaneous fields
5-64
expotting frames 5-69, 5-70
fiter equations, loading and saving 5-48
filtering
advanced 5-34-5-49
hasic 5-28
quick 5-33
fikering captured frames 5-27
frame contents windows 5-9

Frame Summary window 5-8
display options 5-60
Hexadecimal Trace window 5-10
moving between capture buffers 5-7
packet reassembly 5-55
printing 5-65
protocol colors 5-57
Protocol Detait window 5-12
displaying reserved fields 5-64
protocol scanning 5-56
protocol stack, modifying 5-50
protocol style 5-57
Protocol Summary window 5-13
display options 5-63
resulis windows 5-8—5-13
saving captured frames 5-3
searching the capture buffer 5-15
setting bookmarks 5-26
setting the relative mark 5-25
starting 5-1
starting from Monitor 4-19
synchronizing results windows 5-64
timestamp type 5-53
Toolbar
Dominol AN A-2
DominoWAN A-4
working with capture files 5-3
working with data from the capiure buffer 5-50
Export file
saving frame data 5-68, 5-70
saving resuits statistics to an export file 1-8

F

Fields
displaying or hiding fields in summary windows
5-59
fitering frames by protocol-specific fields 5-45
searching frames by protocol-specific fields 5-
23
Files
capture files 5-2
deskiop files, defined 1-12
loading desktop files 1-19
loading filter equation files 5-48
loading filter files 5-33, 5-46
opening a eapture file to edit 6-4
opening filter and trigger setup files 3-14
playing back capture files 6-1, 6-2
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sample capture files 6-4
saving capture filter and trigger setup files 3-14
saving captured traffic to files 6-8
saving deskiop files 1-18
saving filter equation files 5-48
saving filter files 5-32, 5-46
saving filtered frames to files 5-49
setting up internal playback of a capture file 2-
18
Filtering
address format 5-29, 5-36
advanced 5-34
basic 5-28
by address
advanced 5-36
basic 5-29
by frame atiribute 5-41
by frame size 5-38
by pattern
advanced 5-39
basic 5-31
by protocol
advanced 5-44
basic 5-31
by protocol-specific fields 5-45
capture filters See Capture filiers
captured frames 5-27
criteria
advanced filters 5-34
basic filters 5-28
effect of the selected address layer on address
format 5-29, 5-36
filter equations, loading and saving 5-34
loading filters
advanced 5-46
basic 5-33
modifying advanced filtering conditions 5-47
options 5-27
quick 5-33
saving filtered frames to a capture file 5-49
saving fitters
advanced 5-46
basic 5-32
Format
decode 5-11
protocol fields 5-57
Frame attribute
filtering by frame attribute 5-41
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searching by frame attribute 5-20
Frame building 6-6-6-7 '
Frame capture
saving 5-3
starting and stopping 3-13
Frame contents windows 4-12, 5-9
Frame data, changing 6-7
Frame editing 6-4
Frarme errors, searching by frame error 5-16
Frame number, searching by frame number 5-25
Frame Rate graph 4-10
changing the scale 4-11
changing the time scale 4-20
Frame Rate stafistics 4-10
Frame size
filtering by frame size 5-38
searching by frame size 5-17
selting up a Capture filter by frame size 3-8
Frame size distribution
area graph 4-8
statistics 4-7
Frame slicing, setting up 2-18
Frame Summary window 5-8
display options 5-60
displaying or hiding fields 5-59
Frame, fransmitting a single frame 6-8
Frames
building 6-4
capturing 3-1-3-14
- displaying frame information 5-8
editing 6-4
examining 4-19
exporting frame data to a CSV file 5-69
exporting frame data to a text file 5-70
jumping to specific frames 5-24
saving captured frames from Examine 5-3
saving filtered frames 5-49
searching for specific frames 5-15
selecting frames fo print 5-68
slicing 2-18
viewing frame contents 5-9
viewing frame protocols 5-12

G

Glue protocol software 2-7

Graphs
changing the frame rate scale 4-11
changing the utilization scale 4-5
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changing time scale 4-20
Frame Rafe 4-10
Network Utilization 4-4
scrolling 4-19

H

Hexadecimal Trace window 4-12, 5-10
changing the character code format 4-13, 5-
12, 5-53
setting up the character code format 2-19

Interface
setup 2-2
modifying 4-15
software 1-3
interframe Delay, selecting delay when editing
frames 6-7
Internal playback 2-16

J

Jumping
{o a bookmark 5-26
1o a relative mark 5-25
to a specific frame number 5-25

L

{_AN encapsulation method 4-14

M

Manual configuration 2-4

Menu commands 1-6

Monitor application 1-3, 4-1—4-20
character code format, changing 4-13
Character Trace window 4-13
examining frames 4-19
frame contents windows 4-12
Frame Rate graph 4-10
Frame Size Distribution area graph 4-8
Frame Size Distribution window 4-7
Mexadecimal Trace window 4-12
modifying the interface setup 4-15
modifying the protocol stack 4-15
Network Error Statistics window 4-9
Network Utilization graph 4-4
network utilization statistics 4-4
pausing 4-18
Protocol Distribution pie chart 4-7

Protocol Distribution window 4-6
restarting 4-18
Results windows 4-3
saving network traffic 5-49
scrolling through graphs 4-19
selecting the LAN encapsulation method 4-14
starting 4-1
starting Monitor on multiple analyzers 1-8
Station List window 4-3
station statistics available in Monitor 4-3
Toolbar
DominolL AN A-1
DominoWAN A-3
Top Users pie chart 4-3
Top Users statistics 4-3
Multiple Domino analyzers 1-8—1-11
working with Deskiops on mutltiple analyzers
1-16

N

Network Error Statistics window 4-9
Network Interface
setup 2-2
modifying 4-15
software 1-3
Network Utilization graph
changing the scale 4-5
changing the time scale 4-20
Network utilization statistics 4-4
Number, jumping to a specific frame number 5-25

P

Packet reassembly, enabling 5-55
Passive mode 4-2
Pattern
filtering by pattern
advanced 5-39
basic 5-31
searching by frame pattern 5-19
Pie chart
Protocol Distribution 4-7
Top Users 4-3
Playback
external 6-1—6-8
internal 2-16—2-18
Printing 5-65-5-68
Proprietary protocol decodes 2-7
Protocol
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decodes 5-13
detail 5-12
filtering by protocol
advanced 5-44
basic 5-31
information for specific frames 5-12
information for specific protocols in specific
frames 5-13
scanning, enabling 5-56
searching frames by protocol 5-23
selacting display colors 5-57
setting up a capture filter by protocol 3-7
setup 2-10
software 1-4
style 5-57
Protocol decodes, proprietary 2-7
Protocol Detail window 5-12
displaying reserved fields 5-64
Protocol distribution
Protocot Distribution pie chart 4-7
Protocol Distribution window 4-6
Protocol fields
filtering by protocol-specific fields 5-45

searching frames by protocol-specific fields 5-

23

selecting the display format 5-57
Protocol stack

decoding proprietary protocols 2-7

loading 2-7

modilying 4-15, 4-17, 5-50, 5-51

rearranging 4-16, 5-51

set up 2-6
Protocol Summary window 5-13

display options 5-63

displaying or hiding fields 5-62
Protocol-specific information 5-13

Q
Quick filtering 5-33

R

RAM capture 2-12-2-13
Real Time applications 1-2
Relative mark 5-25 .
setting and jumping to a relative mark 5-54
Relative time 5-53
Hemote analyzer
enabling 2-1
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Repeating a search 5-16
Reserved and miscellaneous fields, displaying
fields in the Protocol Detail window 5-64

Results windows

Examine 5-8—5-13

Monitor 4-3—4-13

moving between 1-7

printing 5-65

synchronizing 5-64

S

SAMPLES.CAP, opening 6-5
Saving
captured fraffic to disk 2-13
disk space during automatic capturing 2-15
results 1-8
Scheduled capturing 2-13
Screens
application 1-6
Workbench 1-4
Scrolling through graphs 4-19
Searching
by address 5-18
by bookmark 5-26
by frame attribute 5-20
by frame error 5-18
by frame number 5-25
by frame pattern 5-19
by frame size 5-17
by piotocol 5-23
by protocol-specific fields 5-23
by relative mark 5-25
for specific frames 5-15
forward or backward 5-15
repeating a search 5-16
Setup
advanced configuration 2-5
analyzer 2-2
autoconfiguration for DominoWAN 2-3
character code 2-19
configuration options 2-3
frame slicing 2-18
internal playback 2-16
manual configuration 2-4
modifying the network interface setup 4-15
network interface 2-2
protocol stack 2-6—2-7
protocols 2-10
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RAM capture 2-11, 2-12, 2-13
symbolic hames 2-25-2-26
Toolbox 2-20
Toolbox buttons 2-23-2-24
Setup files, filter and trigger 3-14
Size
filtering by frame size 5-38
searching by frame size 5-17
setting up a capture filter by frame size 3-8
Software
Core 1-2
Glue protocol software 2-7
interface 1-2, 1-3
protocol 1-2, 1-4
starting the Domino software 2-1
“Toolbox 1-2
version number 2-27
Station names
enabling or disabling dispiay 2-25
enabling ot disabling learning 2-26
Statistics
frame rate 4-10
frame size distribution 4-7
network errors 4-9
network utilization 4-4
protocoil distribution 4-6
station statistics 4-3
Status Bars 1-7
Symbolic names
enabling or disabling display 2-25
enabling or disabling learning 2-26

T

T1 BERT 6-15—6-20
Text fite
exporting frame data 5-70
exporting results statistics to a text file 1-8
Time lapse, measuring 5-25
Timestamp type, changing 5-53
Toolbars 1-6, A-1
DomincLAN A-1—A-2
DominoWAN A-3-A-4
Toolbox 1-5
buttons 2-22—2-24
set up 2-20
Top users 4-3

Traffic capture, starting and stopping 3-13
Traffic, saving 3-13, 5-2
Transmit application 1-3, 6-1, 8-1—6-8
building and editing frames 6-4
editing 6-4-6-8
opening a capture file 6-4
opening the Samples capture file 6-5
playing back a caplure file 6-1, 6-2
saving an edited capture file 6-8
starting Transmit on muitiple analyzers 1-8
Toolbar
DominoLAN A-2
DominoWAN A-4
transmitting a single frame 6-8
Triggers 3-10—-3-13
overview 3-2

U

LHilization graph 4-4
changing the scale 4-5
changing the time scale 4-20

Vv

Version number, displaying 2-27

w

WAN
Character Trace window 5-11
frame contents 5-10
Hexadecimal Trace window 5-10
Indicating change of direction of traffic flow
Frame Summary window 5-80
Protocol Summary window 5-83
lcading WAN protocols 2-7, 4-16, 5-51
selecting the LAN encapsulation method 4-14
WAN V-series BERT 6-21-6-25 :
Workbench 2-1
Analyzers Present box 1-5
assignable bultons 1-5
buttons 1-4
overview 1-4
screen 1-4
task buttons 1-5
task, starting 2-13
Toolbox section 2-20
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