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Figure 13-1. HIC Block Diagram

[ I I O G B (=T ] (=Y RSP R
CLB_FSM_LUT_FNT_0 REGISIEN.....eiiiieiieiiiiesie ettt se et sae et e st sseeenteesreeeseesneeenseeenneeees
CLB_FSM_LUT_FN2 REGISTE ... .eeiiieiieeiiiee ettt e et e e et e e st e e sme e e e st e e sneeeesmseeeanneeeenneeeanneeean
(O I8 S I O o N O =T [ (=Y SR
(O IS I O o N o =Y 1 () ST
CLB_FSM_NEXT_STATE_O REGISEI.....cuiiiiiieiie ittt ettt e ste et e steesaeeenteesreeaseesseeessaesnneenes
CLB_FSM_NEXT_STATE_1 REGISEI....cciiiiiiieiie ettt ettt e s te et e teesaeeenbeesreeanseesseeesseesnneenes
CLB_FSM_NEXT_STATE_2 REGISIEI.....cuiiiiiieiie ittt see et e see et e s et e s e e s e s steesaeeenteesreeanseessseesseesnseenes

CLB_MISC_CONTROL REGISTEN.....cceueiieiiiieeetieeeiiee e sie e ettt e e stee e st e e et e e e eneeaesmaeeeesseeeasnseeesnneeeaanaeeeanneeesnneeenn

CLB_OUTPUT _LUT _0 REGISLE...cuviiiiieitieeiie sttt st stee st ee e e steeateesaeeateesseeanteessseensessneeenseesnseensensnseees
CLB_OUTPUT _LUT _1 REGISIE..cctiiiiieieieetie sttt seestee st s e s te e st eeteesaeeateesseeanteessaeensessneeenseesnseensensnseees
CLB_OUTPUT _LUT _2 REGISEE...cuteiiiieiiieeiie et etee st stee sttt s e eteesteeaeeesteeateesseeanteessaeensessnseenseesnseensensnseees
CLB_OUTPUT _LUT _3 REGISIE...c.uiiiiieiiieitie st etee st stee st s e s e e st e e teesaeeateesseeanteesseeenseesneeenseesnseensensnseenes
CLB_OUTPUT _LUT _4 REGISIE...c.uiiitieitieetie sttt st stee st steesteesteeaeeesteeateesseeanteessaeensessnseenseessseensensnseees
CLB_OUTPUT _LUT _5 REGISIE..cctiiiiieieie it sttt st stee st s e ete e st e e teesaeeateesseeanteessaeenseesnaeenseesnseensenenseees
CLB_OUTPUT _LUT _6 REGISIEN...c.ueiiiieiiieitie sttt st s e e e stee e e steeateesaeeateessaeenseesnseenseesnseenseesnseees
CLB_OUTPUT _LUT _7 REGISIE...cuiiiiieeiie et e sttt seestee st s e s e e steeeteesaeeateesseeanteesnaeenseesneeenseesnseenseesnseees
CLB_HLC _EVENT _SEL REGISIEN. ... .iiitiiiiieitit ettt sie et ste ettt steesiaeestaeeteesteaanseesseeanseesneeanseesnneenseesns
CLB_COUNT_MATCH_TAP_SEL REGISIE...c.ueiiiieiieeiie ittt ettt sttt et e e e snee et e sneeennee e
CLB_OUTPUT_COND_CTRL_O REGISEI.....cceieitiiiiiesiieeieesieeeesieesieeste e steeeeeesteeanseesseeesteesnseeseesnseenseesnnes
CLB_OUTPUT_COND_CTRL_T REGISIEI ... .cceietiiiieesiieeieesiieeee st steeste e steeaaeesteeanseesseeesteesnseeseesnseenseesnnes
CLB_OUTPUT_COND_CTRL_2 REGISIEI.....cctieitiiiiiesiieeiiesieeiee st esieesteesieeaaeesseeanseesseeesseesnseessessnseesseesnnes
CLB_OUTPUT_COND_CTRL_3 REGISEI.....cceiiitiiiieesiieeieesteetee st esieesteesteesaeestesanseesneeesseesnseessessnseenseesnns
CLB_OUTPUT_COND_CTRL_4 REGISIEI.....cceieitiiiiiesiieeieesieetee st esieesteesteeeaeesseeanseesseeenseesnseesesanseensessnnes
CLB_OUTPUT_COND_CTRL_5 REGISEI.....cceieiuiiiiiesiieeieesieeee st sieeseeesteeaaeesseeanseesseeenteesnseessesanseenseesnns
CLB_OUTPUT_COND_CTRL_B REGISIEN.....ccueiiitiiiiiesiieeieesiieeee st steesie e stee e e stesanseesseeenteesnseeseesnseenseeannes
CLB_OUTPUT_COND_CTRL_7 REGISIEI.....cctiiitiiiiiesieeieesiieetee st esieesiteesteeeaeesseeanseesseeenseesnseessessnseenseesnnes
CLB_MISC_ACCESS _CTRL REGISIE. ... .eieiiiieeiiee ettt ettt e et e et e e snee e e smeeeeeeeeesnaeeesnneeean
CLB_SPI_DATA _CTRL_HI REGISIEN.....cciuiiiieieciieciie ettt sttt ste e stae et e ssaeeteesneeenseeanneenneeanes
CLB_LOAD_EN REGISTEI . ....ueeiieieiie ittt ettt e e et e et e e st e e et e e e nte e e sneeeenneeeeanseeesnneeeeanneeean
CLB_LOAD_ADDR REGISIEN......eeiiteeeititeeitiee it e et et e ettt e et e e st e e steeeaaneeeesmseeeaseeeaaneeeeanneeeeseeeeanneeeannees
CLB_LOAD_DATA REGISTEN ... etiieiitiie et e ettt e ettt e st e e st e e et e e s s et e e saeeeeaseeeeaneeeesneeeeanseeeanseeeanneeeesnneeas
CLB_INPUT_FILTER REGISIEN ... eiiiieitiieiieitie ettt sttt e te e stee st e et e ente et e snteenseesnseesseesnseeaseeanneennes
CLB_IN_MUX_SEL_0 REGISTEN......ueeiieitiieeiee ettt ettt e e e st e e s et e e et e e e ne e e e sneeeeanneeeennees
CLB_LCL_MUX_SEL_1 REGISIEN......eieitiieiiiieeeeie ettt s e et e e st e e et e e s ne e e e sneeeeanteeesneeeesnneeeanneeeenees
CLB_LCL_MUX_SEL_2 REGISIEN......eeiitiieiitiie ettt e st e e st e et e e st e e et eesne e e e snaeeeanteeesneeeesnneeeanneeesnees
CLB_BUF_PTR REGISIE......eeeieiieiiiie ittt ettt e et e s st e e en et e e st e e s nee e e smeeeeamteeeaneeeesnneeeanneeesnnees
(OIS €1 S =G (=T 1] (= SR
[0 I8 S @ L = N (=T ) (=T SR
CLB_GLBL_MUX_SEL_1 REGISEI.....cueiiitieiiiieiieeieesiie et stee ettt ssee st e staeeteestaeeseesseeeseesneeenseeanseenseeans
CLB_GLBL_MUX_SEL_2 REGISE........eeicieiiiiesieeeieesiee et stee e e seeesteesseessteessaeeteestaeeseesseeeseesnseenseesnseenseeans
CLB_PRESCALE_CTRL REGISIEN......ciieiiiiiiecie ettt sttt e teestee et e saeeateessaeensessneeenseesnseenseesnseenes
CLB_INTR_TAG_REG REGISTE.......eieieiieiieiiee ettt et e ettt e e ettt e st e e e en e e emeeeeenneeeesneeeeenneeennnes
CLB_LOCK REGISIEN. ... ..ttt ettt e e e ettt e e sttt e e et e e n et e e s maee e e seeeeaneeeesnneeeeameeeeenseeeenneeeeanneeean
CLB_HLC_INSTR_READ_PTR REGISIEN ... eiiitieiiiieiiieeie ettt see ettt st steesnteesteeeseesneeeseesneeenees
CLB_HLC_INSTR_VALUE REGISIEN.....cciiiiiieiiieiie sttt tee ettt e essee et e e sseeenseesneeenseesnaeesseeenneenseas
CLB_DBG_OUT _2 REGISIEI. ...utitiieiieeitiee et eeee et ettt e et e e e e e e aee e e sae e e e anteeesneeeesseeeeanteeesneeeesnneeeansneeannees
CLB_DBG_RO REGISIEN. ... eeeeieiie ettt e e et e et e e sae e e e et e e e ae e e e smeeeeanteeeeneeeeanneeeanneeeenees
CLB_DBG_RT REGISIEN. ... ieeeeiiiie ettt ettt et et e e st e e et e e s ae e e e smeeeeanteeeeneeeeanneeeanneeeenees
CLB_DBG_R2 REGISIEN . ....itiieiiiie ettt ettt e et e et e e sae e e et e e s ne e e e smaeeeanteeeaneeeeanneeeanneeeenees
CLB_DBG_R3 REGISIEN. ...ttt et et et e e st e e et e e s ne e e e smaeeeanteeeaneeeeaneeeeannneeenees
CLB_DBG_CO REGISIEN. ... uteeeieiieeeiie ettt ettt et e e et e s nee e e sae e e e e teeesneeeesmeeeeanteeeaneeeesnneeeannneesnees
(OIS =T € O I U= £ (= SR
(OIS ST € 0 U= £ (=] RSO
(OIS =T € O 1 U I =T 1) (=Y ST
(I S S o IV =T 1 Y PSS
CLB_PULL_Y REGISIEN.....cee ittt ettt ettt et e et e e e st e e st e e et e e e mteeesmneeeeameeeeanteeesnneeeeanneeean

Figure 13-2. HIC MEMOTY IMAD ... ittt et s et e e et e e e et e e eae e e e amte e e anee e e smneeeamteeeeneeeesnseeeanteeesnneeeennneeenn
Figure 13-3. HIC CONNECHONS. ..ottt ettt e e ettt e e at e e e sae e e e e et e e e nee e e smneeeenteeeemeeeeamneeeenseeeeanseeeanneeenn
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About This Manual

This Technical Reference Manual (TRM) details the integration, the environment, the functional description, and
the programming models for each peripheral and subsystem in the device.

The TRM should not be considered a substitute for the data manual, rather a companion guide that should be
used alongside the device-specific data manual to understand the details to program the device. The primary
purpose of the TRM is to abstract the programming details of the device from the data manual. This allows the
data manual to outline the high-level features of the device without unnecessary information about register
descriptions or programming models.

Notational Conventions

This document uses the following conventions.

* Hexadecimal numbers may be shown with the suffix h or the prefix 0x. For example, the following number is
40 hexadecimal (decimal 64): 40h or 0x40.

» Registers in this document are shown in figures and described in tables.

— Each register figure shows a rectangle divided into fields that represent the fields of the register. Each field
is labeled with its bit name, its beginning and ending bit numbers above, and its read/write properties with
default reset value below. A legend explains the notation used for the properties.

— Reserved bits in a register figure can have one of multiple meanings:
* Not implemented on the device
* Reserved for future device expansion
» Reserved for Tl testing
» Reserved configurations of the device that are not supported
— Writing nondefault values to the Reserved bits could cause unexpected behavior and should be avoided.

Glossary
Tl Glossary This glossary lists and explains terms, acronyms, and definitions.

Related Documentation From Texas Instruments

For a complete listing of related documentation and development-support tools for these devices, visit the Texas
Instruments website at www.ti.com.

Additionally, the TMS320C28x DSP CPU and Instruction Set Reference Guide and the TMS320C28x Floating
Point Unit and Instruction Set Reference Guide must be used in conjunction with this TRM.

Support Resources

TI E2E™ support forums are an engineer's go-to source for fast, verified answers and design help — straight
from the experts. Search existing answers or ask your own question to get the quick design help you need.

Linked content is provided "AS IS" by the respective contributors. They do not constitute Tl specifications and do
not necessarily reflect Tl's views; see TlI's Terms of Use.
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Trademarks

TIE2E™, C2000™, Code Composer Studio™, Texas Instruments™, are trademarks of Texas Instruments.
All other trademarks are the property of their respective owners.
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. Chapter 1

P T UMENTS C2000™ Microcontrollers Software Support

This chapter discusses the C2000Ware for the C2000™ microcontrollers.

ISt I T4 Yo LT3 4o o PP 70
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1.1 Introduction

C2000Ware for the C2000™ microcontrollers is a cohesive set of development software and documentation
designed to minimize software development time. From device-specific drivers and libraries to device peripheral
examples, C2000Ware provides a solid foundation to begin development and evaluation of your product.

C2000Ware can be downloaded from: www.ti.com/tool/C2000WARE
1.2 C2000Ware Structure
The C2000Ware software package is organized into the following directory structure as shown in Table 1-1.

Table 1-1. C2000Ware Root Directories

Directory Name Description

boards Contains the hardware design schematics, BOM, gerber files, and documentation for C2000
controlCARDS.

device_support Contains all device-specific support files, bit field headers and device development user's
guides.

docs Contains the C2000Ware package user's guides and the HTML index page of all package
documentation.

driverlib Contains the device-specific driver library and driver-based peripheral examples.

libraries Contains the device-specific and core libraries.

1.3 Documentation

Within C2000Ware, there is an extensive amount of development documentation ranging from board design
documentation, to library user's guides, to driver APl documentation. The "boards" directory contains all the
hardware design, BOM, gerber files, and more for controlCARDs. To assist with locating the necessary
documentation, an HTML page is provided that contains a full list of all the documents in the C2000Ware
package. Locate this page in the "docs" directory.

1.4 Devices

C2000Ware contains the necessary software and documentation to jumpstart development for C2000™
microcontrollers. Each device includes device-specific common source files, peripheral example projects, bit field
headers, and if available, a device peripheral driver library. Additionally, documentation is provided for each
device on how to set up a CCS project, as well as give an overview of all the included example projects and
assist with troubleshooting. For devices with a driver library, documentation is also included that details all the
peripheral APls available.

To learn more about C2000™ microcontrollers, visit: www.ti.com/c2000.

1.5 Libraries

The libraries included in C2000Ware range from fixed point and floating point math libraries, to specialized DSP
libraries, as well as calibration libraries. Each library includes documentation and examples, where applicable.
Additionally, the flash API files and boot ROM source code are located in the "libraries" directory.
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1.6 Code Composer Studio™ Integrated Development Environment (IDE)

Code Composer Studio™ is an integrated development environment (IDE) that supports TI's microcontroller and
embedded processors portfolio. The Code Composer Studio™ IDE comprises a suite of tools used to develop
and debug embedded applications. The latest version of Code Composer Studio™ IDE can be obtained at:
www.ti.com/ccstudio

All projects and examples in C2000Ware are built for and tested with the Code Composer Studio™ IDE.
Although the Code Composer Studio™ IDE is not included with the C2000Ware installer, it is easily obtainable in
a variety of versions.

1.7 SysConfig and PinMUX Tool

To help simplify configuration challenges and accelerate software development, Texas Instruments™ created
SysConfig, an intuitive and comprehensive collection of graphical utilities for configuring pins, peripherals,
subsystems, and other components. SysConfig helps you manage, expose, and resolve conflicts visually so that
you have more time to create differentiated applications.

The tool's output includes C header and code files that can be used with C2000Ware examples or used to
configure custom software.

The SysConfig tool automatically selects the pinmux settings that satisfy the entered requirements. The
SysConfig tool is delivered integrated in the Code Composer Studio™ IDE, in the C2000Ware GPIO example,
as a standalone installer, or can be used by way of the cloud tools portal at: https://dev.ti.com/
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ia T Chapter 2
lﬁg?lswmms C28x Processor

This chapter contains a short description of the C28x processor and extended instruction sets.
Further information can be found in the following documents:

* TMS320C28x CPU and Instruction Set Reference Guide

* TMS320C28x Extended Instruction Sets Technical Reference Manual

» Accelerators: Enhancing the Capabilities of the C2000 MCU Family Technical Brief
» TMS320C28x FPU Primer Application Report
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2.1 Introduction

The C28x CPU is a 32-bit fixed-point processor. This device draws from the best features of digital signal
processing, reduced instruction set computing (RISC), microcontroller architectures, firmware, and tool sets.

For more information on CPU architecture and instruction set, see the TMS320C28x CPU and Instruction Set
Reference Guide.

2.2 Features

The CPU features include a modified Harvard architecture and circular addressing. The RISC features are
single-cycle instruction execution, register-to-register operations, and modified Harvard architecture. The
microcontroller features include ease of use through an intuitive instruction set, byte packing and unpacking, and
bit manipulation. The modified Harvard architecture of the CPU enables instruction and data fetches to be
performed in parallel. The CPU can read instructions and data while it writes data simultaneously to maintain the
single-cycle instruction operation across the pipeline.

2.3 Floating-Point Unit

The C28x plus floating-point (C28x+FPU) processor extends the capabilities of the C28x fixed-point CPU by
adding registers and instructions to support IEEE single-precision and double-percision floating point operations.

Devices with the C28x+FPU include the standard C28x register set plus an additional set of floating-point unit
registers. The additional floating-point unit registers are the following:

« Eight floating-point result registers, RnH (where n = 0-7)
» Floating-point Status Register (STF)
* Repeat Block Register (RB)

All of the floating-point registers, except the repeat block register, are shadowed. This shadowing can be used in
high-priority interrupts for fast context save and restore of the floating-point registers.

Fast Integer Division (FINTDIV) supports Truncated, Modulo and Euclidean division formats without cycle
penalty and provides results in integer and remainder representation.

For more information, see the TMS320C28x Extended Instruction Sets Technical Reference Manual.
2.4 Trigonometric Math Unit

The TMU extends the capabilities of a C28x+FPU by adding instructions and leveraging existing FPU
instructions to speed up the execution of common trigonometric and arithmetic operations listed in Table 2-1.

Table 2-1. TMU Supported Instructions

INSTRUCTIONS C EQUIVALENT OPERATION PIPELINE CYCLES
MPY2PIF32 RaH,RbH a=b*2pi 2/3
DIV2PIF32 RaH,RbH a=b/2pi 2/3
DIVF32 RaH,RbH,RcH a=blc 5
SQRTF32 RaH,RbH a = sqrt(b) 5
SINPUF32 RaH,RbH a = sin(b*2pi) 4
COSPUF32 RaH,RbH a = cos(b*2pi) 4
ATANPUF32 RaH,RbH a = atan(b)/2pi 4
QUADF32 RaH,RbH,RcH,RdH Operation to assist in calculating ATANPU2 5

Exponent instruction IEXP2F32 and logarithmic instruction LOG2F32 have been added to support computation
of floating-point power function for the non-linear proportional integral derivative control (NLPID) component of
the C2000 Digital Control Library. These two added instructions reduce the power function calculations from a
typical of 300 cycles using library emulation to less than 10 cycles.

No changes have been made to existing instructions, pipeline or memory bus architecture. All TMU instructions
use the existing FPU register set (ROH to R7H) to carry out their operations.
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For more information, see the TMS320C28x Extended Instruction Sets Technical Reference Manual.

2.5 VCRC Unit

Cyclic redundancy check (CRC) algorithms provide a straightforward method for verifying data integrity over
large data blocks, communication packets, or code sections. The C28x+VCRC can perform 8-bit, 16-bit, 24-bit,
and 32-bit CRCs. For example, the VCU can compute the CRC for a block length of 10 bytes in 10 cycles. A
CRC result register contains the current CRC, which is updated whenever a CRC instruction is executed.

The following are the CRC polynomials used by the CRC calculation logic of VCRC:
* CRCS8 polynomial = 0x07

* CRC16 polynomial1 = 0x8005

* CRC16 polynomial2 = 0x1021

* CRC24 polynomial = 0x5d6dcb

* CRC32 polynomial1 = 0x04c11db7

* CRC32 polynomial2 = 0x1edc6f41

This module can calculate CRCs for a byte of data in a single cycle. The CRC calculation for CRC8, CRC16,
CRC24 and CRC32 is done byte-wise (instead of computing on a complete 16-bit or 32-bit data read by the
C28x core) to match the byte-wise computation requirement mandated by various standards.

The VCRC Unit also allows the user to provide the size (1b-32b) and value of any polynomial to fit custom CRC
requirements. The CRC execution time increases to three cycles when using a custom polynomial.

For more information, see the TMS320C28x Extended Instruction Sets Technical Reference Manual.

SPRUIN7A — MARCH 2020 — REVISED OCTOBER 2020 TMS320F28002x Real-Time Microcontrollers 75
Submit Document Feedback
Copyright © 2020 Texas Instruments Incorporated


http://www.ti.com/lit/pdf/spruhs1
http://www.ti.com/lit/pdf/spruhs1
http://www.ti.com
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIN7A&partnum=F28002X

13 TEXAS

INSTRUMENTS

C28x Processor www.ti.com
This page intentionally left blank.

76 TMS320F28002x Real-Time Microcontrollers SPRUIN7A — MARCH 2020 — REVISED OCTOBER 2020

Submit Document Feedback
Copyright © 2020 Texas Instruments Incorporated


http://www.ti.com
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIN7A&partnum=F28002X

. Chapter 3

2 IaTRUMENTS System Control and Interrupts

The system-level functionality of this microcontroller configures the clocking, resets, and interrupts of the CPU
and peripherals, as well as the operation of the on-chip memories, timers, and security features.
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3.1 Introduction

System-level configuration is controlled by a group of submodules that are collectively referred to as the system
control module. The system control module provides the following capabilities:

» System-level resets, including power-on and brownout resets
» Clock source selection and PLL configuration

* Missing clock detection

» Clock-gating low-power modes

« Peripheral interrupt handling

* Non-maskable interrupts for certain fault conditions

* Three 32-bit timers

*  Windowed watchdog timer, which can generate an interrupt or a reset
* RAM initialization, write protection, and mastership control

« Flash memory ECC, wait state, and cache configuration

» Dual-zone code security module

3.1.1 LOCK Protection on System Configuration Registers

Several system configuration registers are protected from spurious CPU writes by “LOCK” registers. Once these
associated LOCK register bits are set, the respective locked registers can no longer be modified by software.
See the register descriptions for details.

3.1.2 EALLOW Protection

Some registers in the system are protected from spurious CPU writes by the EALLOW protection mechanism.
This uses the special CPU instructions EALLOW and EDIS to enable and disable access to protected registers.
The current protection state is given by the EALLOW bit in the CPU ST1 register, as shown in Table 3-1.

Register protection is enabled by default at startup. While protected, all writes to protected registers by the CPU
are ignored. Only CPU reads, JTAG reads, and JTAG writes are allowed. If protection is disabled by executing
the EALLOW instruction, the CPU is allowed to write freely to protected registers. After modifying registers, they
can once again be protected by executing the EDIS instruction to clear the EALLOW bit.

Writes to the clock configuration and peripheral clock enable registers may be disabled until the next reset by
writing to special lock registers.

Table 3-1. Access to EALLOW-Protected Registers

EALLOW Bit CPU Writes CPU Reads JTAG Writes JTAG Reads
0 Ignored Allowed(™) Allowed Allowed
1 Allowed Allowed Allowed Allowed

(1) The EALLOW bit is overridden by way of the JTAG port, allowing full access of protected registers during debug from the Code
Composer Studio™ interface.

3.2 Power Management

The TMS320F28002x MCU 1.2V core is powered up internally with the LDO (VREG). VREG power is derived
from the 3.3V rail so this device can support a single 3.3V rail operation.

3.3 Device Identification and Configuration Registers

The device identification registers and configuration registers provide information on the part number, product
family, revision, pin count, qualification status, and feature availability of the device.

All of the device information is part of the DEV_CFG_REGS space. The identification registers are PARTIDL,
PARTIDH, and REVID.
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A 256-bit Unique ID (UID) is available in UID_REGS. The 256 bits are separated into these registers:
* UID_PSRANDO-5: 192 bits of pseudo-random data

» UID_UNIQUE: 32-bit unique data; the value in this register will be unique across all devices in the same
PARTIDH

* UID_CHECKSUM: 32-bit Fletcher checksum of UID_PSRANDO0-5 and UID_UNIQUE and calculated as either
little- or big-endian during factory testing

3.4 Resets

This section explains the types and effects of the different resets on this device.

3.4.1 Reset Sources

Table 3-2 summarizes the various reset signals and their effect on the device.
Table 3-2. Reset Signals

Reset Source CPU Core Reset Peripherals JTAG / Debug 10s XRS Output
(C28x, FPU, VCU) Reset Logic Reset

POR Yes Yes Yes Hi-Z Yes
BOR Yes Yes Yes Hi-Z Yes
XRS Pin Yes Yes No Hi-Z -

WDRS Yes Yes No Hi-Z Yes
NMIWDRS Yes Yes No Hi-Z Yes
SYSRS (DebuggelLOSr Reset) Yes Yes No Hi-Z No
SCCRESET Yes Yes No Hi-Z No
SIMRESET. XRS Yes Yes No Hi-Z Yes
SIMRESET. CPUTRS Yes Yes No Hi-Z No
HWBISTRS Yes No No No No

The resets can be divided into two groups:
* Chip-level resets (XRS, POR, BOR, WDRS, and NMIWDRS), which reset all or almost all of the device.

» System resets (SYSRS and SCCRESET), which reset a large subset of the device but maintain some
system-level configuration.

After a reset, the reset cause register (RESC) is updated with the reset cause. The bits in this register maintain
their state across multiple resets. They can only be cleared by a power-on reset (POR) or by writing ones to the
RESCCLR register. Some are cleared by the boot ROM as part of its start-up routines.

Many peripheral modules have individual resets accessible through the SOFTPRESX registers. For information
about a module's reset state, refer to the chapter for that module.

After any reset, the CPU begins execution from address 0x3FFFCO (the reset vector), which is in the boot ROM.
After running the boot ROM code, the CPU will typically branch to the start of the flash memory at address
0x80000. For more information on controlling the boot process, see the ROM Code and Peripheral Booting
chapter.

Note

After a POR, the boot ROMs will clear the MO/M1, LSx, GSx, and message RAMs to ensure that they
contain valid ECC or parity.
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3.4.2 External Reset (XRS)

The external reset (XRS) is the main chip-level reset for the device. It resets the CPU, all peripherals and 1/0 pin
configurations, and most of the system control registers. There is a dedicated open-drain pin for XRS. This pin
may be used to drive reset pins for other ICs in the application, and may itself be driven by an external source.
The XRS is driven internally during watchdog, NMI, and power-on resets.

The XRSn bit in the RESC register will be set whenever XRS is driven low for any reason. This bit is then
cleared by the boot ROM.

3.4.3 Simulate External Reset

In some cases user may need to simulate the external reset (XRS) in software. This can be done by setting
XRSn bit to 1" in SIMRESET register by software. This toggles XRS pin hence resets full device (just like
external reset).

After this reset SIMRESET_XRSn and XRSn bits in the RESC register will be set. Software can read these bits
to know the cause of reset and clear the status by writing '1' into corresponding bits in RESCCLR register.

3.4.4 Power-On Reset (POR)

The power-on reset (POR) circuit creates a clean reset throughout the device during power-up, suppressing
glitches on the GPIOs. The XRS pin is held low for the duration of the POR. In most applications, XRS is held
low long enough to reset other system ICs, but some applications may require a longer pulse. In these cases,
the XRS pin can be driven low externally to provide the correct reset duration. A POR resets everything that XRS
does, along with a few other registers — the reset cause register (RESC), the NMI shadow flag register
(NMISHDFLG), and the X1 clock counter register (X1CNT). A POR also resets the debug logic used by the
JTAG port.

After a POR, the POR and XRSn bits in RESC are set. These bits are then cleared by the boot ROM.
3.4.5 Brown-Out-Reset (BOR)

The brown-out-reset (BOR) is an internal supply voltage supervisor (SVS) circuit which monitors the VDDIO
supply for glitches or supply interruptions. If the VDDIO supply voltage drops below operational voltage range,
this circuit forces the XRSn pin low until the fault is removed and the supply voltage returns to the minimum
operational voltage. A BOR resets everything in the same manner as a POR reset.

The BOR circuit is enabled by default and therefore will always be active during power up or after any type of
reset. To disable the BOR circuit, set the BORLVMONDIS bit in the VMONCTL register.

3.4.6 Debugger Reset (SYSRS)

During development, it is sometimes necessary to reset the CPU and its peripherals without disconnecting the
debugger or disrupting the system-level configuration. To facilitate this, the CPU has its own subsystem reset,
which can be triggered by a debugger using Code Composer Studio. This reset (SYSRS) resets the CPU, its
peripherals, many system control registers (including its clock gating and LPM configuration), and all I/O pin
configurations.

The SYSRS does not reset the ICEPick debug module, the device capability registers, the clock source and PLL
configurations, the missing clock detection state, the PIE vector fetch error handler address, the NMI flags, the
analog trims, or anything reset only by a POR (see Section 3.4.4).

3.4.7 Simulate CPU Reset

In some cases user may need to simulate the CPU reset (SYSRS) in software. This can be done by setting
CPU1RSnN bit to '1' in SIMRESET register by CPU1 software. This toggles CPU1.SYSRS signals hence resetting
CPU (just like the debugger reset).

After this reset SIMRESET_CPU1RSn bit in the RESC register will be set. Software can read this bit to know the
cause of reset and clear the status by writing '1" into corresponding bit in RESCCLR register.
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3.4.8 Watchdog Reset (WDRS)

The device has a watchdog timer that can optionally trigger a reset if it is not serviced by the CPU within a user-
specified amount of time. This watchdog reset (WDRS) produces an XRS that lasts for 512 INTOSC1 cycles.

After a watchdog reset, the WDRSn and XRSn bits in RESC are set.
3.4.9 Hardware BIST Reset (HWBISTRS)

The Hardware Built-In Self-Test (HWBIST) module tests the functionality of the CPU. At the end of the test, it
resets the CPU to return it to a working state. This reset (HWBISTRS) only affects the CPU itself. The
peripherals and system control remain as previously configured. The CPU state is restored in software as part of
a special boot ROM flow. For more information on the HWBIST flow, contact your local Tl representative.

After a HWBIST reset, the HWBISTn bit in RESC is set. Software can read this bit to know the cause of reset
and clear the status by writing '1" into corresponding bit in RESCCLR register.

3.4.10 NMI Watchdog Reset (NMIWDRS)

The device has a non-maskable interrupt (NMI) module that detects hardware errors in the system. The NMI
module has a watchdog timer that triggers a reset if the CPU does not respond to an error within a user-specified
amount of time. This NMI watchdog reset (NMIWDRS) produces an XRS that lasts for 512 INTOSC1 cycles.

After an NMI watchdog reset, the NMIWDRSnN and XRSn bits in RESC are set.
3.4.11 DCSM Safe Code Copy Reset (SCCRESET)

The device has a dual-zone code security module (DCSM) that blocks read access to certain areas of the flash
memory. To facilitate CRC checks and copying of CLA code, Tl provides ROM functions to securely access
those memory areas. To prevent security breaches, interrupts must be disabled before calling these functions. If
a vector fetch occurs in a safe copy or CRC function, the DCSM triggers a reset. This security reset
(SCCRESET) is similar to a SYSRS. However, the security reset also resets the debug logic to deny access to a
potential attacker.

After a security reset, the SCCRESETNn bit in RESC is set.
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3.5 Peripheral Interrupts

This section explains the peripheral interrupt handling on the device. Non-maskable interrupts are covered in
Section 3.6. Software interrupts and emulation interrupts are not covered in this document. For information on
those, see the TMS320C28x CPU and Instruction Set Reference Guide.

3.5.1 Interrupt Concepts

An interrupt is a signal that causes the CPU to pause its current execution and branch to a different piece of
code known as an interrupt service routine (ISR). This is a useful mechanism for handling peripheral events, and
involves less CPU overhead or program complexity than register polling. However, because interrupts are
asynchronous to the program flow, care must be taken to avoid conflicts over resources that are accessed both
in interrupts and in the main program code.

Interrupts propagate to the CPU through a series of flag and enable registers. The flag registers store the
interrupt until it is processed. The enable registers block the propagation of the interrupt. When an interrupt
signal reaches the CPU, the CPU fetches the appropriate ISR address from a list called the vector table.

3.5.2 Interrupt Architecture

The C28x CPU has fourteen peripheral interrupt lines. Two of them (INT13 and INT14) are connected directly to
CPU timers 1 and 2, respectively. The remaining twelve are connected to peripheral interrupt signals through the
enhanced Peripheral Interrupt Expansion module (ePIE, or PIE as a shortened version). The PIE multiplexes up
to sixteen peripheral interrupts into each CPU interrupt line. It also expands the vector table to allow each
interrupt to have its own ISR. This allows the CPU to support a large number of peripherals.

An interrupt path is divided into three stages — the peripheral, the PIE, and the CPU. Each stage has its own
enable and flag registers. This system allows the CPU to handle one interrupt while others are pending,
implement and prioritize nested interrupts in software, and disable interrupts during certain critical tasks.

Figure 3-1 shows the interrupt architecture for this device.

TINTO
| TIMERO I
LPM Logic [ LPMINT \  WAKEINT
WDINT NMI module NMI
/
ERAD RTOSINT
INPUTXBAR4 ¥ XINT1 Control CPU
GPIOO Input INPUTXBARS » XINT2 Control ePIE INT1
to : INPUTXBARG6 » XINT3 Control to
GPIOx INPUTXBAR13 M XINT4 Control INT12
INPUTXBAR14 » XINT5 Control
TIMER1 INT13
Peripherals | TIMER2 INT14
See ePIE Table | /
Figure 3-1. Device Interrupt Architecture
82 TMS320F28002x Real-Time Microcontrollers SPRUIN7A — MARCH 2020 — REVISED OCTOBER 2020

Submit Document Feedback
Copyright © 2020 Texas Instruments Incorporated


http://www.ti.com/lit/pdf/spru430
http://www.ti.com
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIN7A&partnum=F28002X

13 TEXAS
INSTRUMENTS

www.ti.com System Control and Interrupts

3.5.2.1 Peripheral Stage

Each peripheral has its own unique interrupt configuration, which is described in that peripheral's chapter. Some
peripherals allow multiple events to trigger the same interrupt signal. For example, a communications peripheral
might use the same interrupt to indicate that data has been received or that there has been a transmission error.
The cause of the interrupt can be determined by reading the peripheral's status register. Often, the bits in the
status register must be cleared manually before another interrupt will be generated.

3.5.2.2 PIE Stage

The PIE provides individual flag and enable register bits for each of the peripheral interrupt signals, which are
sometimes called PIE channels. These channels are grouped according to their associated CPU interrupt. Each
PIE group has one 16-bit enable register (PIEIERX), one 16-bit flag register (PIEIFRx), and one bit in the PIE
acknowledge register (PIEACK). The PIEACK register bit acts as a common interrupt mask for the entire PIE
group.

When the CPU receives an interrupt, it fetches the address of the ISR from the PIE. The PIE returns the vector
for the lowest-numbered channel in the group that is both flagged and enabled. This gives lower-numbered
interrupts a higher priority when multiple interrupts are pending.

If no interrupt is both flagged and enabled, the PIE returns the vector for channel 1. This condition will not
happen unless software changes the state of the PIE while an interrupt is propagating. Section 3.5.4 contains
procedures for safely modifying the PIE configuration once interrupts have been enabled.

3.5.2.3 CPU Stage

Like the PIE, the CPU provides flag and enable register bits for each of its interrupts. There is one enable
register (IER) and one flag register (IFR), both of which are internal CPU registers. There is also a global
interrupt mask, which is controlled by the INTM bit in the ST1 register. This mask can be set and cleared using
the CPU's SETC and CLRC instructions. In C code, C2000Ware's DINT and EINT macros can be used for this
purpose.

Writes to IER and INTM are atomic operations. In particular, if INTM is set, the next instruction in the pipeline will
run with interrupts disabled. No software delays are needed.

3.5.3 Interrupt Entry Sequence
Figure 3-2 shows how peripheral interrupts propagate to the CPU.

PIEIERX.1

0

Peripheral
Interrupt —N| PIEIFRx.1 —O/ !

Latch

A
PIEIERxX.2
Peripheral 0 Set
PIEACK.x IER.x ST1.INTM
Interrupt —H PIEL’;S;:'Z —o/ ! ( 0) ( 1) .
® e—o/
o2 IFRX —/ ! o>y Interrupt
Latch .
Logic
e o o
PIEIERX.16
Peripheral °
interrupt | PEIFRX.16 L o o
Latch
p
Figure 3-2. Interrupt Propagation Path
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When a peripheral generates an interrupt (on PIE group x, channel y), it triggers the following sequence of
events:

The interrupt is latched in PIEIFRX.y.

If PIEIERX.y is set, the interrupt propagates.

If PIEACK x is clear, the interrupt propagates and PIEACK.x is set.
The interrupt is latched in IFR.x.

If IER.x is set, the interrupt propagates.

If INTM is clear, the CPU receives the interrupt.

Any instructions in the D2 or later stage of the pipeline are run to completion. Instructions in earlier stages are
flushed.

8. The CPU saves its context on the stack.

9. IFR.x and IER.x are cleared. INTM is set. EALLOW is cleared.
10.The CPU fetches the ISR vector from the PIE. PIEIFRx.y is cleared.
11.The CPU branches to the ISR.

Noogahk~wd-=

The interrupt latency is the time between PIEIFRx.y latching the interrupt and the first ISR instruction entering
the execution stage of the CPU pipeline. The minimum interrupt latency is 14 SYSCLK cycles. Wait states on the
ISR or stack memories will add to the latency. External interrupts add a minimum of two SYSCLK cycles for
GPIO synchronization plus extra time for input qualification (if used). Loops created using the C28x RPT
instruction cannot be interrupted.

3.5.4 Configuring and Using Interrupts

At power-up, no interrupts are enabled by default. The PIEIER and IER registers are cleared and INTM is set.
The application code is responsible for configuring and enabling all peripheral interrupts.

3.5.4.1 Enabling Interrupts
To enable a peripheral interrupt, perform the following steps:

1. Disable interrupts globally (DINT or SETC INTM).
2. Enable the PIE by setting the ENPIE bit of the PIECTRL register.

3. Write the ISR vector for each interrupt to the appropriate location in the PIE vector table, which can be found
in Table 3-3. Note that the vector table is EALLOW-protected.

4. Set the appropriate PIEIERX bit for each interrupt. The PIE group and channel assignments can be found in
Table 3-3.

5. Set the CPU IER bit for any PIE group containing enabled interrupts.
6. Enable the interrupt in the peripheral.
7. Enable interrupts globally (EINT or CLRC INTM).

Step 4 does not apply to the Timer1 and Timer2 interrupts, which connect directly to the CPU.
3.5.4.2 Handling Interrupts
ISRs are similar to normal functions, but must do the following:

1. Save and restore the state of certain CPU registers (if used).
2. Clear the PIEACK bit for the interrupt group.
3. Return using the IRET instruction.

Requirements 1 and 3 are handled automatically by the TMS320C28x C compiler if the function is defined using
the __interrupt keyword. For information on this keyword, see the Keywords section of the TMS320C28x
Optimizing C/C++ Compiler v6.2.4 User's Guide. For information on writing assembly code to handle interrupts,
see the Standard Operation for Maskable Interrupts section of the TMS320C28x CPU and Instruction Set
Reference Guide.
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The PIEACK bit for the interrupt group must be cleared manually in user code. This is normally done at the end
of the ISR. If the PIEACK bit is not cleared, the CPU will not receive any further interrupts from that group. This
does not apply to the Timer1 and Timer2 interrupts, which do not go through the PIE.

3.5.4.3 Disabling Interrupts

To disable all interrupts, set the CPU's global interrupt mask via DINT or SETC INTM. It is not necessary to add
NOPs after setting INTM or modifying IER — the next instruction will execute with interrupts disabled.

Individual interrupts can be disabled using the PIEIERX registers, but care must be taken to avoid race
conditions. If an interrupt signal is already propagating when the PIEIER write completes, it may reach the CPU
and trigger a spurious interrupt condition. To avoid this, use the following procedure:

Disable interrupts globally (DINT or SETC INTM).

Clear the PIEIER bit for the interrupt.

Wait 5 cycles to make sure that any propagating interrupt has reached the CPU IFR register.
Clear the CPU IFR bit for the interrupt's PIE group.

Clear the PIEACK bit for the interrupt's PIE group.

Enable interrupts globally (EINT or CLRC INTM).

o0k wN=

Interrupt groups can be disabled using the CPU IER register. This cannot cause a race condition, so no special
procedure is needed.

PIEIFR bits must never be cleared in software since the read/modify/write operation may cause incoming
interrupts to be lost. The only safe way to clear a PIEIFR bit is to have the CPU take the interrupt. The following
procedure can be used to bypass the normal ISR:

1. Disable interrupts globally (DINT or SETC INTM).

2. Modify the PIE vector table to map the PIEIFR bit's interrupt vector to an empty ISR. This ISR will only
contain a return from interrupt instruction (IRET).

Disable the interrupt in the peripheral registers.

Enable interrupts globally (EINT or CLRC INTM).

Wait for the pending interrupt to be serviced by the empty ISR.

Disable interrupts globally.

Modify the PIE vector table to map the interrupt vector back to its original ISR.
Clear the PIEACK bit for the interrupt's PIE group.

9. Enable interrupts globally.

®© N oW

3.5.4.4 Nesting Interrupts

By default, interrupts do not nest. It is possible to nest and prioritize interrupts via software control of the IER and
PIEIERX registers. Example code can be found in C2000Ware and documentation is available at C2000Ware
\docs\c28x_interrupt_nesting\htmN\index.html.

3.5.4.5 Vector Address Validity Check

There are two copies of the ePIE vector table. The primary vector table is located at addresses 0xD0O0 - OXEFF.
The redundant vector table is located at addresses 0x01000D00 - 0xO1000EFF. A write to a primary vector
address writes to both tables, while a write to a redundant vector address only writes to the redundant table.
Both tables are read independently.

During a vector fetch, the ePIE performs a hardware comparison of both vector table outputs. If there is a
mismatch between the two vector tables, the CPU branches to the address in the PIEVERRADDR register and
the ePIE sends trip signals to the PWMs. If the PIEVERRADDR register value has not been set, the default boot
ROM handler at address 0x003FFFBE is used.
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3.5.5 PIE Channel Mapping

Table 3-3 shows the PIE group and channel assignments for each peripheral interrupt. Each row is a group, and each column is a channel within that
group. When multiple interrupts are pending, the lowest-numbered channel is the lowest-numbered group is serviced first. Thus, the interrupts at the top
of the table have the highest priority, and the interrupts at the bottom have the lowest priority.

Table 3-3. Pie Channel Mapping

INTx.1 INTx.2 INTx.3 INTx.4 INTx.5 INTx.6 INTx.7 INTx.8 INTx.9 INTx.10 INTx.11 INTx.12 INTx.13 INTx.14 INTx.15 INTx.16
INT1.y ADCA1 - ADCC1 XINT1 XINT2 - TIMERO WAKE / - - - - - -
WDOG

INT2.y EPWM1_ | EPWM2_ | EPWM3_ | EPWM4_ | EPWM5_ | EPWM6_ | EPWM7_ - - - - - -
Tz Tz Tz Tz Tz Tz Tz

INT3.y EPWMA1 EPWM2 EPWM3 EPWM4 EPWMS5 EPWM6 EPWM7 - - - - - -

INT4.y ECAP1 ECAP2 ECAP3 - - - - - ECAP3INT2 - - - -

INT5.y EQEP1 EQEP2 - - CLB1 CLB2 - - - - - - -

INT6.y SPIA_RX | SPIATX | SPIB_LRX | SPIB_TX - - - - - - - -

INT7.y DMA_ DMA_ DMA_ DMA_ DMA_ DMA_ - - - FSITX_ FSITX_ FSIRX_ FSIRX_ - DCCO
CH1 CH2 CH3 CH4 CH5 CH6 INT1 INT2 INT1 INT2

INT8.y 12CA 12CA_ 12CB 12CB_ - - LINA_O LINA_1 LINB_O LINB_1 PMBUSA - DCCA1

FIFO FIFO

INTO.y SCIA_RX | SCIA_TX - - CANA_O CANA_1 - - - - BGCRC - HICA

INT10.y ADCA_ ADCA2 ADCA3 ADCA4 - - ADCC_ ADCC2 ADCC3 ADCC4 - - -
EVT EVT

INT11.y - - - - - - - - - - -

INT12.y XINT3 XINT4 XINT5 MPOST FMC - FPU_OVER FPU_ - RAM_CORR | FLASH_CO | RAM_ACCE - - -

FLOW UNDER ECTABLE_E | RRECTABLE | SS_VIOLATI
FLOW RROR _ERROR ON
(1)  Cells marked "-" are Reserved
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3.5.6 Vector Tables

Table 3-4 shows the CPU interrupt vector table. The vectors for INT1 — INT12 are not used in this device. The
reset vector is fetched from the boot ROM instead of from this table. All vectors are EALLOW-protected.

Table 3-5 shows the pie vector table.

Table 3-4. CPU Interrupt Vectors

Name Vector ID Address Size (x16) Description Core Priority | ePIE Group
Priority
Reset 0 0x0000 0DOO 2 Reset is always fetched from 1 (Highest) -
location 0x003F_FFCO in Boot
ROM
INT1 1 0x0000 0D02 2 Not used. See PIE Group 1 5 -
INT2 2 0x0000 0D0O4 2 Not used. See PIE Group 2 6 -
INT3 3 0x0000 0DO06 2 Not used. See PIE Group 3 7 -
INT4 4 0x0000 0D08 2 Not used. See PIE Group 4 8 -
INT5 5 0x0000 ODOA 2 Not used. See PIE Group 5 9 -
INT6 6 0x0000 0DOC 2 Not used. See PIE Group 6 10 -
INT7 7 0x0000 ODOE 2 Not used. See PIE Group 7 11 -
INT8 8 0x0000 0D10 2 Not used. See PIE Group 8 12 -
INT9 9 0x0000 0D12 2 Not used. See PIE Group 9 13 -
INT10 10 0x0000 0D14 2 Not used. See PIE Group 10 14 -
INT11 11 0x0000 0OD16 2 Not used. See PIE Group 11 15 -
INT12 12 0x0000 0D18 2 Not used. See PIE Group 12 16 -
INT13 13 0x0000 OD1A 2 CPU TIMER(1 Interrupt 17 -
INT14 14 0x0000 0D1C 2 CPU TIMER?2 Interrupt 18 -
DATALOG 15 0x0000 OD1E 2 CPU Data Logging Interrupt 19 (lowest) -
RTOSINT 16 0x0000 0D20 2 CPU Real-Time OS Interrupt 4 -
EMUINT 17 0x0000 0D22 2 CPU Emulation Interrupt 2 -
NMI 18 0x0000 0D24 2 Non-Maskable Interrupt 3 -
ILLEGAL 19 0x0000 0D26 2 lllegal Instruction (ITRAP) - -
USER 1 20 0x0000 0D28 2 User-Defined Trap - -
USER 2 21 0x0000 OD2A 2 User-Defined Trap - -
USER 3 22 0x0000 0D2C 2 User-Defined Trap - -
USER 4 23 0x0000 OD2E 2 User-Defined Trap - -
USER 5 24 0x0000 0D30 2 User-Defined Trap - -
USER 6 25 0x0000 0D32 2 User-Defined Trap - -
USER 7 26 0x0000 0D34 2 User-Defined Trap - -
USER 8 27 0x0000 0D36 2 User-Defined Trap - -
USER 9 28 0x0000 0D38 2 User-Defined Trap - -
USER 10 29 0x0000 OD3A 2 User-Defined Trap - -
USER 11 30 0x0000 0D3C 2 User-Defined Trap - -
USER 12 31 0x0000 OD3E 2 User-Defined Trap - -
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Table 3-5. PIE Interrupt Vectors
Name Vector ID Address Size (x16) Description Core Priority ePIE Group
priority
PIE Group 1 Vectors - Muxed into CPU INT1
INT1.1 32 0x0000 0D40 2 ADCA1 interrupt 5 1 (Highest)
INT1.2 33 0x0000 0D42 2 Reserved 5 2
INT1.3 34 0x0000 0D44 2 ADCCH1 interrupt 5 3
INT1.4 35 0x0000 0D46 2 XINT1 interrupt 5 4
INT1.5 36 0x0000 0D48 2 XINT2 interrupt 5 5
INT1.6 37 0x0000 OD4A 2 Reserved 5 6
INT1.7 38 0x0000 0D4C 2 TIMERO interrupt 5 7
INT1.8 39 0x0000 OD4E 2 WAKE interrupt 5 8
INT1.9 128 0x0000 OE00 2 Reserved 5 9
INT1.10 129 0x0000 0E02 2 Reserved 5 10
INT1.11 130 0x0000 OE04 2 Reserved 5 11
INT1.12 131 0x0000 OE06 2 Reserved 5 12
INT1.13 132 0x0000 OE08 2 Reserved 5 13
INT1.14 133 0x0000 OEOA 2 Reserved 5 14
INT1.15 134 0x0000 OEOC 2 Reserved 5 15
INT1.16 135 0x0000 OEOE 2 Reserved 5 16 (Lowest)
PIE Group 2 Vectors - Muxed into CPU INT2
INT2.1 40 0x0000 0D50 2 EPWM!1 trip zone 6 1 (Highest)
interrupt
INT2.2 41 0x0000 0D52 2 EPWM2 trip zone 6 2
interrupt
INT2.3 42 0x0000 0D54 2 EPWMS3 trip zone 6 3
interrupt
INT2.4 43 0x0000 0D56 2 EPWM4 trip zone 6 4
interrupt
INT2.5 44 0x0000 0D58 2 EPWMS5 trip zone 6 5
interrupt
INT2.6 45 0x0000 OD5A 2 EPWMB trip zone 6 6
interrupt
INT2.7 46 0x0000 0D5C 2 EPWM?7 trip zone 6 7
interrupt
INT2.8 47 0x0000 OD5E 2 Reserved 6 8
INT2.9 136 0x0000 OE10 2 Reserved 6 9
INT2.10 137 0x0000 OE12 2 Reserved 6 10
INT2.11 138 0x0000 OE14 2 Reserved 6 11
INT2.12 139 0x0000 OE16 2 Reserved 6 12
INT2.13 140 0x0000 OE18 2 Reserved 6 13
INT2.14 141 0x0000 OE1A 2 Reserved 6 14
INT2.15 142 0x0000 OE1C 2 Reserved 6 15
INT2.16 143 0x0000 OE1E 2 Reserved 6 16 (Lowest)
PIE Group 3 Vectors - Muxed into CPU INT3
INT3.1 48 0x0000 0D60 2 EPWM?1 interrupt 7 1 (Highest)
INT3.2 49 0x0000 0D62 2 EPWM2 interrupt 7 2
INT3.3 50 0x0000 0D64 2 EPWM3 interrupt 7 3
INT3.4 51 0x0000 0D66 2 EPWM4 interrupt 7 4
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Table 3-5. PIE Interrupt Vectors (continued)
Name Vector ID Address Size (x16) Description Core Priority ePIE Group
priority
INT3.5 52 0x0000 0D68 2 EPWMS5 interrupt 7 5
INT3.6 53 0x0000 OD6A 2 EPWMS interrupt 7 6
INT3.7 54 0x0000 0D6C 2 EPWM? interrupt 7 7
INT3.8 55 0x0000 OD6E 2 Reserved 7 8
INT3.9 144 0x0000 OE20 2 Reserved 7 9
INT3.10 145 0x0000 OE22 2 Reserved 7 10
INT3.11 146 0x0000 OE24 2 Reserved 7 11
INT3.12 147 0x0000 OE26 2 Reserved 7 12
INT3.13 148 0x0000 OE28 2 Reserved 7 13
INT3.14 149 0x0000 OE2A 2 Reserved 7 14
INT3.15 150 0x0000 OE2C 2 Reserved 7 15
INT3.16 151 0x0000 OE2E 2 Reserved 7 16 (Lowest)
PIE Group 4 Vectors - Muxed into CPU INT4
INT4.1 56 0x0000 0D70 2 ECAP1 interrupt 8 1 (Highest)
INT4.2 57 0x0000 0D72 2 ECAP2 interrupt 8 2
INT4.3 58 0x0000 0D74 2 ECAP3 interrupt 8 3
INT4.4 59 0x0000 0D76 2 Reserved 8 4
INT4.5 60 0x0000 0D78 2 Reserved 8 5
INT4.6 61 0x0000 OD7A 2 Reserved 8 6
INT4.7 62 0x0000 0D7C 2 Reserved 8 7
INT4.8 63 0x0000 OD7E 2 Reserved 8 8
INT4.9 152 0x0000 OE30 2 Reserved 8 9
INT4.10 153 0x0000 OE32 2 Reserved 8 10
INT4.11 154 0x0000 OE34 2 ECAP3 interrupt 2 8 11
INT4.12 155 0x0000 OE36 2 Reserved 8 12
INT4.13 156 0x0000 OE38 2 Reserved 8 13
INT4.14 157 0x0000 OE3A 2 Reserved 8 14
INT4.15 158 0x0000 OE3C 2 Reserved 8 15
INT4.16 159 0x0000 OE3E 2 Reserved 8 16 (Lowest)
PIE Group 5 Vectors - Muxed into CPU INT5

INT5.1 64 0x0000 0D80 2 EQEP1 interrupt 9 1 (Highest)
INT5.2 65 0x0000 0D82 2 EQEP?2 interrupt 9 2
INT5.3 66 0x0000 0D84 2 Reserved 9 3
INT5.4 67 0x0000 0D86 2 Reserved 9 4
INT5.5 68 0x0000 0D88 2 CLB1 interrupt 9 5
INT5.6 69 0x0000 OD8A 2 CLB2 interrupt 9 6
INT5.7 70 0x0000 0D8C 2 Reserved 9 7
INT5.8 71 0x0000 OD8E 2 Reserved 9 8
INT5.9 160 0x0000 OE40 2 Reserved 9 9
INT5.10 161 0x0000 OE42 2 Reserved 9 10
INT5.11 162 0x0000 OE44 2 Reserved 9 11
INT5.12 163 0x0000 OE46 2 Reserved 9 12
INT5.13 164 0x0000 OE48 2 Reserved 9 13
INT5.14 165 0x0000 OE4A 2 Reserved 9 14
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Table 3-5. PIE Interrupt Vectors (continued)
Name Vector ID Address Size (x16) Description Core Priority ePIE Group
priority
INT5.15 166 0x0000 OE4C Reserved 15
INT5.16 167 0x0000 OE4E 2 Reserved 16 (Lowest)
PIE Group 6 Vectors - Muxed into CPU INT6
INT6.1 72 0x0000 0D90 2 SPIA_RX interrupt 10 1 (Highest)
INT6.2 73 0x0000 0D92 2 SPIA_TX interrupt 10 2
INT6.3 74 0x0000 0D94 2 SPIB_RX interrupt 10 3
INT6.4 75 0x0000 0D96 2 SPIB_TX interrupt 10 4
INT6.5 76 0x0000 0D98 2 Reserved 10 5
INT6.6 77 0x0000 OD9A 2 Reserved 10 6
INT6.7 78 0x0000 0D9C 2 Reserved 10 7
INT6.8 79 0x0000 OD9E 2 Reserved 10 8
INT6.9 168 0x0000 OE50 2 Reserved 10 9
INT6.10 169 0x0000 OE52 2 Reserved 10 10
INT6.11 170 0x0000 OE54 2 Reserved 10 11
INT6.12 171 0x0000 OE56 2 Reserved 10 12
INT6.13 172 0x0000 OE58 2 Reserved 10 13
INT6.14 173 0x0000 OE5A 2 Reserved 10 14
INT6.15 174 0x0000 OE5C 2 Reserved 10 15
INT6.16 175 0x0000 OE5SE 2 Reserved 10 16 (Lowest)
PIE Group 7 Vectors - Muxed into CPU INT7
INT7.1 80 0x0000 ODAO 2 DMA_CH1 1 1 (Highest)
interrupt
INT7.2 81 0x0000 ODA2 2 DMA_CH2 11 2
interrupt
INT7.3 82 0x0000 ODA4 2 DMA_CH3 11 3
interrupt
INT7.4 83 0x0000 ODA6 2 DMA_CH4 11 4
interrupt
INT7.5 84 0x0000 ODA8 2 DMA_CH5 11 5
interrupt
INT7.6 85 0x0000 ODAA 2 DMA_CH6 11 6
interrupt
INT7.7 86 0x0000 ODAC 2 Reserved 11 7
INT7.8 87 0x0000 ODAE 2 Reserved 11 8
INT7.9 176 0x0000 OE60 2 Reserved 11 9
INT7.10 177 0x0000 OE62 2 Reserved 11 10
INT7.11 178 0x0000 OE64 2 FSITX_INT1 11 11
INT7.12 179 0x0000 OE66 2 FSITX_INT2 11 12
INT7.13 180 0x0000 OE68 2 FSIRX_INT1 11 13
INT7.14 181 0x0000 OE6A 2 FSIRX_INT2 11 14
INT7.15 182 0x0000 OE6C 2 Reserved 11 15
INT7.16 183 0x0000 OE6E 2 DCCO interrupt 1 16 (Lowest)
PIE Group 8 Vectors - Muxed into CPU INT8
INT8.1 88 0x0000 0DBO 2 I12CA interrupt 12 1 (Highest)
INT8.2 89 0x0000 0DB2 I2CA FIFO 12 2
interrupt
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Table 3-5. PIE Interrupt Vectors (continued)
Name Vector ID Address Size (x16) Description Core Priority ePIE Group
priority
INT8.3 90 0x0000 0DB4 I12CB interrupt 12 3
INT8.4 91 0x0000 0DB6 2 12CB FIFO 12 4
interrupt
INT8.5 92 0x0000 0DB8 2 Reserved 12 5
INT8.6 93 0x0000 ODBA 2 Reserved 12 6
INT8.7 94 0x0000 0DBC 2 Reserved 12 7
INT8.8 95 0x0000 ODBE 2 Reserved 12 8
INT8.9 184 0x0000 OE70 2 LINA interrupt 0 12 9
INT8.10 185 0x0000 OE72 2 LINA interrupt 1 12 10
INT8.11 186 0x0000 OE74 2 LINB interrupt 0 12 11
INT8.12 187 0x0000 OE76 2 LINB interrupt 1 12 12
INT8.13 188 0x0000 OE78 2 PMBUSA interrupt 12 13
INT8.14 189 0x0000 OE7A 2 Reserved 12 14
INT8.15 190 0x0000 OE7C 2 Reserved 12 15
INT8.16 191 0x0000 OE7E 2 DCC1 interrupt 12 16 (Lowest)
PIE Group 9 Vectors - Muxed into CPU INT9
INT9.1 96 0x0000 0DCO 2 SCIA RX interrupt 13 1 (Highest)
INT9.2 97 0x0000 0DC2 2 SCIA TX interrupt 13 2
INT9.3 98 0x0000 0DC4 2 Reserved 13 3
INT9.4 99 0x0000 0DC6 2 Reserved 13 4
INT9.5 100 0x0000 0DC8 2 CANA interrupt 0 13 5
INT9.6 101 0x0000 ODCA 2 CANA interrupt 1 13 6
INT9.7 102 0x0000 ODCC 2 Reserved 13 7
INT9.8 103 0x0000 ODCE 2 Reserved 13 8
INT9.9 192 0x0000 OE80 2 Reserved 13 9
INT9.10 193 0x0000 OE82 2 Reserved 13 10
INT9.11 194 0x0000 OE84 2 Reserved 13 11
INT9.12 195 0x0000 OE86 2 Reserved 13 12
INT9.13 196 0x0000 OE88 2 BGCRC interrupt 13 13
INT9.14 197 0x0000 OE8A 2 Reserved 13 14
INT9.15 198 0x0000 OE8C 2 Reserved 13 15
INT9.16 199 0x0000 OE8E 2 HICA interrupt 13 16 (Lowest)
PIE Group 10 Vectors - Muxed into CPU INT10
INT10.1 104 0x0000 0DDO 2 ADCA event 14 1 (Highest)
interrupt
INT10.2 105 0x0000 0DD2 2 ADCA2 interrupt 14 2
INT10.3 106 0x0000 0DD4 2 ADCAZ interrupt 14 3
INT10.4 107 0x0000 0DD6 2 ADCA4 interrupt 14 4
INT10.5 108 0x0000 0DD8 2 Reserved 14 5
INT10.6 109 0x0000 ODDA 2 Reserved 14 6
INT10.7 110 0x0000 0ODDC 2 Reserved 14 7
INT10.8 111 0x0000 ODDE 2 Reserved 14 8
INT10.9 200 0x0000 OE90 2 ADCC event 14 9
interrupt
INT10.10 201 0x0000 0E92 2 ADCC2 interrupt 14 10
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Table 3-5. PIE Interrupt Vectors (continued)
Name Vector ID Address Size (x16) Description Core Priority ePIE Group
priority
INT10.11 202 0x0000 OE94 2 ADCC3 interrupt 14 11
INT10.12 203 0x0000 OE96 2 ADCCH4 interrupt 14 12
INT10.13 204 0x0000 OE98 2 Reserved 14 13
INT10.14 205 0x0000 OE9A 2 Reserved 14 14
INT10.15 206 0x0000 OE9SC 2 Reserved 14 15
INT10.16 207 0x0000 OE9E 2 Reserved 14 16 (Lowest)
PIE Group 11 Vectors - Muxed into CPU INT11
INT11.1 112 0x0000 ODEO 2 Reserved 15 1 (Highest)
INT11.2 113 0x0000 ODE2 2 Reserved 15 2
INT11.3 114 0x0000 ODE4 2 Reserved 15 3
INT11.4 115 0x0000 ODE6 2 Reserved 15 4
INT11.5 116 0x0000 ODES8 2 Reserved 15 5
INT11.6 117 0x0000 ODEA 2 Reserved 15 6
INT11.7 118 0x0000 ODEC 2 Reserved 15 7
INT11.8 119 0x0000 ODEE 2 Reserved 15 8
INT11.9 208 0x0000 OEAO 2 Reserved 15 9
INT11.10 209 0x0000 OEA2 2 Reserved 15 10
INT11.11 210 0x0000 OEA4 2 Reserved 15 11
INT11.12 211 0x0000 OEA6 2 Reserved 15 12
INT11.13 212 0x0000 OEA8 2 Reserved 15 13
INT11.14 213 0x0000 OEAA 2 Reserved 15 14
INT11.15 214 0x0000 OEAC 2 Reserved 15 15
INT11.16 215 0x0000 OEAE 2 Reserved 15 16 (Lowest)
PIE Group 12 Vectors - Muxed into CPU INT12
INT12.1 120 0x0000 ODFO 2 XINT3 interrupt 16 1 (Highest)
INT12.2 121 0x0000 ODF2 2 XINT4 interrupt 16 2
INT12.3 122 0x0000 ODF4 2 XINT5 interrupt 16 3
INT12.4 123 0x0000 ODF6 2 MPOST interrupt 16 4
INT12.5 124 0x0000 ODF8 2 Flash Wrapper 16 5
Operation done
interrupt
INT12.6 125 0x0000 ODFA 2 Reserved 16 6
INT12.7 126 0x0000 ODFC FPU overflow 16
interrupt
INT12.8 127 0x0000 ODFE 2 FPU underflow 16 8
interrupt
INT12.9 216 0x0000 OEBO Reserved 16
INT12.10 217 0x0000 OEB2 RAM correctable 16 10
error interrupt
INT12.11 218 0x0000 OEB4 2 Flash correctable 16 11
error interrupt
INT12.12 219 0x0000 OEB6 2 RAM access 16 12
violation interrupt
INT12.13 220 0x0000 OEB8 Reserved 16 13
INT12.14 221 0x0000 OEBA Reserved 16 14
INT12.15 222 0x0000 OEBC Reserved 16 15
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Table 3-5. PIE Interrupt Vectors (continued)
Name Vector ID Address Size (x16) Description Core Priority ePIE Group
priority
INT12.16 223 0x0000 OEBE 2 Reserved 16 16 (Lowest)

3.6 Exceptions and Non-Maskable Interrupts

This section describes system-level error conditions that can trigger a non-maskable interrupt (NMI). The
interrupt allows the application to respond to the error.

3.6.1 Configuring and Using NMis

An incoming NMI sets a status bit in the NMIFLG register and starts the NMI watchdog counter. This counter is
clocked by the SYSCLK, and if it reaches the value in the NMIWDPRD register, it triggers an NMI watchdog
reset (NMIWDRS). To prevent this, the NMI handler must clear the flag bit using the NMIFLGCLR register. Once
all flag bits are clear, the NMIINT bit in the NMIFLG register may also be cleared to allow future NMis to be
taken.

The NMI module is enabled by the boot ROM during the startup process. To respond to NMls, an NMI handler
vector must be written to the PIE vector table.

3.6.2 Emulation Considerations

The NMI watchdog counter behaves as follows under debug conditions:

CPU Suspended When the CPU is suspended, the NMI watchdog counter will be suspended.

Run-Free Mode When the CPU is placed in run-free mode, the NMI watchdog counter will resume operation
as normal.

Real-Time Single-Step Mode When the CPU is in real-time single-step mode, the NMI watchdog counter will be

suspended. The counter remains suspended even within real-time interrupts.
Real-Time Run-Free Mode When the CPU is in real-time run-free mode, the NMI watchdog counter operates as normal.

3.6.3 NMI Sources

There are several types of hardware errors that can trigger an NMI. Additional information about the error is
usually available from the module that detects it.

3.6.3.1 Missing Clock Detection

The missing clock detection logic monitors OSCCLK for failure. If the OSCCLK source stops, the PLL is
bypassed, OSCCLK is connected to INTOSC1, and an NMI is fired to the CPU. For more information on missing
clock detection, see Section 3.7.12.1.

3.6.3.2 RAM Uncorrectable ECC Error

A single-bit parity error, double-bit ECC data error, or single-bit ECC address error in a RAM read will trigger an
NMI. This applies to CPU and DMA reads. Single-bit ECC data errors do not trigger an NMI, but can optionally
trigger a normal peripheral interrupt. For more information on RAM error detection, see Section 3.11.1.6.

3.6.3.3 Flash Uncorrectable ECC Error

A double-bit ECC data error or single-bit ECC address error in a flash read will trigger an NMI. Single-bit ECC
data errors do not trigger an NMI, but can optionally trigger a normal peripheral interrupt. For more information
on flash error detection, see .

3.6.3.4 CPU HWBIST Error
If the Hardware Built-in self (HWBIST) module detects a fault in the CPU, an NMI is generated.
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3.6.3.5 Software-Forced Error

There is a special NMI source that can only be triggered by writing to the SWERR bit in the NMIFLGFRC
register. Since the SWERR flag is never set by a real hardware fail, it can be used to implement a self-test mode
for the NMI subsystem.

3.6.4 CRC Fail

A CRC fail result from the Background CRC (BGCRC) module can generate NMI. By default, this NMI is
enabled. To disable this feature, the NMIDIS configuration field in the BGCRC_CTRL1 register has to be written
with "1010".

3.6.5 ERAD NMI

The ERAD module can generate NMI based on different events. This is configurable in the GLBL_NMI_CTL
register.

3.6.6 lllegal Instruction Trap (ITRAP)

If the CPU tries to execute an illegal instruction, it generates a special interrupt called an illegal instruction trap
(ITRAP). This interrupt is non-maskable and has its own vector in the PIE vector table. For more information
about ITRAPs, see the lllegal-Instruction Trap section of the TMS320C28x DSP CPU and Instruction Set
Reference Guide.

Note

A RAM fetch access violation will trigger an ITRAP in addition to the normal peripheral interrupt for
RAM access violations. The CPU will handle the ITRAP first.

3.6.7 Error Pin

A signal called ERRORSTS can be output to GP1024, GPI0O28, or GP1029. This signal goes low when any bit is
set in the NMI shadow flag register (NMISHDFLG). It can be used to alert an external system to a problem in the
microcontroller. Since the state of ERRORSTS is based on the shadow flags, ERRORSTS will remain low until
the flags are cleared by the CPU or a power-on reset occurs.

All GPIO pins are inputs on power-up. If the state of the chosen ERRORSTS pin during power-up is important,
an external pull-down should be connected to the pin.
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3.7 Clocking

This section explains the clock sources and clock domains on this device, and how to configure them for
application use. Figure 3-3 and Figure 3-4 provide an overview of the device's clocking system.

SYSCLKDIVSEL PLLSYSCLK
NMIWD

[ Watchdog ]
Timer
SYS
L oyspip [PLLRAWCLK Divider FPU
<NTOSC1 \ CPUCLK | 1pu
0SCCLK
<INTosc2 SYSPLLCLKEN Flash
<X1 (XTAL> l
OSCCLKSRCSEL
CPU
ePIE Boot ROM
GPIO DCSM
SYSCLK SYSCLK | i RAMs System Control
Lx RAMs WD
GSXRAMs  XINT
(CPUTIMERS 12C )
One per SYSCLK peripheral CLB ADC
ECAP CMPSS
PCLKCRx PERX.SYSCLK ES\EVPM ElT\CN
L/ HRCAL DCC
PMBUS HWBIST
LIN BGCRC
sl ERAD )
One per LSPCLK peripheral
LOSPCP
PCLKCRx
TSP LSPCLK PERX.LSPCLK
Divider
(CLKSRCCTL2.CANXBCLKSEL)
"CAN Bit Clock

Figure 3-3. Clocking System

SPRUIN7A — MARCH 2020 — REVISED OCTOBER 2020 TMS320F28002x Real-Time Microcontrollers 95
Submit Document Feedback

Copyright © 2020 Texas Instruments Incorporated


http://www.ti.com
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIN7A&partnum=F28002X

13 TEXAS

INSTRUMENTS
System Control and Interrupts www.ti.com
SYSPLL

_______________________________________________________________ |
|
| |
: OSCCLK ~ INTCLK VCOCLK ~ PLLRAWCLK |
—> > Y > -
| (REFDIV+1) A o (ODIV+1) |

|
| |
| |
| |
| |
| |
| |
| |
| |
I |
[ . '
| - |
! IMULT :
| |

|
M S
f fOSCCLK IMULT

PLLRAWCLK =

(REFDIV +1) ~° (ODIV +1)

Figure 3-4. System PLL

3.7.1 Clock Sources
All of the clocks in the device are derived from one of four clock sources.
3.7.1.1 Primary Internal Oscillator (INTOSC2)

At power-up, the device is clocked from an on-chip 10 MHz oscillator (INTOSC2). INTOSC2 is the primary
internal clock source, and is the default system clock at reset. It is used to run the boot ROM and can be used as
the system clock source for the application. Note that INTOSC2's frequency tolerance is too loose to meet the
timing requirements for CAN. Use of the CAN modules requires an external oscillator. When INTOSC?2 is used
as the system clock source, GP1019 (X1) and GPIO18 (X2) are available as GPIO pins.

3.7.1.2 Backup Internal Oscillator (INTOSC1)

The device also includes a redundant on-chip 10 MHz oscillator (INTOSC1). INTOSC1 is a backup clock source
that normally only clocks the watchdog timers and missing clock detection circuit (MCD). If MCD is enabled and
a missing system clock is detected, the system PLL is bypassed and all system clocks are connected to
INTOSC1 automatically. INTOSC1 may also be manually selected as the system clock source for debug
purposes.

3.7.1.3 External Oscillator (XTAL)

The device supports an external clock source (XTAL), which can be used as the main system and CAN bit clock
source. Frequency limits and timing requirements can be found in the device datasheet. External clock sources
use the X1/GP10O19 and X2/GP1018 pins. After power-up, the X1 and X2 pin functionality can be enabled by
following the procedure in Section 3.7.6.
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Three types of external clock sources are supported:

» Asingle-ended 3.3V external clock. The clock signal should be connected to X1, as shown in Figure 3-5.

Microcontroller

GPIO19 GPIlO18*
VSS X1 X2
33V 4 * Available as a
— i GPIO when X1 is
used as a clock
VDD Out

3.3-V Oscillator

Gnd

Figure 3-5. Single-ended 3.3V External Clock

* An external crystal. The crystal should be connected across X1 and X2 with its load capacitors connected to
VSS as shown in Figure 3-6.

Microcontroller

GPIO19 GPIO18
VSS X1 X2

L]

Figure 3-6. External Crystal
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* An external resonator. The resonator should be connected across X1 and X2 with its ground connected to
VSS as shown in Figure 3-7.

Microcontroller

GPIO19 GPIO18
VSS X1 X2

Figure 3-7. External Resonator

Table 3-6. ALT Modes

XTALCR Bit GPIO19 Available on | GPIO18 Available on
OSCOFF SE Operating Mode X1? X2?
0 0 Crystal Mode: Quartz crystal connected to X1/X2 No No
0 1 Single-Ended Mode: External clock on X1 No Yes
1 0 Oscillator off Yes Yes
1 1 Single-Ended Mode: External clock on X1 No Yes

(1) OSCOFF and SE determine the ALT mode of GPIO18 and GPIO19.
(2) There is an approximately 1KQ pull-down on X1 in this mode, external single-ended clock must be able to drive this load.

3.7.2 Derived Clocks

The clock sources discussed in the previous section can be multiplied (via PLL) and divided down to produce the
desired clock frequencies for the application. This process produces a set of derived clocks, which are described
in this section.

3.7.2.1 Oscillator Clock (OSCCLK)

One of INTOSC2, XTAL, or INTOSC1 must be chosen to be the master reference clock (OSCCLK) for the CPU
and most of the peripherals. OSCCLK may be used directly or fed through the system PLL to reach a higher
frequency. At reset, OSCCLK is the default system clock, and is connected to INTOSC2.

3.7.2.2 System PLL Output Clock (PLLRAWCLK)

The system PLL allows the device to run at its maximum rated operating frequency, and in most applications will
generate the main system clock. This PLL uses OSCCLK as a reference. PLLRAWCLK is the output of the PLL's
voltage-controlled oscillator (VCO). For configuration instructions, see Section 3.7.6.
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3.7.3 Device Clock Domains

The device clock domains feed the clock inputs of the various modules in the device. They are connected to the
derived clocks, either directly or through an additional divider.

3.7.3.1 System Clock (PLLSYSCLK)

The NMI watchdog timer has its own clock domain (PLLSYSCLK). Despite the name, PLLSYSCLK may be
connected to the system PLL (PLLRAWCLK) or to OSCCLK. The chosen clock source is run through a
frequency divider, which is configured via the SYSCLKDIVSEL register. PLLSYSCLK is gated in HALT mode.

3.7.3.2 CPU Clock (CPUCLK)

The CPU has its own clock (CPUCLK) which is used to clock the CPU and flash wrapper. This clock is identical
to PLLSYSCLK, but is gated when the CPU enters IDLE, STANDBY or HALT mode.

3.7.3.3 CPU Subsystem Clock (SYSCLK and PERx.SYSCLK)

The CPU provides a clock (SYSCLK) to the private (MO and M1), local shared (LS4 to LS7) and global shared
(GS0) RAMSs, boot ROM and other peripherals. This clock is identical to PLLSYSCLK, but is gated when the
CPU enters HALT or STANDBY mode.

Each peripheral clock has its own independent clock gating which is controlled by the PCLKCRXx registers.

Note

Application needs to wait for 5 SYSCLK cycles after enabling clock to the peripherals when using
PCLKCRXx.

3.7.3.4 Low-Speed Peripheral Clock (LSPCLK and PERx.LSPCLK)

The SCI and SPI modules can communicate at bit rates that are much slower than the CPU frequency. These
modules are connected to a shared clock divider, which generates a low-speed peripheral clock (LSPCLK)
derived from SYSCLK. LSPCLK uses a /4 divider by default, but the ratio can be changed via the LOSPCP
register. Each SCI and SPI module's clock (PERx.LSPCLK) can be gated independently via the PCLKCRx
registers.

3.7.3.5 CAN Bit Clock

The required frequency tolerance for the CAN bit clock depends on the bit timing setup and network
configuration, and can be as tight as 0.1%. Since the main system clock (in the form of PERx.SYSCLK) may not
be precise enough, the bit clock can also be connected to XTAL via the CLKSRCCTL2 register. There is an
independent selection for each CAN module.

To guarantee correct operation, the frequency of the CAN bit clock must be less than or equal to the SYSCLK
frequency.

3.7.3.6 CPU Timer2 Clock (TIMER2CLK)

CPU timers 0 and 1 are connected to PERx.SYSCLK. Timer 2 is connected to PERx.SYSCLK by default, but
may also be connected to INTOSC1, INTOSC2, or XTAL via the TMR2CLKCTL register. This register also
provides a separate prescale divider for timer 2. If a non-SYSCLK source is used, it must be divided down to no
more than half the SYSCLK frequency.

The main reason to use a non-SYSCLK source would be for internal frequency measurement. In most
applications, timer 2 will run off of SYSCLK.

3.7.4 XCLKOUT

It is sometimes necessary to observe a clock directly for debug and testing purposes. The external clock output
(XCLKOUT) feature supports this by connecting a clock to an external pin, which can be GP1016 or GPIO18.
The available clock sources are PLLSYSCLK, PLLRAWCLK, SYSCLK, INTOSC1, INTOSC2, and XTAL.

SPRUIN7A — MARCH 2020 — REVISED OCTOBER 2020 TMS320F28002x Real-Time Microcontrollers 99
Submit Document Feedback

Copyright © 2020 Texas Instruments Incorporated


http://www.ti.com
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIN7A&partnum=F28002X

System Control and Interrupts

13 TEXAS
INSTRUMENTS

www.ti.com

To use XCLKOUT, first select the clock source via the CLKSRCCTL3 register. Next, select the desired output
divider via the XCLKOUTDIVSEL register. Finally, connect GPIO16 or GPIO18 to mux channel 11 using the

GPIO configuration registers.
3.7.5 Clock Connectivity

Table 3-7 shows the clock connections sorted by the clock domain and Table 3-8 shows the clock connections

sorted by the module name.
Table 3-7. Clock Connections Sorted by Clock Domain

Clock Domain

Module Name

CPUCLK

FPU
T™MU
Flash

SYSCLK

ePIE

MO - M1 RAMs

LS4 - LS7 RAMs

GS0 RAM

Boot ROM

GPIO Input Sync and Qual
WD

XINT

DCSM

PLLSYSCLK

CPU
NMIWD

PERx.SYSCLK

CLB
Timer0 - 2
DCCO0 -1
FSI
ePWM1 -7
eCAP1-3
eQEP1 -2
ADCA,C
CMPSS1 -4
CANA
I2CA - B
PMBUSA
LINA-B
HICA
HWBIST
BGCRC
HRCAL
ERAD

PERx.LSPCLK

SCIA
SPIA-B

WDCLK (INTOSC1)

Watchdog Timer
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Table 3-8. Clock Connections Sorted by Module Name

Module Name Clock Domain
ADCA, C PERx.SYSCLK
BGCRC PERx.SYSCLK
Boot ROM SYSCLK
CANA PERx.SYSCLK
CLB PERx.SYSCLK
CMPSS1 -4 PERx.SYSCLK
CPU PLLSYSCLK
CPU Timers PERx.SYSCLK
DCCO -1 PERx.SYSCLK
DCSM SYSCLK

DMA PERx.SYSCLK
eCAP1-3 PERx.SYSCLK
ePIE SYSCLK
ePWM1 -7 PERx.SYSCLK
eQEP1 -2 PERx.SYSCLK
ERAD PERx.SYSCLK
Flash CPUCLK

FPU CPUCLK
GPIO Input Sync and Qual SYSCLK

GS0 RAM SYSCLK

HICA PERx.SYSCLK
HWBIST PERx.SYSCLK
I2CA-B PERx.SYSCLK
LINA-B PERx.SYSCLK
LS4 - LS7 RAMs SYSCLK

MO - M1 RAMs SYSCLK
NMIWD PLLSYSCLK
PMBUSA PERx.SYSCLK
SCIA PERx.LSPCLK
SPIA-B PERx.LSPCLK
TMU CPUCLK
Watchdog Timer WDCLK (INTOSCH1)

3.7.6 Clock Source and PLL Setup

The needs of the application are what ultimately determine the clock configuration. Specific concerns such as

application performance, power consumption, total system cost, and EMC are beyond the scope of this
document, but they should provide answers to the following questions:

1. What is the desired CPU frequency?

2. Is CAN required?

3. What types of external oscillators or clock sources are available?

If CAN is required, an external clock source with a precise frequency must be used as a reference clock.
Otherwise, it may be possible to use only INTOSC2 and avoid the need for more external components.
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3.7.7 Using an External Crystal or Resonator

The X1 and X2 pins double as GPIO19 and GPIO18. At power-up, these pins are in GPIO mode and the on-chip
crystal oscillator is powered off. The following procedure can be used to switch the pins to X1 and X2 mode and
enable the oscillator:

1. Clear the XTALCR.OSCOFF bit.Wait for the crystal to power up. 1ms is the typical wait time but this depends
on the crystal that is being used.

2. Clear the X1 counter by writing a 1, then a 0 to X1CNT.CLR and keep clearing until the X1 counter value in
the X1CNT register is no longer saturated 2047 (0x7ff).

3. Wait for the X1 counter value in the X1CNT register to reach 2047 (0x7ff).Repeat steps 3-4 three additional
times.

4. Select XTAL as the OSCCLK source by writing a 1 to CLKSRCCTL1.0SCCLKSRCSEL.

5. Check the MCLKSTS bit in the MCDCR register. If it's set, the oscillator has not finished powering up, and
more time is required:

a. Clear the missing clock status by writing a 1 to MCDCR.MCLKCLR.

b. Repeat steps 2-7. Do not reset the device. Doing so will power down the oscillator, which requires the
procedure to be restarted from step 1.

c. If the oscillator has not finished powering up in 10 milliseconds, there is a real clock failure.
6. If MCDCR.MCLKSTS is clear, the oscillator startup is a success. The system clock is now derived from XTAL.

3.7.8 Using an External Oscillator

The procedure for using an external oscillator connected to the X1 pin is similar to the procedure for using a
crystal or resonator:

1. Clear the XTALCR.OSCOFF bit.

2. Set the XTALCR.SE bit to enable single-ended mode.

3. Clear the X1 counter by writing a 1, then a 0 to X1CNT.CLR and keep clearing until the X1 counter value in
the X1CNT register is no longer saturated 2047 (0x7ff) .

Wait for the X1 counter value in the X1CNT register to reach 2047 (0x7ff).
Repeat steps 3-4 three additional times.
Select XTAL as the OSCCLK source by writing a 1 to CLKSRCCTL1.0OSCCLKSRCSEL.

Check the MCLKSTS bit in the MCDCR register. If it's set, either the external oscillator or the device has
failed.

8. If MCLKSTS is clear, the switch to the external clock is a success. The system clock is now derived from
XTAL.

3.7.9 Choosing PLL Settings

The equation shown in Figure 3-4 should be used to configure the PLL.

IMULT is the integer value of the multiplier.

REFDIV is the reference divider for the OSCCLK.

ODIV is the output divider of the PLLRAWCLK.

PLLSYSCLKDIV is the system clock divider.

For the permissible values of the multipliers and dividers, see the documentation for their respective registers.

Many combinations of multiplier and divider can produce the same output frequency. However, the product of the
reference clock frequency and the multiplier (known as the VCO frequency) must be in the range specified in the
data manual.
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Note

The system clock frequency (PLLSYSCLK) may not exceed the limit specified in the datasheet. This
limit does not allow for oscillator tolerance.

3.7.10 System Clock Setup

Once the application requirements are understood, a specific clock configuration can be determined. The default
configuration is for INTOSC2 to be used as the system clock (PLLSYSCLK) with a divider of 1. The following
procedure should be used to set up the desired application configuration:

Refer to your device SysCtl_setClock() function inside C2000Ware installation for an example.
Recommended sequence to set up the system PLL:

1. Bypass the PLL by clearing SYSPLLCTL1[PLLCLKEN]. Allow at least 60 NOP instructions for this to take
effect.

2. Powerdown the PLL by writing to SYSPLLCTL1.PLLEN=0 and allow at least 60 NOP instructions for this to
take effect.

3. Select the reference clock source (OSCCLK) by writing to CLKSRCCTL1.OSCCLKSRCSEL. Allow at least
300 NORP instructions for this to take effect.

4. Set the system clock divider to "/1" to ensure the fastest PLL configuration by clearing
SYSCLKDIVSEL[ PLLSYSCLKDIV].

5. Set the IMULT, REFDIV & ODIV simultaneously by writing 32-bit value in SYSPLLMULT at once. This will
automatically enable the PLL. Be sure the settings for multiplier and dividers do not violate the frequency
specifications as defined in the data sheet.

6. Wait for PLL to lock by polling for lock status bit to go high i.e. SYSPLLSTS.LOCKS=1

7. Configure DCC with reference clock as OSCCLK and clock under measurement as PLLRAWCLK, and verify
the frequency of the PLL. If the frequency is out of range, do not enable PLLRAWCLK as SYSCLK, stop here
and troubleshoot. Refer to DCC chapter for more information on its configuration and usage.

8. Switch to the PLL as the system clock by setting SYSPLLCTL1[PLLCLKEN].

Note
1. SYSPLL must be bypassed and powered down manually before changing the OSCCLK source.

2. Atleast 60 CPU clock cycles delay is needed after bypassing PLL, that is,
SYSPLLCTL1.PLLCLKEN=0.

3. Atleast 60 CPU clock cycles delay is needed after PLL is powered down, that is,
SYSPLLCTL1.PLLEN=0.

4. Atleast 300 CPU clock cycles delay is needed after OSSCLK source is changed.

5. PLL SLIP bit is not supported. DCC should be used to check the validity of the PLL clock. This
feature is included as part of SysCtl_setClock() function inside C2000Ware.

3.7.11 SYS PLL Bypass

If application requires PLL clock to be bypassed from the system then it needs to configure
SYSPLLCTL1.PLLCLKEN=0. It takes up to 60 CPU clock cycles before the bypass is effective. In the meantime
if PLLSYSCLKDIV is reduced to a lower value (for example from /2 to /1 or /4 to /2 etc.) the device may be
clocked above the maximum rated frequency and can lead to unpredictable device behavior. Hence delay of 60
CPU clock cycles is required after bypassing the PLL from enable state i.e. going from PLLCLKEN=1 to
PLLCLKEN=0.

3.7.12 Clock (OSCCLK) Failure Detection

In order to achieve safety diagnostic there are two circuits available, which can detect failure of PLL reference
clock.
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1. Missing Clock Detection (MCD)
2. PLL Reference Clock Detection
Table 3-9 lists the details of both circuits.
Table 3-9. Clock Source (OSCCLK) Failure Detection
Clock Failure Time for Detection AR
Detection Circuitry Clocks Detected (in Cycles) Limitations
Missing Clock Detection (MCD) INTOSC2, XTAL/X1 8192 INTOSC1 cycles Cannot detect INTOSC1 clock failure.
PLL Reference Clock Detection INTOSCH1, INTOSC2, XTAL/X1 10 OSCCLK cycles Requires PLL to be enabled.

3.7.12.1 Missing Clock Detection

The missing clock detect (MCD) logic detects OSCCLK failure, using INTOSC1 as the reference clock source.
This circuit only detects complete loss of OSCCLK and doesn’t do any detection of frequency drift on the
OSCCLK.

This circuit monitors the OSCLK (primary clock) using the 10 MHz clock provided by the INTOSC1 (secondary
clock) as a backup clock. This circuit functions as below:

1. The primary clock (OSCCLK) clock keeps ticking a 7-bit counter (named as MCDPCNT). This counter is
asynchronously reset with XRSn.

2. The secondary clock (INTOSC1) clock keeps ticking a 13-bit counter (hamed as MCDSCNT). This counter is
asynchronously reset with XRSn.

3. Each time MCDPCNT overflows, the MCDSCNT counter is reset. Thus, if OSCCLK is present or not slower
than INTOSC1 by a factor of 64, MCDSCNT will never overflow.

4. If OSCCLK stops for some reason, or is slower than INTOSC1 by at least a factor of 64, the MCDSCNT will
overflow and a missing clock condition will be detected on OSCCLK.

5. The above check is continuously active, unless the MCD is disabled using MCDCR register (by making the
MCLKOFF bit 1)

6. If the circuit ever detects a missing OSCCLK, the following occurs:
* The MCDSTS flag is set
* The MCDSCNT counter is frozen to prevent further missing clock detection
» The CLOCKFAIL signal goes high, which generates TRIP events to PWM modules and fires NMls to
CPU1.NMIWD.
* PLL is forcefully bypassed and OSCCLK source is switched to INTOSC1 (New, System Clock Frequency
= INTOSC1 Freq 10Mhz)/SYSDIV). In the meantime when clock switches to INTOSC1 System runs on
PLL limp Clock.
e SYSPLLMULT.IMULT is zeroed out automatically in this case.
*  While the MCDSTS bit is set, the OSCCLKSRCSEL bits have no effect and OSCCLK is forcefully
connected to INTOSCA1.
* PLLRAWCLK going to the system is switched to INTOSC1 automatically
7. If the MCLKCLR bit is written (this is a W=1 bit), MCDSTS bit will be cleared and OSCCLK source will be
decided by the OSCCLKSRCSEL bits. Writing to MCLKCLR will also clear the MCDPCNT and MCDSCNT
counters to allow the circuit re-evaluate missing clock detection. If user wants to lock the PLL after missing
clock detection, he needs to first switch the clock source to INTOSC1 (using OSCCLKSRCSEL register), do a
MCLKCLR and re-lock the PLL.
8. The MCD is enabled at power up. There is no support for missing clock detection if INTOSC2 is failed from
the device power-up.

Figure 3-8 shows the missing clock logic functional flow.
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Figure 3-8. Missing Clock Detection Logic

Note

On a complete clock failure when OSCCLK is dead, it may take a maximum time of 8192 INTOSC1
cycles (that is, 0.8192 ms) before the CLOCKFAIL signal goes high, after which:

* NMI is generated

* OSCCLK is switched to INTOSCH1

*  PWM Trip happens

3.7.12.2 PLL Reference Clock Lost Detection

This circuit monitors reference clock to PLL (OSCCLK) and triggers Clock failure only on a complete loss of
OSCCLK and not on OSCCLK frequency drift. Unlike MCD this circuit requires PLL to be configured and
running. Features of PLL Reference Clock Lost Detection:

1. Response time for clock failure detection is much faster compared to MCD.

2. It can detect clock failure for any clock sources used, that is, INTOSC1, INTOSC2, and XTAL/X1. If INTOSC1
is used as OSCCLK, the steps for configuration are different and explained below in this section.
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3.7.12.2.1 When OSCCLK = INTOSC2 or XTAL/X1
Recommended steps to configure PLL Reference Clock Lost Detection circuit:

1. Configure PLL as per the recommended sequence described in Section 3.7.10.

2. Enable Reference Clock Lost to trigger a CLOCKFAIL event by configuring
MCDCR.SYSREF_LOST_MCD_EN=1.

When PLL Reference Clock Lost Detection subsystem detects that OSCCLK is missing:

* PLL is bypassed and OSCCLK is connected to INTOSC1 (after the PLLSYSCLK divider). In the meantime
when clock switches to INTOSC1, system runs on PLL Limp Clock.

*  SYSPLLMULT.IMULT is zeroed out automatically.

* The MCDCR.SYSREF_LOSTS and SYPLLLSTS.REF_LOSTS flag is set. While this flag is set, the
OSCCLKSRCSEL bits have no effect.

» The CLOCKEFAIL signal goes high, which generates trip events to the PWM modules and triggers an NMI.

To clear a Reference Clock Lost condition, write a 1 to the MCDCR.SYSREF_LOSTSCLR bit, this will restore the
functionality of the OSCCLKSRCSEL. To re-lock the PLL during the loss of Reference Clock Lost, switch the
OSCCLK source to INTOSC1 using the OSCCLKSRCSEL bits, clear the missing clock condition, then write to
the PLL registers.

3.7.12.2.2 When OSCCLK = INTOSC1
Recommended steps to configure PLL Reference Clock Lost Detection when OSCCLK= INTOSC1:

1. Configure PLL as per the recommended sequence described in Section 3.7.10.
2. Disable MCD by configuring MCDCR.MCLKOFF=1.

3. Disable Reference Clock Lost to trigger a CLOCKFAIL event by configuring
MCDCR.SYSREF_LOST_MCD_EN=0.

When PLL Reference Clock Lost Detection subsystem detects that OSCCLK is missing:

» System runs on PLL Limp Clock.

e SYSPLLMULT.IMULT stays as it is and does not get zeroed out automatically.

* The SYPLLLSTS.REF_LOSTS flag is set. While this flag is set, the OSCCLKSRCSEL bits have no effect.

« Since MCD is disabled it does not generate CLOCKFAIL signal, so it does not trigger NMI interrupt nor
generate EPWM trip event. Application SW needs to monitor SYSPLLLSTS.REF_LOSTS flag to determine
clock failure and then generate trip event for EPWM.

To clear a Reference Clock Lost condition, write a 1 to the MCDCR.SYSREF_LOSTSCLR bit, this will restore the
functionality of the OSCCLKSRCSEL. To re-lock the PLL during the loss of Reference Clock Lost, switch the
OSCCLK source to INTOSC2 or XTAL/X1 using the OSCCLKSRCSEL bits, then write to the PLL registers.

Note

¢ |tis recommended to use OSCCLK=INTOSC2 or XTAL/X1 and not INTOSC1. INTOSC1 should be
treated as a fallback clock ONLY.

* If clock failure happens when OSCCLK=INTOSC1 and MCD is not turned OFF then SYSCLK wiill
be dead and system will hang up.
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3.8 32-Bit CPU Timers 0/1/2
This section describes the three 32-bit CPU timers (TIMERO0/1/2) shown in Figure 3-9.

Timer0 and Timer1 can be used in user applications. Timer2 is reserved for real-time operating system uses (for
example, TI-RTOS). If the application is not using an operating system that utilizes this timer, then Timer2 can be
used in the application. timer interrupt signals (TINTO, TINT1, TINT2) are connected as shown in Figure 3-10.

Reset D

Timer reload
16_b'_:_g”5§: _u:;g-gown 32-bit timer period
) PRDH:PRD
SYSCLKOUT \ 16'b'th’geCS|i"f‘F'fS°C°“”ter
) TCR4 g / 32-bit counter
(Timer start status) Borrow T TIMH:TIM
i Borrow

d
Z
_|
A
®

Figure 3-9. CPU Timers

INTT | TINTO
to K| PIE < TIMERO
INT12
28x
CPU
TINTA
INT13 | TIMER1
TINT2
INT14 | TIMER2

A. The timer registers are connected to the memory bus of the C28x processor.
B. The CPU Timers are synchronized to SYSCLKOUT.

Figure 3-10. CPU Timer Interrupt Signals and Output Signal

The general operation of a CPU timer is as follows:

* The 32-bit counter register, TIMH:TIM, is loaded with the value in the period register PRDH:PRD

* The counter decrements once every (TPR[TDDRH:TDDR]+1) SYSCLK cycles, where TDDRH:TDDR is the
timer divider.

* When the counter reaches 0, a timer interrupt output signal generates an interrupt pulse.

The registers listed in Section 3.13 are used to configure the timers.
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3.9 Watchdog Timer

The watchdog module consists of an 8-bit counter fed by a prescaled clock (WDCLK, which is connected to
INTOSC1). When the counter reaches its maximum value, the module generates an output pulse 512 WDCLKs
wide. This pulse can generate an interrupt or a reset. The CPU must periodically write a 0x55 + OxAA sequence
into the watchdog key register to reset the watchdog counter. The counter can also be disabled.

The counter's clock is divided down from WDCLK by two dividers. The prescaler is adjustable from /1 to /64 in
powers of two. The pre-divider defaults to /512 for backwards compatibility, but is adjustable from /2 to /4096 in
powers of two. This allows a wide range of timeout values for safety-critical applications.

Figure 3-11 shows the various functional blocks within the watchdog module.

[ wocrwopRecikolv | [ wocrwops | [ wocr.wobpis |
WDCNTR
y A
WDCLK
(INTOSCH1) Pt Overflow 1-count
== O—b] >
8-bit delay
WPCLK Watchdog Watchdog
Divider Prescaler Counter
SYSRSn
Clear
Count
y
WDWCR.MIN
WDKEY (7:0)
Out of Window Watchdog
KwaltDChtdo? Good Key Window
|WDCR(WDCHK(2:0)) |— eg’s pved Detector
:::)) > Bad Key
WDRSTn Generate
«—— '
n 512-WDCLK Watchdog Time-out
WDINTn Output Pulse

h

| SCSR.WDENINT I

Figure 3-11. Watchdog Timer Module

108 TMS320F28002x Real-Time Microcontrollers SPRUIN7A — MARCH 2020 — REVISED OCTOBER 2020

Submit Document Feedback
Copyright © 2020 Texas Instruments Incorporated


http://www.ti.com
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIN7A&partnum=F28002X

13 TEXAS
INSTRUMENTS

www.ti.com System Control and Interrupts

3.9.1 Servicing the Watchdog Timer

The watchdog counter (WDCNTR) is reset when the proper sequence is written to the WDKEY register before
the 8-bit watchdog counter overflows. The WDCNTR is reset-enabled when a value of 0x55 is written to the
WDKEY. When the next value written to the WDKEY register is OxAA, then the WDCNTR is reset. Any value
written to the WDKEY other than 0x55 or OxAA causes no action. Any sequence of 0x55 and OxAA values can
be written to the WDKEY without causing a system reset; only a write of 0x55 followed by a write of 0xAA to the
WDKEY resets the WDCNTR.

The first action that enables the WDCNTR to be reset is shown in Step 3 in Table 3-10. The WDCNTR is not
actually reset until step 6. Step 8 again re-enables the WDCNTR to be reset and step 9 resets the WDCNTR.
Step 10 again re-enables the WDCNTR to be reset. Writing the wrong key value to the WDKEY in step 11
causes no action, however the WDCNTR is no longer enabled to be reset and the OxAA in step 12 now has no
effect.

If the watchdog is configured to reset the device, then a WDCR overflow or writing the incorrect value to the
WDCR[WDCHK] bits will reset the device and set the watchdog flag (WDRSN) in the reset cause register
(RESC). After a reset, the program can read the state of this flag to determine whether the reset was caused by
the watchdog. After doing this, the program should clear WDRSn to allow subsequent watchdog resets to be
detected. Watchdog resets are not prevented when the flag is set.

Table 3-10. Example Watchdog Key Sequences

Step Value Written to WDKEY  Result
1 0xAA No action
2 0xAA No action
3 0x55 WDCNTR is enabled to be reset if next value is OxAA.
4 0x55 WDCNTR is enabled to be reset if next value is OxAA.
5 0x55 WDCNTR is enabled to be reset if next value is OxAA.
6 OxAA WDCNTR is reset.
7 0xAA No action
8 0x55 WDCNTR is enabled to be reset if next value is OxAA.
9 OxAA WDCNTR is reset.
10 0x55 WDCNTR is enabled to be reset if next value is OxAA.
11 0x32 Improper value written to WDKEY.

No action, WDCNTR no longer enabled to be reset by next OxAA.

12 OxAA No action due to previous invalid value.
13 0x55 WDCNTR is enabled to be reset if next value is OxAA.
14 0xAA WDCNTR is reset.

3.9.2 Minimum Window Check

To complement the timeout mechanism, the watchdog also contains an optional "windowing" feature that
requires a minimum delay between counter resets. This can help protect against error conditions that bypass
large parts of the normal program flow but still include watchdog handling.

To set the window minimum, write the desired minimum watchdog count to the WDWCR register. This value will
take effect after the next WDKEY sequence. From then on, any attempt to service the watchdog when WDCNTR
is less than WDWCR wiill trigger a watchdog interrupt or reset. When WDCNTR is greater than or equal to
WDWCR, the watchdog can be serviced normally.

At reset, the window minimum is zero, which disables the windowing feature.
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3.9.3 Watchdog Reset or Watchdog Interrupt Mode

The watchdog can be configured in the SCSR register to either reset the device (WDRST) or assert an interrupt
(WDINT) if the watchdog counter reaches its maximum value. The behavior of each condition is:

¢ Reset mode:

If the watchdog is configured to reset the device, then the WDRST signal will pull the device reset (XRS) pin
low for 512 OSCCLK cycles when the watchdog counter reaches its maximum value.

* Interrupt mode:

When the watchdog counter expires, it will assert an interrupt by driving the WDINT signal low for 512
OSCCLK cycles. The falling edge of WDINT triggers a WAKEINT interrupt in the PIE if it is enabled. Because
the PIE is edge-triggered, re-enabling the WAKEINT while WDINT is active will not produce a duplicate
interrupt.

To avoid unexpected behavior, software should not change the configuration of the watchdog while WDINT is
active. For example, changing from interrupt mode to reset mode while WDINT is active will immediately
reset the device. Disabling the watchdog while WDINT is active will cause a duplicate interrupt if the
watchdog is later re-enabled. If a debug reset is issued while WDINT is active, the reset cause register
(RESC) will show a watchdog reset. The WDINTS bit in the SCSR register can be read to determine the
current state of WDINT.

3.9.4 Watchdog Operation in Low Power Modes

In IDLE mode, the watchdog interrupt ( WDINT) signal can generate an interrupt to the CPU to take the CPU out
of IDLE mode. As with any other peripheral, the watchdog interrupt will trigger a WAKE interrupt in the PIE
during IDLE mode. User software must determine which peripheral caused the interrupt.

Note: If the watchdog interrupt is used to wake-up from an IDLE low power mode condition, software must make
sure that the WDINT signal goes back high before attempting to reenter the IDLE mode. The WDINT signal will
be held low for 512 OSCCLK cycles when the watchdog interrupt is generated. The current state of WDINT can
be determined by reading the watchdog interrupt status bit (WDINTS) bit in the SCSR register. WDINTS follows
the state of WDINT by two SYSCLKOUT cycles.

In HALT mode, the internal oscillators and watchdog timer are kept active if the user sets
CLKSRCCTL1.WDHALTI = 1. A watchdog reset can wake the system from HALT mode, but a watchdog
interrupt cannot.

3.9.5 Emulation Considerations
The watchdog module behaves as follows under various debug conditions:

CPU Suspended When the CPU is suspended, the watchdog clock (WDCLK) is suspended.
Run-Free Mode When the CPU is placed in run-free mode, then the watchdog module resumes operation as normal.

Real-Time Single-Step Mode When the CPU is in real-time single-step mode, the watchdog clock (WDCLK) is suspended. The
watchdog remains suspended even within real-time interrupts.

Real-Time Run-Free Mode When the CPU is in real-time run-free mode, the watchdog operates as normal.
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3.10 Low Power Modes
This device has HALT, IDLE, and STANDBY as clock-gating low-power modes.

All low-power modes are entered by setting the LPMCR register and executing the IDLE instruction. More
information about this instruction can be found in the TMS320C28x CPU and Instruction Set Reference Guide.

Low-power modes should not be entered into while a flash program or erase operation is ongoing. Entering
HALT will stop all CPU and peripheral activities. This includes active transmissions and control algorithms. When
preparing to enter HALT mode, the application should ensure that the system is prepared to enter a period of
inactivity.

Before entering HALT mode check the value of the GPIODAT register of the pin selected for HALT wake-up
(GPIOLPMSELO/1) prior to entering the low-power mode to ensure that the wake event has not already been
asserted.

3.10.1 Clock-Gating Low-Power Modes

IDLE and HALT modes on this device are similar to those on other C28x devices. Table 3-11 describes the effect
on the system when any of the clock-gating low-power modes are entered.

Table 3-11. Effect of Clock-Gating Low-Power Modes on the Device

CION(':‘I’("I;'(';S]; i IDLE STANDBY HALT
SYSCLK Active Gated Gated
CPUCLK Gated Gated Gated
Clock to modules connected Active Gated Gated
to PERx.SYSCLK
WDCLK Active Active Gated if CLKSRCCTL1.WDHALTI =0
PLL Powered Powered Software must power down PLL before entering HALT.
INTOSCA1 Powered Powered Powered down if CLKSRCCTL1.WDHALTI =0
INTOSC2 Powered Powered Powered down if CLKSRCCTL1.WDHALTI =0
Flash(") Powered Powered Powered
XTAL@) Powered Powered Powered

(1)  The Flash module is not powered down by hardware in any LPM. It may be powered down using software if required by the
application. For more information, see the Flash Module chapter.

(2) The XTAL is not powered down by hardware in any LPM. It may be powered down by software setting the XTALCR.OSCOFF bit to 1.
This can be done at any time during the application if the XTAL is not required.

3.10.2 IDLE

IDLE is a standard feature of the C28x CPU. In this mode, the CPU clock is gated while all peripheral clocks are
left running. IDLE can thus be used to conserve power while a CPU is waiting for peripheral events.

Any enabled interrupt will wake the CPU up from IDLE mode.
To enter IDLE mode, set LPMCR.LPM to 0x0 and execute the IDLE instruction.

The CPU will resume normal operations upon any enabled interrupt event.

SPRUIN7A — MARCH 2020 — REVISED OCTOBER 2020 TMS320F28002x Real-Time Microcontrollers 1M
Submit Document Feedback
Copyright © 2020 Texas Instruments Incorporated


http://www.ti.com/lit/pdf/spru430
http://www.ti.com
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIN7A&partnum=F28002X

13 TEXAS
INSTRUMENTS

System Control and Interrupts www.ti.com

3.10.3 STANDBY

STANDBY is a more aggressive low-power mode that gates both the CPU clock and any peripheral clocks
derived from the CPU's SYSCLK. The watchdog however, is left active. STANDBY is best suited for an
application where the wake-up signal will come from an external system (or CPU subsystem) rather than a
peripheral input.

An NMI (or optionally) a watchdog interrupt or a configured GPIO can wake the CPU from STANDBY mode.
Each GPIO from GPIO0-46 can be configured to wake the CPU when they are driven active low. Upon wakeup,
the CPU receives the WAKEINT interrupt if configured.

To enter STANDBY mode:

1. Set LPMCR.LPM to 0x1.

2. Enable the WAKEINT interrupt in the PIE.

3. For watchdog interrupt wakeup, set LPMCR.WDINTE to 1 and configure the watchdog to generate interrupts.
4

. For GPIO wakeup, set GPIOLPMSELO and GPIOLPMSEL1 to connect the chosen GPIOs to the LPM
module, and set LPMCR.QUALSTDBY to select the number of OSCCLK cycles for input qualification.

5. Execute the IDLE instruction to enter STANDBY.
To wake up from STANDBY mode:

1. Configure the desired GPIO to trigger the wakeup.

2. Drive the selected GPIO signal low; it must remain low for the number of OSCCLK cycles specified in the
QUALSTDBY bits in the LPMCR register. If the signal is sampled high during this period, the count restarts.

At the end of the qualification period, the PLL enables the CLKIN to the CPU and the WAKEINT interrupt is
latched in the PIE block.

The CPU is now out of STANDBY mode and can resume normal execution.
3.10.4 HALT

HALT is a global low-power mode that gates almost all system clocks and allows for power-down of oscillators
and analog blocks.

Unlike on other C2000™ devices, HALT mode will not automatically power down the XTAL upon HALT entry.
Additionally, if the XTAL is not powered on, waking up from HALT mode will not automatically power on the
XTAL. The XTALCR.OSCOFF bit has been added to power on and off the XTAL circuitry when not needed
through application software.

For applications that require minimal power consumption during HALT mode, application software should power
off the XTAL prior to entering HALT. If the OSCCLK source is configured to be XTAL, the application should first
switch the OSSCLK source to INTOSC1 or INTOSC2 prior to setting XTALCR.OSCOFF.

GPIO0-63 can be configured to wake up the system from HALT. No other wakeup option is available. However,
the watchdog timer may still be clocked, and can be configured to produce a watchdog reset if a timeout
mechanism is needed. On wakeup, the CPU receives a WAKEINT interrupt.

To enter HALT mode:

1. Enable the WAKEINT interrupt in the PIE .

2. Set LPMCR.LPM to 0x2. Set GPIOLPMSELO and GPIOLPMSEL1 to connect the chosen GPIOs to the LPM
module.

3. Set CLKSRCCTL1.WDHALTI to 1 to keep the watchdog timer active and INTOSC1 and INTOSC2 powered
up in HALT.

4. Set CLKSRCCTL1.WDHALTI to 0 to disable the watchdog timer and power down INTOSC1 and INTOSC2 in
HALT.

5. Execute the IDLE instruction to enter HALT.
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If an interrupt or NMI is received while the IDLE instruction is in the pipeline, the system will begin executing the
WAKEINT ISR. After HALT wakeup, ISR execution will resume where it left off.

Note
Before entering HALT mode, if the system PLL is locked (SYSPLL.LOCKS = 1), it must also be
connected to the system clock (PLLCTL1.PLLCLKEN = 1). Otherwise, the device will never wake up.

To wake up from HALT mode:

1. Drive the selected GPIO low for a minimum 5us. This will activate the WAKEINT PIE interrupt.

2. Drive the wake-up GPIO high again to initiate the powering up of the SYSPLL

3. Wait 16us plus 1024 OSCLK cycles to allow the PLLs to lock and the WAKEINT ISR to be latched.
4. Execute the WAKEINT ISR.

The device is now out of HALT mode and can resume normal execution.
3.10.5 Flash Power-down Considerations

The Flash module on this device can be powered down at any time during an application. There are some
considerations that must be made when powering down the Flash.

When the application software powers down the Flash, it must ensure that the function that puts the Flash to
sleep is executed from RAM. Note that there should not be any access to Flash after the Flash is put to sleep to
realize the power savings. If there is an access to Flash, Flash wakeup process (wakeup time depends on
PSLEEP and RWAIT) gets initialized and the application will not realize Flash power savings. For example, if the
application has to execute any code after putting the Flash to sleep and before putting the device in to low power
mode, the application should execute that code from RAM and not from Flash.

PSLEEP and RWAIT can be optimized to reduce the Flash wakeup time for a given SYSCLK frequency.
BootROM configures the best possible PSLEEP value for the 100MHz operation. However, the application
software can decrease the PSLEEP value to reduce the Flash wakeup time if the application SYSCLK is less
than 100MHz. This is applicable in the context of an application entering the Halt mode since PLL must be
disabled before entering the Halt mode. In this case, the PSLEEP value can be decreased to get a faster Flash
wakeup upon exit from LPM.

If the Wake ISR is in Flash, it is suggested to optimize the PSLEEP and RWAIT values before entering the LPM,
and after the Flash is in sleep, since application does not get a chance to modify these before Flash is awake
after exiting from LPM. However, after the LPM exit and once the Flash is awake, application should branch to
RAM to restore RWAIT and PSLEEP (as per the application SYSCLK to which PLL will be locked for) and then
proceed with Flash execution to lock the PLL.

If the Wake ISR is in RAM, application can optimize the PSLEEP and RWAIT values in the Wake ISR and then
do a dummy Flash access to initiate the Flash wakeup process. While the Flash is waking up, application can
initialize the PLL lock process. Once the Flash is awake, application can put the PLL in clock path. If the user
does not want to lock the PLL from RAM, PLL can be locked from Flash (this means Flash wakeup and PLL lock
are not done in parallel), but in any case make sure to restore the RWAIT and PSLEEP (as per the application
SYSCLK to which PLL will be locked for) in Wake ISR before proceeding to Flash execution.
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3.11 Memory Controller Module
On this device, the RAMs have different characteristics. These are:

« Dedicated to the CPU: MO, M1 and LSx RAMs
¢ Shared between the CPU, DMA and HIC: GSx RAM

All these RAMs are highly configurable to achieve control for write access and fetch access from different
masters. All dedicated RAMs are enabled with the ECC feature (both data and address) and shared RAMs are
enabled with the parity feature (both data and address). Some of the dedicated memories are secure memory as
well. Refer to Section 3.12 for more details. Each RAM has its own controller which takes care of the access
protection/security related checks and ECC/Parity features for that RAM. Figure 3-12 shows the configuration of
these RAMs.

CPU LSx RAM | > GSO RAM
h 4 h 4
CPU CPU DMA HIC

CPU MO RAM

CPU M1 RAM

Figure 3-12. Memory Architecture

3.11.1 Functional Description
This section further defines and discusses the dedicated and shared RAMs on this device.
3.11.1.1 Dedicated RAM (Mx RAM)

This device has two dedicated RAM blocks: MO and M1. MO and M1 memories are small blocks of memory
which are tightly coupled with the CPU. Only the CPU has access to these memories. No other masters (DMA
and HIC) have access to these memories.

All dedicated RAMs have the ECC feature.
3.11.1.2 Local Shared RAM (LSx RAM)

Local shared RAMs (LSx RAMs) are secure memories and have ECC. These memories are dedicated to the
CPU.
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3.11.1.3 Global Shared RAM (GSx RAM)

RAM blocks which are accessible from the CPU, DMA and HIC are called global shared RAMs (GSx RAMs).
Table 3-12 shows the features of the GSx RAM.

Table 3-12. Global Shared RAM

CPU (Fetch) CPU (Read) CPU (Write) CPU.DMA CPU.DMA HIC (Read) HIC (Write)
(Read) (Write)
Yes Yes Yes Yes Yes Yes Yes

The shared RAM has different levels of access protection which can be enabled or disabled by configuring
specific bits in the GSXACCPROT registers.

Access protection configuration for the GSx RAM block can be locked by the user to prevent further updates to
this bit field. The user can also choose to permanently lock the configuration to individual bit fields by setting the
specific bit fields in the GSxCOMMIT register (refer to the register description for more details). Once a
configuration is committed for a particular GSx RAM block, it can not be changed further until CPU .SYSRS is
issued.

3.11.1.4 Access Arbitration

For a shared RAM, multiple accesses can happen at any given time. The maximum number of accesses to any
shared RAM at any given time depends on the type of shared RAM. On this device, a combination of a fixed and
round robin scheme is followed to arbitrate multiple access at any given time.

The following is the order of fixed priority for CPU accesses:

1. Data Write/Program Write
2. Data Read
3. Program Read/Program Fetch

Figure 3-13 represents the arbitration scheme on global shared memories.

CPU-DWRITE—»{ CPU

CPU-DREAD—»| "xed |

CPU-PREAD/FETCH —> Priority
. / Arbiter

Round Robin Arbitration

RR-CPU

| CPU.DMA READ/WRITE |

(Rr-cPu.DMA)€—(_ RR-HIC )

| HIC READ/WRITE |——>

Figure 3-13. Arbitration Scheme on Global Shared Memories
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3.11.1.5 Access Protection

All RAM blocks except for MO/M1 have different levels of protection. This feature allows the user to enable or
disable specific access to individual RAM blocks from individual masters. There is no protection for read
accesses, hence reads are always allowed from all the masters which have access to that RAM block.

The following sections describe the different kinds of protection available for RAM blocks on this device.

Note

For debug accesses, all the protections are disabled.

3.11.1.5.1 CPU Fetch Protection

Fetch accesses from the CPU can be protected by setting the FETCHPROTX bit of the specific register to ‘1.” If
fetch access is done by the CPU to a memory where CPU fetch protection is enabled, a fetch protection violation
occurs.

If a fetch protection violation occurs, it results in an ITRAP for CPU. A flag gets set in the appropriate access
violation flag register, and the memory address for which the access violation occurred, gets latched into the
appropriate CPU fetch access violation address register.

3.11.1.5.2 CPU Write Protection

Write accesses from the CPU can be protected by setting the CPUWRPROTX bit of the specific register to ‘1.’ If
write access is done by a CPU to memory where it is protected, a write protection violation occurs.

If a write protection violation occurs, the write gets ignored, a flag gets set in the appropriate access violation flag
register, and the memory address for which the access violation occurred, gets latched into the appropriate CPU
write access violation address register. Also, an access violation interrupt is generated if enabled in the interrupt

enable register.

3.11.1.5.3 CPU Read Protection

If a read protection violation occurs, a flag gets set in the appropriate access violation flag register, and the
memory address for which the access violation occurred, gets latched in the appropriate CPU read access
violation address register. Also, an access violation interrupt is generated, if enabled in the interrupt enable
register.

3.11.1.5.4 HIC Write Protection

Write accesses from the HIC can be protected by setting the HICWRPROTX bit of a specific register to “1.” If a
write access is done by the HIC to protected memory, a write protection violation occurs.

If a write access is made to GSx memory by a non-master HIC, it is called a non-master write protection
violation. If a write access is made to a dedicated or shared memory by a master HIC, and HICWRPROTXx is set
to 1’ for that memory, it is called a master HIC write protection violation.

A flag gets set in the HIC access violation flag register, and the memory address where the violation happened
gets latched in the HIC fetch access violation address register. These are dedicated registers for each
subsystem.
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3.11.1.5.5 DMA Write Protection

Write accesses from the DMA can be protected by setting the DMAWRPROTX bit of a specific register to ‘1. If a
write access is done by the DMA to protected memory, a write protection violation occurs.

If a write access is made to GSx memory by a non-master DMA, it is called a non-master write protection
violation. If a write access is made to a dedicated or shared memory by a master DMA, and DMAWRPROTX is
set to ‘1’ for that memory, it is called a master DMA write protection violation.

A flag gets set in the DMA access violation flag register, and the memory address where the violation happened
gets latched in the DMA fetch access violation address register. These are dedicated registers for each
subsystem.

Note 1: All access protections are ignored during debug accesses. Write access to a protected memory will go through
when it is done via the debugger, irrespective of the write protection configuration for that memory.

Note 2: Access protection is not implemented for MO and M1 memories.

3.11.1.6 Memory Error Detection, Correction and Error Handling

These devices have memory error detection and correction features to satisfy safety standards requirements.
These requirements warrant the addition of detection mechanisms for finite dangerous failures.

In this device, all dedicated RAMs support error correction code (ECC) protection and the shared RAMs have
parity protection. The ECC scheme used is Single Error Correction Double Error Detection (SECDED). The
parity scheme used is even parity. ECC/Parity will cover the data bits stored in memory as well as address.

ECC/Parity calculation is done inside the memory controller module and calculated. ECC/Parity is written into the
memory along with the data. ECC/Parity is computed for 16-bit data; hence, for each 32-bit of data, there will be
three 7-bit ECC codes (or 3-bit parity), two of which are for data and a third one for the address.

3.11.1.6.1 Error Detection and Correction

Error detection is done while reading the data from memory. The error detection is performed for data as well as
address. For parity memory, only a single-bit error gets detected, whereas in case of ECC memory, along with a
single-bit error, a double-bit error also gets detected. These errors are called correctable and uncorrectable
errors. The following are characteristics of these errors:

» Parity errors are always uncorrectable errors

» Single-bit ECC errors are correctable errors

» Double-bit ECC errors are uncorrectable errors

» Address ECC errors are also uncorrectable errors

Correctable errors get corrected by the memory controller module and then correct data is given back as read
data to the master. It is also written back into the memory to prevent a double-bit error due to another single-bit
error at the same memory address.
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3.11.1.6.2 Error Handling

For each correctable error, the count in the correctable error count register will increment by one. When the
value in this count register becomes equal to the value configured in the correctable error threshold register, an
interrupt is generated to the CPU, if the interrupt is enabled in the correctable interrupt enable register. The user
needs to configure the correctable error threshold register based on the system requirements. Also, the address
for which the error occurred, gets latched into a register and a flag also gets set in a status register.

If there are uncorrectable errors, an NMI gets generated for the CPU. In this case also, the address for which the
error occurred gets latched into a register, and a flag gets set in a status register.

Table 3-13 summarizes different error situations that can arise. These need to be handled appropriately in the
software, using the status and interrupt indications provided.

Table 3-13. Error Handling in Different Scenarios

Access Type | Error Found In Error Type Status Indication Error Notification
Reads Data read from Uncorrectable |Yes -CPU/CPU.DMA/ CPU/DMA Read |NMI for CPU access
memory Error Error Address Register Data returned to | NMI for CPU.DMA access
(Single-bit error for | CPU/CPU.DMA is incorrect
Parity RAMs OR
Double bit Error for
ECC RAMs)
Reads Data read from Single-bit error for | Yes - CPU/CPU.DMA CPU/DMA Read |Interrupt when error counter reaches the
memory ECC RAMs Error Address Register Increment single |user programmable threshold for single
error counter errors
Reads Address Address error | Yes - CPU/CPU.DMA/ CPU/DMA Read |NMI to CPU for CPU access
Address Error Register Data returned to |[NMI to CPU for CPU.DMA access
CPU/CPU.DMA is incorrect

Note

In the case of an uncorrectable error during fetch on the CPU, there is the possibility of getting an
ITRAP before an NMI exception, since garbage instructions enter into the CPU pipeline before the

NMI gets generated.

During debug accesses, correctable as well as uncorrectable errors are masked.
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3.11.1.7 Application Test Hooks for Error Detection and Correction

Since error detection and correction logic is part of safety critical logic, safety applications may need to ensure
that the logic is always working fine (during run time also). To enable this, a test mode is provided, in which a
user can modify the data bits (without modifying the ECC/Parity bits) or ECC/Parity bits directly. Using this
feature, an ECC/Parity error could be injected into data.

Note

The memory map for ECC/Parity bits and data bits are the same. The user must choose a different
test mode to access ECC/Parity bits. In test mode, all access to memories (data as well as ECC/
Parity) should be done as 32-bit access only.

Table 3-14 and Table 3-15 show the bit mapping for the ECC/Parity bits when they are read in RAMTEST mode
using their respective addresses.

Table 3-14. Mapping of ECC Bits in Read Data from ECC/Parity Address Map

Data Bits Location in Read Data

Content (ECC Memory)

6:0 ECC Code for lower 16 bits of data
7 Not Used
14:8 ECC Code for upper 16 bits of data
15 Not Used
22:16 ECC Code for address
31:23 Not Used

Table 3-15. Mapping of Parity Bits in Read Data from ECC/Parity Address Map

Data Bits Location in Read Data

Content (Parity Memory)

0 Parity for lower 16 bits of data
7:1 Not Used
8 Parity for upper 16 bits of data
15:9 Not Used
16 Parity for address
31:17 Not Used

3.11.1.8 RAM Initialization

To ensure that read/fetch from uninitialized RAM locations do not cause ECC or parity errors, the RAM_INIT
feature is provided for each memory block. Using this feature, any RAM block can be initialized with 0x0 data
and respective ECC/Parity bits accordingly. This can be initiated by setting the INIT bit to ‘1’ for the specific RAM
block in INIT registers. To check the status of RAM initialization, SW should poll for the INITDONE bit for that
RAM block in the INITDONE register to be set. Unless this bit gets set, no access should be made to that RAM
memory block.

Note

None of the masters should access the memory while initialization is taking place. If memory is
accessed before RAMINITDONE is set, the memory read/write as well as initialization will not happen
correctly.
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3.12 Dual Code Security Module (DCSM)

The dual code security module (DCSM) is a security feature incorporated in this device. It prevents access and
visibility to on-chip secure memories (and other secure resources) to unauthorized persons. It also prevents
duplication and reverse engineering of proprietary code. The term “secure” implies that access to on-chip secure
memories and resources are blocked. The term “unsecure” implies that access is allowed (the contents of the
memory could be read by any means); for example, through a debugging tool such as Code Composer Studio™.

The CSM has dual-zone security; zone1 and zone2.

3.12.1 Functional Description

The security module restricts the CPU access to on-chip secure memory and resources without interrupting or
stalling CPU execution. When a read occurs to a secure memory location, the read returns a zero value and
CPU execution continues with the next instruction. This, in effect, blocks read and write access to secure
memories through the JTAG port or external peripherals.

The code security mechanism offers protection for two zones, Zone 1 (Z1) and Zone 2 (Z2). The security
mechanism for both the zones is identical. Each zone has its own dedicated secure resource and allocated
secure resource. The following are different secure resources available on this device:

OTP: Each zone has its own dedicated secure OTP (USER OTP). This contains the security configurations
for the individual zone. If a zone is secure, its USER OTP content (including CSM passwords) can be read
(execution not allowed) only if the zone is unlocked using the password match flow (PMF). This device has
one flash bank and has its own USER_OTP. The USER_OTP is secure and partitioned between Zone1 and
Zone2.

RAM: All LSx RAMs can be secure RAM on this device. These RAMs can be allocated to either zone by
configuring the respective GRABRAM location in the BankO USER OTP.

Flash Sectors: Flash sectors can be made secure on this device. Each Flash sector can be allocated to
either zone by configuring the respective GRABSECT location in the bank's USER OTP.

Secure ROM: This device also has secure ROM which is EXEONLY-protected. This ROM contains specific
function for the user, provided by TI.

Table 3-16 shows the status of a RAM block/Flash sector based on the configuration in the GRABRAM/

GRABSECT register.
Table 3-16. RAM/Flash Status
Zone 1 Zone 2
GRAMRAMx/GRABSECTX Bits GRAMRAMx/GRABSECT Ownership and Accessibility
01 10 RAM block/Flash Sector belongs to Zone1
01 112 RAM block/Flash Sector belongs to Zone1
10 01 RAM block/Flash Sector belongs to Zone2
11(M) 01 RAM block/Flash Sector belongs to Zone2
10 10 RAM block/Flash Sector is unsecure
1M 1@ RAM block/Flash Sector is unsecure

M
)

Zone1 is unsecure. Assumption in this case is that user is not using Zone1 so none of the fields, including passwords, in Zone1 USER
OTP are programmed by user hence Zone1 will always be unsecure.

Zone2 is unsecure. Assumption in this case is that user is not using Zone2 so none of the fields, including passwords, in Zone2 USER
OTP are programmed by user hence Zone2 will always be unsecure.

Note

The user should never program any other values in these fields. Failing any these conditions for a
RAM block/Flash sector will make that RAM block/Flash sector inaccessible.
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The security of each zone is ensured by its own 128-bit (four 32-bit words) password (CSM password). The
password for each zone is stored in USER OTP. A zone can be unsecured by executing the password match
flow (PMF), described in Section 3.12.7.4.

There are three types of accesses: data/program reads, JTAG access, and instruction fetches (calls, jumps,
code executions, ISRs). Instruction fetches are never blocked. JTAG accesses are always blocked when a
memory is secure. Data reads to a secure memory are always blocked unless the program is executing from a
memory which belongs to the same zone. Data reads to unsecure memory are always allowed. Table 3-17
shows the levels of security.

Table 3-17. Security Levels

PMF Executed With Operating Mode of the
Correct Password? Zone Program Fetch Location Security Description

No Secure Outside secure memory Only instruction fetches by the CPU are
allowed to secure memory. In other words,
code can still be executed, but not read.

No Secure Inside secure memory CPU has full access (except for EXEONLY
memories where read is not allowed). JTAG
port cannot read the secured memory
contents.

Yes Unsecure Anywhere Full access for CPU and JTAG port to secure
memory of that zone.

3.12.1.1 CSM Passwords

Unlike earlier C2000™ devices, on this device ALL_1 value
(OXFFFFFFFF,0xFFFFFFFF,0xFFFFFFFF,0xFFFFFFFF) for CSM password for a zone does not unsecure the
zone. Instead, if for any zone the CSM password values get loaded as ALL_1 from USER OTP, the device will
be in BLOCKED state. Due to this reason Tl will program a few bits in the second 32-bit password value
(ZxOTP_CSMPSWD1) in every zone select block of each zone with value ‘0’. The default value for this
password location is chosen in a manner that the respective ECC value remains ALL_1. Due to this, the
CSMPSWD1 value programmed by Tl for every zone select block is different. See Table 3-18 for
ZxOTP_CSMPSWD1 value, programmed by Tl on every device. Since ECC is not programmed, the user will be
able to change this value by flipping the bits which are ‘1’ to ‘0’ but leaving the ones which are already
programmed by Tl as ‘0’. BOOTROM code will write the default password value into the KEYXx register to unlock
the device as part of device initialization sequence.

If the password locations of a zone have all 128 bits as zeros (ALL_0), that zone becomes permanently secure
(LOCKED state), regardless of the contents of the CSMKEYx registers which means the zone cannot be
unlocked using PMF, the password match flow described in Section 3.12.7.4. Therefore, the user should never
use ALL_O as password. A password of ALL_O will prevent debug of secure code or reprogramming the Flash
sectors. CSMKEYX registers are user-accessible registers that are used to unsecure the zones.
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Table 3-18. Default Value of ZxOTP_CSMPSWD1 (programmed by TI)

Zone Select Block Zone1 (Z10TP_CSMPSWD1) Zone2 (Z20TP_CSMPSWD1)
Address Value Address Value
PSWDLOCK (LSW) 0x00078010 Oxfb7fffff 0x00078210 Oxbf7fffff
PSWDLOCK (MSW) 0x00078012 OxTfffffff 0x00078212 Ox7 7ffffff
CRCLOCK (LSW) 0x00078014 Ox4bffffff 0x00078214 OxOfffffff
CRCLOCK (MSW) 0x00078016 Ox3fffffff 0x00078216 Ox37ffffff
Zone_Select_Block0 0x0007802a 0x4 7 ffffff 0x0007822a Oxe 3ffffff
Zone_Select_Block1 0x0007803a Oxdb7fffff 0x0007823a 0x977fffff
Zone_Select_Block2 0x0007804a 0x4bffffff 0x0007824a Oxf1ffffff
Zone_Select_Block3 0x0007805a Ox3f7fffff 0x0007825a 0x9b7fffff
Zone_Select_Block4 0x0007806a Oxcfbfffff 0x0007826a 0x5b7fffff
Zone_Select_Block5 0x0007807a 0x8bffffff 0x0007827a Ox2fffffff
Zone_Select_Block6 0x0007808a Ox53ffffff 0x0007828a Ox1fffffff
Zone_Select_Block7 0x0007809a Oxcf7fffff 0x0007829a 0x6b7fffff
Zone_Select_Block8 0x000780aa Oxe77fffff 0x000782aa Oxab7fffff
Zone_Select_Block9 0x000780ba 0x93ffffff 0x000782ba 0x37ffffff
Zone_Select_Block10 0x000780ca Oxeb7fffff 0x000782ca Ox4f7fffff
Zone_Select_Block11 0x000780da 0x6offffff 0x000782da 0x3bffffff
Zone_Select_Block12 0x000780ea Oxaoffffff 0x000782ea Oxeb5ffffff
Zone_Select_Block13 0x000780fa 0xdd7fffff 0x000782fa Ox8frfffff
Zone_Select_Block14 0x0007810a 0x8bffffff 0x0007830a Ox2fffffff
Zone_Select_Block15 0x0007811a Oxcfbfffff 0x0007831a 0x5b7fffff
Zone_Select_Block16 0x0007812a Ox3f7fffff 0x0007832a 0x9b7fffff
Zone_Select_Block17 0x0007813a 0x4bffffff 0x0007833a Oxf1ffffff
Zone_Select_Block18 0x0007814a 0xdb7fffff 0x0007834a 0x977fffff
Zone_Select_Block19 0x0007815a 0x4 7ffffff 0x0007835a Oxe 3ffffff
Zone_Select_Block20 0x0007816a Ox87ffffff 0x0007836a Oxcbffffff
Zone_Select_Block21 0x0007817a Oxf37fffff 0x0007837a 0x577fffff
Zone_Select_Block22 0x0007818a 0Oxdd7fffff 0x0007838a Ox8f7fffff
Zone_Select_Block23 0x0007819a Oxaoffffff 0x0007839a Oxe5ffffff
Zone_Select_Block24 0x000781aa Ox6Offffff 0x000783aa 0x3bffffff
Zone_Select_Block25 0x000781ba Oxeb7fffff 0x000783ba Ox4f7fffff
Zone_Select_Block26 0x000781ca 0x93ffffff 0x000783ca 0x37ffffff
Zone_Select_Block27 0x000781da Oxe77fffff 0x000783da Oxab7fffff
Zone_Select_Block28 0x000781ea Oxcf7fffff 0x000783ea 0x6b7fffff
Zone_Select_Block29 0x000781fa 0x53ffffff 0x000783fa OxAfffffff
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3.12.1.2 Emulation Code Security Logic (ECSL)

In addition to the CSM, the emulation code security logic (ECSL) has been implemented using a 64-bit password
(part of existing CSM password) for each zone to prevent unauthorized users from stepping through secure
code. A halt in secure code while the emulator is connected will trip the ECSL and break the emulation
connection. To allow emulation of secure code, while maintaining the CSM protection against secure memory
reads, the user must write the correct 64-bit password into the CSMKEY (0/1) registers, which matches the
password value stored in the USER OTP of that zone. This will disable the ECSL for the specific zone.

When initially debugging a device with the password locations in OTP programmed (secured), the emulator
takes some time to take control of the CPU. During this time, the CPU will start running and may execute an
instruction that performs an access to a protected ECSL area and if the CPU is halted when the program counter
(PC) is pointing to a secure location, the ECSL will trip and cause the emulator connection to be broken.

The solution to this problem is:

* Use the Wait Boot Mode boot option. In this mode, the CPU will be in a loop and hence will not jump to the
user application code. Using this BOOTMODE, the user can connect to CCS and debug the code.

3.12.1.3 CPU Secure Logic

The CPU Secure Logic (CPUSL) on this device prevents a hacker from reading the CPU registers in a watch
window while code is running in a secure zone. All accesses to CPU registers when the PC points to a secure
location are blocked by this logic. The only exception to this is read access to the PC. It is highly recommended
not to write into the CPU register in this case, because proper code execution may get affected. If the CSM is
unlocked using the CSM password match flow, the CPUSL logic also gets disabled.

3.12.1.4 Execute-Only Protection

To achieve a higher level of security on secure Flash sectors and RAM blocks that store critical user code
(instruction opcodes), the Execute-Only protection feature is provided. When the Execute-Only protection is
turned on for any secure Flash sector or RAM block, data reads to that Flash sector or RAM block are disallowed
from any code (even from secure code). Execute-only protection for a Flash sector and RAM block can be
turned on by configuring the bit field associated for that particular sector/RAM block in the zone's (which has
ownership of that sector/RAM block) EXEONLYSECT and EXEONLYRAM register, respectively.

3.12.1.5 Password Lock

The password locations in USER OTP for for each zone can be locked by programming the zone’s PSWDLOCK
field with any value other than “1111” (0xF) at the PSWDLOCK location in OTP. Until the passwords of a zone
are locked, password locations will not be secure and can be read from the debugger as well as code running
from non-secure memory. This feature can be used by the user to avoid accidental locking of the zone while
programming the Flash sectors during the software development phase. On a fresh device the value for
password lock fields for all zones at the PSWDLOCK location in OTP will be “1111” which means the password
for all zones will be unlocked.

Note

Password unlock only makes password locations non-secure. All other secure memories and other
locations of Flash sectors, which contain a password, remains secure as per security settings. But
since passwords are non-secure, anyone can read the password and make the zone non-secure by
running through PMF.
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3.12.1.6 Link Pointer and Zone Select

For each of the two security zones, a dedicated OTP block exists in the bank that holds the configuration related
to the zone’s security. The following are the available programmed configurations:

BANKO USER OTP

+ BO_ZxOTP_LINKPOINTER1
 BO_ZxOTP_LINKPOINTER2
« BO_ZxOTP_LINKPOINTER3
+ ZxOTP_GPREG1

.« ZxOTP_GPREG2

.« ZxOTP_PSWDLOCK

. ZxOTP_CRCLOCK

.« ZxOTP_BOOTCTRL

.« ZxOTP_GPREG3

«  ZXxOTP_EXEONLYRAM

.+ BO_ZxOTP_EXEONLYSECT
« ZxOTP_GRABRAM

.+ BO_ZxOTP_GRABSECT

+ ZxOTP_CSMPSWDO

« ZxOTP_CSMPSWD1

« ZXxOTP_CSMPSWD2

.+ ZxOTP_CSMPSWD3

Since OTP cannot be erased, the following configurations are placed in zone select blocks of each zone’s OTP
Flash of both the banks.

«  ZXxOTP_EXEONLYRAM

.+ BO_ZxOTP_EXEONLYSECT
. ZxOTP_GRABRAM

.+ BO_ZxOTP_GRABSECT

« ZxOTP_CSMPSWDO

« ZxOTP_CSMPSWD1

.+ ZxOTP_CSMPSWD2

« ZxOTP_CSMPSWD3

The location of the zone select block in OTP is decided based on the value of three 29-bit link pointers (Bx-Zx-
LINKPOINTERX) programmed in the OTP of each zone. All OTP locations except link pointer locations are
protected with ECC. Since the link pointer locations are not protected with ECC, three link pointers are provided
that need to be programmed with the same value. The final value of the link pointer is resolved in hardware
when a dummy read is done to all the link pointers by comparing all the three values (bit-wise voting logic). Since
in OTP, a “1’ can be flipped by the user to ‘0’ but ‘0’ can’t be flipped to ‘1’ (no erase operation for OTP), the most
significant bit position in the resolved link pointer which is ‘0’, defines the valid base address for the zone select
block. While generating the final link pointer value, if the bit pattern is not one of those listed in Figure 3-14, the
final link pointer value becomes All_1 (OxFFFF_FFFF) that selects the Zone-Select-Block1 (also known as the
default zone select block).
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Addr Offset Of
Zx-LINKPOINTER Zone-Select
Block
32'b00011111111111111111111111 111111 0x20
32'b0001111111111111111111111111111 0 0x30
32'b000111111111111111111111111111 0x 0x40
32'b00011111111111111111111111111 0xx 0x50
32'b000111111111111111111111111 0xXX 0x60
326000 1T AT AT 0300 0x70
32'b00011111111111111111111111_ OXXXXX 0x80
326000 1111111111111 11111111 000K 0x90 Addr Offset  32-Bit Content
32'b000111111111111111111111_ OXXXXXXX 0xa0 - P ————
32’b00011111111111111111111_ OXXXXXXXX 0xb0
32'b0001111111111111111111_ OXXXXXXXXX 0xc0 0x2 Bx-Zx EXEONLYSECT
32'b000111111111111111111_ OXXXXXXXXXX 0xd0
32’b00011111111111111111  OXXXXXXXXXXX 0xe0 Ox4 Zx-GRABRAM
32’b0001111111111111111 _ OXXXXXXXXXXXX. 0xf0
32b000111111111111111_ DXXXXXXXXXXXXX 0x100 0x6 Bx-Zx GRABSECT
32’b00011111111111111 OXXXXXXXXXXXXXX 0x110
32'6000 1T T TT_DXo000000ci 0x120 08 2x-CSMPSWDO
32'b000111111111111  OXXXXXXXXXXXXXXXX 0x130 Oxa Zx-CSMPSWD1
32'b00011111111111  OXXXXXXXXXXXXXXXXX 0x140
32'b0001111111111 _ OXXXXXXXXXXXXXXXXXX 0x150 0Oxc Zx-CSMPSWD2
32’b000111111111  OXXXXXXXXXXXXXXXXXXX 0x160
32'b00011111111_DXXXXXXXXXXXXXXXXXXXX 0x170 Oxe 2x-CSMPSWD3
32'b0001111111_OXXXXXXXXXXXXXXXXXXXXX 0x180
326000111111 OXXXXXXXXXXXXXXXXXXXXXX 0x190
32’6000 11111 OXXXXXXXXXXXXXXXXXXXXXXX 0x1a0
32'b000 1111 OXXXXXXXXXXXXXXXXXXXXXXXX 0x1b0
32’000 111 OXXXXXXXXXXXXXXXXXXXXXXXXX 0x1c0
32'b000 1TOXXXXXXXXXXXXXXXXXXXXXXXXXX 0x1d0
32'b000 TOXXXXXXXXXXXXXXXXXXXXXXXXXXX 0x1e0
32’b0000XXXXXXXXXXXXXXXXXXXXXXXXXXXX. 0x1f0

Figure 3-14. Storage of Zone-Select Bits in OTP

Note

Address locations for other security settings (PSWDLOCK/CRCLOCK) that are not part of Zone Select
blocks) can be programmed only once; therefore, the user should program them towards end of the
development cycle.
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Bank0 Zonel OTP Flash Bank0 Zone2 OTP Flash
0x78000 BO_Z10TP_LINKPOI 0x78200 BO_Z20TP_LINKPOI
NTER1 NTER1
0x78002 Reserved 0x78202 Reserved
0x78004 BO_Z10TP_LINKPOI 0x78204 BO_Z20TP_LINKPOI
NTER2 NTER2
0x78006 Reserved 0x78206 Reserved
0x78008 BO_Z10TP_LINKPOI 0x78208 BO_Z20TP_LINKPOI
NTER3 NTER3
0x7800A Reserved 0x7820A Reserved
0x7800C Z10TP_GPREG1 0x7800C Z20TP_GPREG1
0x7800E Z10TP_GPREG2 0x7800E Z20TP_GPREG2
0x78010 Z10TP_PSWDLOCK 0x78210 Z20TP_PSWDLOCK
0x78012 Reserved 0x78212 Reserved
Bank0 Zone Select Block
0x78014 Z10TP_CRCLOCK 0x78214 Z20TP_CRCLOCK
Addr 32-Bit Content
0x78016 Reserved Offset 0x78216 Reserved
0x78218 Reserved
0x78018 Reserved —  oxo0 ZXOTP-EXEONLYRAM | ™
0x7801A Reserved 0x7821A Reserved
0x2 BO_ZxOTP_EXEONLYS
0x7801C Z10TP_GPREG3 ECT 0x7801C Z20TP_GPREG3
0x7801E Z10TP_BOOTCTRL ox4 ZxOTP GRABRAM 0x7821E Z20TP_BOOTCTRL
0x78020 Zone Select Block 1 BO ZxOTP GRABSECT 0x78220 Zone Sel_ect Block 1
(16x16 Bits) 0x6 0_ZxOTP_G C — (16x16 Bits)
0x8 ZxOTP_CSMPSWDO
0x78030 Zone Select Block 2 - 0x78230 (ngelzeégct) Block 2
i t
(16x16 Bits) Oxa ZxOTP_CSMPSWD1 x16 Bits
Oxc ZxOTP_CSMPSWD2
] Oxe ZxOTP_CSMPSWD3 —_—
0x781F0 Zone Select Block n 0x783F0 Zone Sel('ect Block n
(16x16 Bits) (16x16 Bits)

Figure 3-15. Location of Zone-Select Block Based on Link-Pointer for Bank0

Note

USER OTP is ECC protected. The user must program the ECC value while programming the security
setting in USER OTP. Failing to program the correct ECC value may cause the device to be blocked

permanently and the user will have to replace the device.
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3.12.2 C Code Example to Get Zone Select Block Addr for Zone1 in BANKO

unsigned long LinkPointer;
unsigned long *ZonelSelBlockPtr;
int Bitpos = 28;
int ZeroFound = 0;
// Read Zl-Linkpointer register of DCSM module.
LinkPointer = * (unsigned long *)0x5F000;
// Bits 31 30 and 29 as most-sigificant 0 are reserved LinkPointer options
LinkPointer = LinkPointer << 3;
while ((ZeroFound == 0) && (bitpos > -1))
{
if ((LinkPointer & 0x80000000) == 0)
{
ZeroFound = 1;
ZonelSelBlockPtr = (unsigned long *) (0x78000 + ((bitpos + 3)*16));
} else
{
bitpos--;
LinkPointer = LinkPointer << 1;
}
}
if (ZeroFound == 0)
{
//Default in case there is no zero found.
ZonelSelBlockPtr = (unsigned long *)0x78020;
}

3.12.3 Flash and OTP Erase/Program

On this device, OTP as well as normal Flash, are secure resources. Each zone has its own dedicated OTP,
whereas normal Flash sectors can be allocated to any zone based on the value programmed in the GRABSECT
location in OTP of the bank. Each zone has its own CSM passwords; read and write accesses are not allowed to
resources assigned to Z1 by code running from memory allocated to Zone 2 and vice versa. Before
programming any secure Flash sector, the user must either unlock the zone to which that particular sector
belongs, using PMF or execute the Flash programming code from secure memory which belongs to the same
zone. The same is the case for erasing any secure Flash sector. To program the security settings in OTP Flash,
the user must unlock the CSM of the respective zone. Unless the zone is unlocked, security settings in OTP
Flash can not be updated. The OTP content cannot be erased.

This device has only one Flash pump used for erase/program operation of normal Flash and OTP Flash. A
semaphore mechanism is provided to avoid the conflict between Zone1 and Zone2. A zone needs to grab this
semaphore to successfully complete the erase/program operation on the Flash sectors allocated to that zone. A
semaphore can be grabbed by a zone by writing the appropriate value in the SEM field of the FLSEM register.
For further details of this field, see the register description.

3.12.4 Safe Copy Code

In some applications, the user may want to copy the code from secure Flash to secure RAM for better
performance. The user cannot do this for EXEONLY flash sectors because EXEONLY secure memories cannot
be read from anywhere. Tl provides specific “Safe Copy Code” library functions for each zone to enable the user
to copy content from EXEONLY secure flash sectors to EXEONLY RAM blocks. These functions do the copy-
code operation in a highly secure environment and allow a copy to be performed only when the following
conditions are met:

* The secure RAM block and the secure flash sector belong to the same zone.
* Both the secure RAM block and the secure flash sector have EXEONLY protection enabled.

For further usage of these library functions, see the device-specific Boot ROM documentation.
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3.12.5 SafeCRC

Since reads from EXEONLY memories are not allowed, the user cannot calculate the CRC for content in
EXEONLY memories using the VCU. But in some safety-critical applications, the user may have to calculate the
CRC on these memories as well. To enable this without compromising on security, Tl provides specific
“SafeCRC” library functions for each zone. These functions do the CRC calculation in highly secure environment
and allow a CRC calculation to be performed only when the following conditions are met:

» The source address should be modulo the number of words (based on length_id) for which the CRC needs to
be calculated.

» The destination address should belong to the same zone as the source address.

For further usage of these library functions, see the device-specific Boot ROM documentation.

Note

The user must disable all the interrupts before calling the safe copy code and the safeCRC function. If
there is a vector fetch during copy code operation, the CPU gets reset immediately.

Disclaimer: The Code Security Module (CSM) included on this device was designed to password protect the
data stored in the associated memory and is warranted by Texas Instruments (TI), in accordance with its
standard terms and conditions, to conform to Tl's published specifications for the warranty period applicable for
this device. TI DOES NOT, HOWEVER, WARRANT OR REPRESENT THAT THE CSM CANNOT BE
COMPROMISED OR BREACHED OR THAT THE DATA STORED IN THE ASSOCIATED MEMORY CANNOT
BE ACCESSED THROUGH OTHER MEANS. MOREOVER, EXCEPT AS SET FORTH ABOVE, TI| MAKES NO
WARRANTIES OR REPRESENTATIONS CONCERNING THE CSM OR OPERATION OF THIS DEVICE,
INCLUDING ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. IN NO EVENT SHALL TI BE LIABLE FOR ANY CONSEQUENTIAL, SPECIAL, INDIRECT,
INCIDENTAL, OR PUNITIVE DAMAGES, HOWEVER CAUSED, ARISING IN ANY WAY OUT OF YOUR USE
OF THE CSM OR THIS DEVICE, WHETHER OR NOT TI HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. EXCLUDED DAMAGES INCLUDE, BUT ARE NOT LIMITED TO LOSS OF DATA, LOSS OF
GOODWILL, LOSS OF USE OR INTERRUPTION OF BUSINESS OR OTHER ECONOMIC LOSS.

3.12.6 CSM Impact on Other On-Chip Resources

On this device, MO/M1 and GSx memories are not secure. To avoid any potential hacking when the device is in
the default state (post reset), accesses (all types) to all memories (secure as well as non-secure, except BOOT-
ROM and OTP ) are disabled until proper security initialization is done. This means that after reset none of the
memory resources except BOOT_ROM and OTP is accessible to the user.

The following steps are required after reset (any type of reset) to initialize the security on each CPU subsystem.
Security Initialization

*  Dummy Read to address location of BO_Z10TP_LINKPOINTER1 in Z1 OTP of BankO
* Dummy Read to address location of BO_Z10TP_LINKPOINTER2 in Z1 OTP of BankO
*  Dummy Read to address location of BO_Z10TP_LINKPOINTERS in Z1 OTP of BankO
*  Dummy Read to address location of BO_Z20TP_LINKPOINTER1 in Z2 OTP of BankO
*  Dummy Read to address location of BO_Z20TP_LINKPOINTER2 in Z2 OTP of BankO
* Dummy Read to address location of BO_Z20TP_LINKPOINTERS in Z2 OTP of BankO
*  Dummy Read to address location of SECDC (0x703FO0, Tl-reserved register) in TI| OTP
*  Dummy Read to address location of Z10TP_PSWDLOCK in Z1 OTP

*  Dummy Read to address location of Z10TP_CRCLOCK in Z1 OTP

* Dummy Read to address location 0x78018 in Z1 OTP

*  Dummy Read to address location of Z10TP_GPREG1, Z10TP_GPREG2, Z10TP_GPREG3 in Z1 OTP of
BankO

*  Dummy Read to address location of Z10TP_BOOTCTRL in Z1 OTP
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* Dummy Read to address location of Z20TP_PSWDLOCK in Z2 OTP of BankO
*  Dummy Read to address location of Z20TP_CRCLOCK in Z2 OTP of Bank0
*  Dummy Read to address location 0x78218 in Z2 OTP of Bank0

»  Dummy Read to address location of Z20TP_GPREG1, Z20TP_GPREG2, Z20TP_GPREG3 in Z2 OTP of
BankO

* Dummy Read to address location of Z20TP_BOOTCTRL in Z2 OTP of BankO0

* Read to memory map register of BO_Z1 LINKPOINTER in DCSM module to calculate the address of zone
select block for Z1

*  Dummy read to address location of Z10TP_EXEONLYRAM in Z1 OTP of BankO0

* Dummy read to address location of BO_Z10TP_EXEONLYSECT in Z1 OTP of BankO
*  Dummy read to address location of Z10TP_GRABRAM in Z1 OTP of BankO

*  Dummy read to address location of BO_ Z10TP_GRABSECT in Z1 OTP of Bank0

* Read to memory map register of BO_Z2_LINKPOINTER in DCSM module to calculate the address of zone
select block for Z2

*  Dummy read to address location of Z20TP_EXEONLYRAM in Z2 OTP of BankO

*  Dummy read to address location of BO_Z20TP_EXEONLYSECT in Z2 OTP of BankO0
*  Dummy read to address location of Z20TP_GRABRAM in Z2 OTP of Bank0

*  Dummy read to address location of BO_Z20TP_GRABSECT in Z2 OTP of Bank0

Note

Security Initialization is done by BOOTROM code on all the resets (as part of device initialization).
This will not be part of user application code

The order of initialization matters hence if a memory watch window with the USER OTP address is
opened in the debugger (CCS) the security initialization could occur in an incorrect order, locking the
device down. To avoid this, user should not keep a memory window with USER OTP address opened
in the debugger(CCS) when performing a reset.
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3.12.7 Incorporating Code Security in User Applications

Code security is typically not required in the development phase of a project. However, security is needed once a
robust code is developed for a zone. Before such a code is programmed in the Flash memory, a CSM password
should be chosen to secure the zone. Once a CSM password is in place for a zone, the zone is secured
(programming a password at the appropriate locations and either performing a device reset or setting the
FORCESEC bit (Zx_CR.15) is the action that secures the device). From that time on, access to debug the
contents of secure memory by any means (via JTAG, code running off external/on-chip memory, and so forth)
requires a valid password. A password is not needed to run the code out of secure memory (such as in a typical
end-user usage); however, access to secure memory contents for debug purposes, requires a password.

3.12.7.1 Environments That Require Security Unlocking
The following are the typical situations under which unsecuring can be required:

* Code development using debuggers (such as Code Composer Studio). This is the most common
environment during the design phase of a product.

* Flash programming using TI's Flash utilities such as Code Composer Studio On-Chip Flash Programmer
plug-in or the Uniflash tool. Flash programming is common during code development and testing. Once the
user supplies the necessary password, the flash utilities disable the security logic before attempting to
program the Flash. The flash utilities can disable the code security logic in new devices without any
authorization, since new devices come with an erased Flash. However, reprogramming devices that already
contain a custom password require the password to be supplied to the flash utilities in order to unlock the
device to enable programming. In custom programming solutions that use the Flash API supplied by TI,
unlocking the CSM can be avoided by executing the Flash programming algorithms from secure memory.

+ Custom environment defined by the application
In addition to the above, access to secure memory contents can be required in situations such as:

— Using the on-chip bootloader to load code or data into secure SARAM or to erase and program the Flash.

— Executing code from on-chip unsecure memory and requiring access to secure memory for the lookup
table. This is not a suggested operating condition as supplying the password from external code could
compromise code security.

The unsecuring sequence is identical in all the above situations. This sequence is referred to as the password
match flow (PMF) for simplicity. Figure 3-16 explains the sequence of operation that is required every time the
user attempts to unsecure a particular zone. A code example is listed for clarity.
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3.12.7.2 CSM Password Match Flow

Password match flow (PMF) is essentially a sequence of four dummy reads from password locations (PWL)
followed by four writes (32-bit writes) to CSMKEY (0/1/2/3) registers. Figure 3-16 shows how PMF helps to
initialize the security logic registers and disable security logic.

START

Zone secure after reset or
runtime

Read Linkpointer and
calculate the address of
ZoneSelectBlock

Dummy Read of CSM PWL of
the Secure Zone which
needed to be unsecure

\ 4

NO

A\ 4

Write the CSM Password of

YES

that Zone into
CSMKEY(0/1/2/3) registers.

Figure 3-16. CSM Password Match Flow (PMF)

Correct
Password ?

Zone Unsecure
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3.12.7.3 C Code Example to Unsecure C28x Zone1
volatile long int *CSM = (volatile long int *)0x5F000; //CSM register file
volatile long int *CSMPWL = (volatile long int *)0x78028; //CSM Password location (assuming default

Zone select block)
volatile int tmp;

int I;
// Read the 128-bits of the CSM password locations (PWL)
//

for (I=0;I<4; I++) tmp = *CSMPWL++;

// I1If the password locations (CSMPWL) are all = ones (OxFFFF),
// then the zone will now be unsecure. If the password

// is not all ones (0OxFFFF), then the code below is required
// to unsecure the CSM.

// Write the 128-bit password to the CSMKEY registers

// If this password matches that stored in the

// CSLPWL then the CSM will become unsecure. If it does not
// match, then the zone will remain secure.

// An example password of:

// 0x11112222333344445555666677778888 is used.

*CSM++ = 0x22221111; // Register Z1 CSMKEYO at O0x5F010
*CSM++ = 0x44443333; // Register Z1_CSMKEY1l at 0x5F012
*CSM++ = 0x66665555; // Register Z1_CSMKEY2 at 0x5F014
*CSM++ = 0x88887777; // Register Z1 CSMKEY3 at 0x5F016

3.12.7.4 C Code Example to Resecure C28x Zone1

volatile int *z1 CR = 0x5F019; //CSMSCR register
//Set FORCESEC bit
*zZ1 CR = 0x8000;

3.12.7.5 Environments That Require ECSL Unlocking
The following are the typical situations under which unsecuring can be required:

* The user develops some main IP, and then outsources peripheral functions to a subcontractor who must be
able to run the user code during debug and may halt while main IP code is running. If ECSL is not unlocked,
then Code Composer Studio connections will get disconnected, which can be inconvenient for the user. Note
that unlocking ECSL doesn’t enable access to secure code but only avoids disconnection of CCS (JTAG).
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3.12.7.6 ECSL Password Match Flow

A password match flow (PMF) is essentially a sequence of eight dummy reads from password locations (PWL)
followed by two writes to KEY registers. Figure 3-17 shows how the PMF helps to initialize the security logic
registers and disable security logic.

START

Zone’s ECSL LOCK after
reset or runtime

Read Linkpointer and
calculate the address of
ZoneSelectBlock

Dummy Read of CSM PWL of
the Secure Zone for which
ECSL need to be unlock

\ 4

Write the ECSL Password of YES
that Zone into CSMKEY(0/1)
registers.

A\ 4

NO

Correct
Password ?

Zone ECSL unlock

Figure 3-17. ECSL Password Match Flow (PMF)
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3.12.7.7 ECSL Disable Considerations for Any Zone

A zone with ECSL enabled should have a predetermined ECSL password stored in the ECSL password
locations in Flash (same as lower 64 bits of CSM passwords). The following are steps to disable the ECSL for
any particular zone:

* Perform a dummy read of CSM password locations of that Zone.
» Write the password into the CSMKEYO0/1 registers, corresponding to that Zone.
» If the password is correct, the ECSL gets disabled; otherwise, it stays enabled.

3.12.7.7.1 C Code Example to Disable ECSL for C28x-Zone1

volatile long int *ECSL = (volatile int *)0x5F000; //ECSL register file
volatile long int *ECSLPWL = (volatile int *)0x78028; //ECSL Password location (assuming default
Zone sel block)
volatile int tmp;
int I;
// Read the 64-bits of the password locations (PWL)

for (I=0;I<2; I++) tmp = *ECSLPWL++;

// If the ECSL password locations (ECSLPWL) are all = ones (0xFFFF),
// then the ECSL will now be disable. If the password

// is not all ones (0xFFFF), then the code below is required
// to disable the ECSL.

// Write the 64-bit password to the CSMKEYx registers

// If this password matches that stored in the

// CSMPWL then ECSL will get disable. If it does not

// match, then the zone will remain secure.

// An example password of:

// 0x1111222233334444 is used.

*ECSL++ 0x22221111; // Register Z1_CSMKEY0 at 0x5F010
*ECSL++ 0x44443333; // Register Z1 CSMKEYl at 0x5F012

3.12.7.8 Device Unique ID

Bank 0 OTP contains a 256-bit value that is made up of both random and sequential parts. This value can be
used as a seed for code encryption. The starting address of the value is 0x701E8. The first 192 bits are random,
the next 32 bits are sequential, and the last 32 bits are a checksum value.

134 TMS320F28002x Real-Time Microcontrollers SPRUIN7A — MARCH 2020 — REVISED OCTOBER 2020
Submit Document Feedback
Copyright © 2020 Texas Instruments Incorporated


http://www.ti.com
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIN7A&partnum=F28002X

13 TEXAS
INSTRUMENTS

www.ti.com

System Control and Interrupts

3.13 System Control Registers
3.13.1 SYSCTRL Base Address Table (C28)

Table 3-19. SYSCTRL Base Address Table (C28)

Bit Field Name Pipeline
DriverLib Name Base Address DMA HIC
Instance Structure Protected
AccessProtectionRegs ACCESS_PROTECTION_R | ACCESSPROTECTION_BA | o coe oo vES ] ]
EGS SE

CIkCfgRegs CLK_CFG_REGS CLKCFG_BASE 0x0005_D200 YES ; ;
CpuSysRegs CPU_SYS_REGS CPUSYS_BASE 0x0005_D300 YES - -
CpuTimerORegs CPUTIMER_REGS CPUTIMERQ_BASE 0x0000_0C00 - ; ;
CpuTimer1Regs CPUTIMER_REGS CPUTIMER1_BASE 0x0000_0C08 - ; ;
CpuTimer2Regs CPUTIMER_REGS CPUTIMER2_BASE 0x0000_0C10 - ; ;
DcsmBank0Z10tpRegs DCSM_BANK0_z1_oTp | POSMBANKOZIOTR.BAS | 0,0007_go0o ; ; ;
DosmBank0Z1Regs DCSM_BANKO_Z1 REGS | DCSMBANKO_Z1_BASE 0x0005_F000 YES ; ;
DcsmBank0Z20tpRegs DCSM_BANKO_Z2_OTP DCSMBANKOE—ZZOTP—BAS 0x0007_8200 ; ; ;
DcsmBank0Z2Regs DCSM_BANKO_Z2 REGS | DCSMBANKO_Z2 BASE 0x0005_F040 YES ; ;
DcsmCommonRegs DCSM_COMMON_REGS DCSMCOMMON_BASE 0x0005_F070 YES - -
DevCfgRegs DEV_CFG_REGS DEVCFG_BASE 0x0005_D000 YES ; ;
DmaClaSrcSelRegs DMA—CLA—SEC—SEL—REG DMACLASRCSEL_BASE 0x0000_7980 YES ; ;
MemCfgRegs MEM_CFG_REGS MEMCFG_BASE 0x0005_F400 YES ; ;
MemoryErrorRegs MEMORY_ERROR_REGS | MEMORYERROR BASE 0x0005_F540 YES ; ;
NmilntruptRegs NMI_INTRUPT_REGS NMI_BASE 0x0000_7060 YES ; YES
PieCtriRegs PIE_CTRL_REGS PIECTRL_BASE 0x0000_0CEQ ; ; ;
PieVectTable PIE_VECT TABLE PIEVECTTABLE_BASE 0x0000_0D00 - ; ;
SyncSocRegs SYNC_SOC_REGS SYNCSOC_BASE 0x0000_7940 YES ; ;
SysPeriphAcRegs PERIPH_AC_REGS PERIPHAC_BASE 0x0005_D500 YES ; ;
WdRegs WD_REGS WD_BASE 0x0000_7000 YES ; YES
XintRegs XINT_REGS XINT_BASE 0x0000_7070 YES ; YES
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3.13.2 ACCESS_PROTECTION_REGS Registers

Table 3-20 lists the ACCESS_PROTECTION_REGS registers. All register offset addresses not listed in Table
3-20 should be considered as reserved locations and the register contents should not be modified.

Table 3-20. ACCESS_PROTECTION_REGS Registers

Offset Acronym Register Name Write Protection Section
Oh NMAVFLG Non-Master Access Violation Flag Register Go
2h NMAVSET Non-Master Access Violation Flag Set Register EALLOW Go
4h NMAVCLR Non-Master Access Violation Flag Clear Register EALLOW Go
6h NMAVINTEN Non-Master Access Violation Interrupt Enable EALLOW Go

Register
8h NMCPURDAVADDR Non-Master CPU Read Access Violation Address Go
Ah NMCPUWRAVADDR Non-Master CPU Write Access Violation Address Go
Ch NMCPUFAVADDR Non-Master CPU Fetch Access Violation Address Go
Eh NMDMAWRAVADDR Non-Master DMA Write Access Violation Address Go
1Ch NMDMARDAVADDR Non-Master DMA Read Access Violation Address Go
20h MAVFLG Master Access Violation Flag Register Go
22h MAVSET Master Access Violation Flag Set Register EALLOW Go
24h MAVCLR Master Access Violation Flag Clear Register EALLOW Go
26h MAVINTEN Master Access Violation Interrupt Enable Register EALLOW Go
28h MCPUFAVADDR Master CPU Fetch Access Violation Address Go
2Ah MCPUWRAVADDR Master CPU Write Access Violation Address Go
2Ch MDMAWRAVADDR Master DMA Write Access Violation Address Go
2Eh MHICWRAVADDR Master HIC Write Access Violation Address Go
3Ah NMHICRDAVADDR Non-Master HIC Read Access Violation Address Go
3Ch NMHICWRAVADDR Non-Master HIC Write Access Violation Address Go

Complex bit access types are encoded to fit into small table cells. Table 3-21 shows the codes that are used for
access types in this section.

Table 3-21. ACCESS_PROTECTION_REGS Access

Type Codes
Access Type |[Code Description
Read Type
R R Read
R-0 R Read
-0 Returns Os
Write Type
w w Write
Wi1S W Write
1S 1 to set
Reset or Default Value
-n Value after reset or the default
value
Register Array Variables
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Table 3-21. ACCESS_PROTECTION_REGS Access
Type Codes (continued)

Access Type

Code

Description

i,j,k,l,m,n

When these variables are used in
a register name, an offset, or an
address, they refer to the value of
a register array where the register
is part of a group of repeating
registers. The register groups
form a hierarchical structure and
the array is represented with a
formula.

When this variable is used in a
register name, an offset, or an
address it refers to the value of a
register array.
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3.13.2.1 NMAVFLG Register (Offset = 0h) [reset = 0h]
NMAVFLG is shown in Figure 3-18 and described in Table 3-22.
Return to the Summary Table.
Non-Master Access Violation Flag Register
Figure 3-18. NMAVFLG Register
31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8
RESERVED | HICWRITE | HICREAD | DMAREAD | RESERVED | RESERVED
R-0h R-0h R-0h R-0h R-0h R-0h
7 6 5 4 3 2 1 0
RESERVED | RESERVED | RESERVED | RESERVED | DMAWRITE | CPUFETCH | CPUWRITE | CPUREAD
R-0h R-0Oh R-0h R-0h R-0h R-0h R-0h R-0h
Table 3-22. NMAVFLG Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-13 RESERVED R Oh Reserved
12 HICWRITE R Oh Non Master HIC Write Access Violation Flag:
0: No violation.
1: Access violation occured.
Reset type: SYSRSn
11 HICREAD R Oh Non Master HIC Read Access Violation Flag:
0: No violation.
1: Access violation occured.
Reset type: SYSRSn
10 DMAREAD R Oh Non Master DMA Read Access Violation Flag:
0: No violation.
1: Access violation occured.
Reset type: SYSRSn
9 RESERVED R Oh Reserved
8 RESERVED R Oh Reserved
7 RESERVED R Oh Reserved
6 RESERVED R Oh Reserved
5 RESERVED R Oh Reserved
4 RESERVED R Oh Reserved
3 DMAWRITE R Oh Non Master DMA Write Access Violation Flag:
0: No violation.
1: Access violation occured.
Reset type: SYSRSn
2 CPUFETCH R Oh Non Master CPU Fetch Access Violation Flag:
0: No violation.
1: Access violation occured.
Reset type: SYSRSn
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Table 3-22. NMAVFLG Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

CPUWRITE

R

Oh

Non Master CPU Write Access Violation Flag:
0: No violation.

1: Access violation occured.

Reset type: SYSRSn

CPUREAD

Oh

Non Master CPU Read Access Violation Flag:
0: No violation.

1: Access violation occured.

Reset type: SYSRSn
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3.13.2.2 NMAVSET Register (Offset = 2h) [reset = Oh]
NMAVSET is shown in Figure 3-19 and described in Table 3-23.
Return to the Summary Table.
Non-Master Access Violation Flag Set Register
Figure 3-19. NMAVSET Register
31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8
RESERVED \ HICWRITE \ HICREAD \ DMAREAD ] RESERVED \ RESERVED
R-0h R-O/W1S-0h  R-0/W1S-0h  R-0/W1S-0h  R-0/W1S-0h  R-0/W1S-Oh
7 6 5 4 3 2 1 0
RESERVED | RESERVED | RESERVED ] RESERVED \ DMAWRITE \ CPUFETCH \ CPUWRITE \ CPUREAD
R-O/W1S-0h  R-0/W1S-0h  R-0/W1S-0h  R-0/W1S-0h  R-O/W1S-Oh  R-O/W1S-0h  R-O/W1S-0h  R-0/W1S-Oh

Table 3-23. NMAVSET Register Field Descriptions

Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-13 RESERVED R Oh Reserved

12 HICWRITE R-0/W1S Oh 0: No action.
1: HIC Write Access Violation Flag in NMAVFLG register will be set
and interrupt will be generated if enabled.
Reset type: SYSRSn

11 HICREAD R-0/W1S Oh 0: No action.
1: HIC Read Access Violation Flag in NMAVFLG register will be set
and interrupt will be generated if enabled.
Reset type: SYSRSn

10 DMAREAD R-0/W1S Oh 0: No action.
1: DMA Read Access Violation Flag in NMAVFLG register will be set
and interrupt will be generated if enabled.
Reset type: SYSRSn

9 RESERVED R-0/W1S Oh Reserved

8 RESERVED R-0/W1S Oh Reserved

7 RESERVED R-0/W1S Oh Reserved

6 RESERVED R-0/W1S Oh Reserved

5 RESERVED R-0/W1S Oh Reserved

4 RESERVED R-0/W1S Oh Reserved

3 DMAWRITE R-0/W1S Oh 0: No action.
1: DMA Write Access Violation Flag in NMAVFLG register will be set
and interrupt will be generated if enabled.
Reset type: SYSRSn

2 CPUFETCH R-0/W1S Oh 0: No action.
1: CPU Fetch Access Violation Flag in NMAVFLG register will be set
and interrupt will be generated if enabled.
Reset type: SYSRSn
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Table 3-23. NMAVSET Register Field Descriptions (continued)
Bit Field Type Reset Description
1 CPUWRITE R-0/W1S Oh 0: No action.
1: CPU Write Access Violation Flag in NMAVFLG register will be set
and interrupt will be generated if enabled.
Reset type: SYSRSn
0 CPUREAD R-0/W1S Oh 0: No action.
1: CPU Read Access Violation Flag in NMAVFLG register will be set
and interrupt will be generated if enabled.
Reset type: SYSRSn
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3.13.2.3 NMAVCLR Register (Offset = 4h) [reset = 0h]
NMAVCLR is shown in Figure 3-20 and described in Table 3-24.
Return to the Summary Table.
Non-Master Access Violation Flag Clear Register
Figure 3-20. NMAVCLR Register
31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8
RESERVED | HICWRITE | HICREAD | DMAREAD | RESERVED | RESERVED
R-0Oh R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h
7 6 5 4 3 2 1 0
RESERVED | RESERVED | RESERVED | RESERVED | DMAWRITE | CPUFETCH | CPUWRITE | CPUREAD
R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h
Table 3-24. NMAVCLR Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-13 RESERVED R Oh Reserved
12 HICWRITE R-0/W1S Oh 0: No action.
1: HIC Write Access Violation Flag in NMAVFLG register will be
cleared.
Reset type: SYSRSn
11 HICREAD R-0/W1S Oh 0: No action.
1: HIC Read Access Violation Flag in NMAVFLG register will be
cleared.
Reset type: SYSRSn
10 DMAREAD R-0/W1S Oh 0: No action.
1: DMA Read Access Violation Flag in NMAVFLG register will be
cleared.
Reset type: SYSRSn
9 RESERVED R-0/W1S Oh Reserved
8 RESERVED R-0/W1S Oh Reserved
7 RESERVED R-0/W1S Oh Reserved
6 RESERVED R-0/W1S Oh Reserved
5 RESERVED R-0/W1S Oh Reserved
4 RESERVED R-0/W1S Oh Reserved
3 DMAWRITE R-0/W1S Oh 0: No action.
1: DMA Write Access Violation Flag in NMAVFLG register will be
cleared.
Reset type: SYSRSn
2 CPUFETCH R-0/W1S Oh 0: No action.
1: CPU Fetch Access Violation Flag in NMAVFLG register will be
cleared.
Reset type: SYSRSn
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Table 3-24. NMAVCLR Register Field Descriptions (continued)
Bit Field Type Reset Description
1 CPUWRITE R-0/W1S Oh 0: No action.
1: CPU Write Access Violation Flag in NMAVFLG register will be
cleared.
Reset type: SYSRSn
0 CPUREAD R-0/W1S Oh 0: No action.
1: CPU Read Access Violation Flag in NMAVFLG register will be
cleared.
Reset type: SYSRSn
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3.13.2.4 NMAVINTEN Register (Offset = 6h) [reset = 0h]
NMAVINTEN is shown in Figure 3-21 and described in Table 3-25.
Return to the Summary Table.
Non-Master Access Violation Interrupt Enable Register
Figure 3-21. NMAVINTEN Register
31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED \ HICWRITE \ HICREAD \ DMAREAD ] RESERVED \ RESERVED
R-Oh R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
7 6 5 4 3 2 1 0

RESERVED | RESERVED | RESERVED ] RESERVED \ DMAWRITE \ CPUFETCH \ CPUWRITE \ CPUREAD

R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h

Table 3-25. NMAVINTEN Register Field Descriptions

Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-13 RESERVED R Oh Reserved
12 HICWRITE R/W Oh 0: HIC Non Master Write Access Violation Interrupt is disabled.

1: HIC Non Master Write Access Violation Interrupt is enabled.
Reset type: SYSRSn

11 HICREAD R/W Oh 0: HIC Non Master Read Access Violation Interrupt is disabled.
1: HIC Non Master Read Access Violation Interrupt is enabled.
Reset type: SYSRSn

10 DMAREAD R/W Oh 0: DMA Non Master Read Access Violation Interrupt is disabled.
1: DMA Non Master Read Access Violation Interrupt is enabled.
Reset type: SYSRSn

9 RESERVED R/W Oh Reserved
8 RESERVED R/W Oh Reserved
7 RESERVED R/W Oh Reserved
6 RESERVED R/W Oh Reserved
5 RESERVED R/W Oh Reserved
4 RESERVED R/W Oh Reserved
3 DMAWRITE R/W Oh 0: DMA Non Master Write Access Violation Interrupt is disabled.

1: DMA Non Master Write Access Violation Interrupt is enabled.
Reset type: SYSRSn

2 CPUFETCH R/W Oh 0: CPU Non Master Fetch Access Violation Interrupt is disabled.
1: CPU Non Master Fetch Access Violation Interrupt is enabled.
Reset type: SYSRSn

1 CPUWRITE R/W Oh 0: CPU Non Master Write Access Violation Interrupt is disabled.
1: CPU Non Master Write Access Violation Interrupt is enabled.
Reset type: SYSRSn

0 CPUREAD R/W Oh 0: CPU Non Master Read Access Violation Interrupt is disabled.
1: CPU Non Master Read Access Violation Interrupt is enabled.
Reset type: SYSRSn
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3.13.2.5 NMCPURDAVADDR Register (Offset = 8h) [reset = 0h]
NMCPURDAVADDR is shown in Figure 3-22 and described in Table 3-26.
Return to the Summary Table.

Non-Master CPU Read Access Violation Address

Figure 3-22. NMCPURDAVADDR Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

NMCPURDAVADDR
R-0Oh

Table 3-26. NMCPURDAVADDR Register Field Descriptions
Bit Field Type Reset Description
31-0 NMCPURDAVADDR R Oh This register captures the address location for which non master

CPU read access vaiolation occurred.
Reset type: SYSRSn
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3.13.2.6 NMCPUWRAVADDR Register (Offset = Ah) [reset = 0h]
NMCPUWRAVADDR is shown in Figure 3-23 and described in Table 3-27.

Return to the Summary Table.

Non-Master CPU Write Access Violation Address
Figure 3-23. NMCPUWRAVADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

NMCPUWRAVADDR

R-0Oh

Table 3-27. NMCPUWRAVADDR Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

NMCPUWRAVADDR

R

Oh

This register captures the address location for which non master
CPU write access vaiolation occurred.
Reset type: SYSRSn
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3.13.2.7 NMCPUFAVADDR Register (Offset = Ch) [reset = 0h]
NMCPUFAVADDR is shown in Figure 3-24 and described in Table 3-28.
Return to the Summary Table.

Non-Master CPU Fetch Access Violation Address

Figure 3-24. NMCPUFAVADDR Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

NMCPUFAVADDR
R-0Oh

Table 3-28. NMCPUFAVADDR Register Field Descriptions
Bit Field Type Reset Description
31-0 NMCPUFAVADDR R Oh This register captures the address location for which non master

CPU fetch access vaiolation occurred.
Reset type: SYSRSn
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3.13.2.8 NMDMAWRAVADDR Register (Offset = Eh) [reset = 0h]
NMDMAWRAVADDR is shown in Figure 3-25 and described in Table 3-29.

Return to the Summary Table.
Non-Master DMA Write Access Violation Address
Figure 3-25. NMDMAWRAVADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

RESERVED

R-0Oh

Table 3-29. NMDMAWRAVADDR Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

RESERVED

R

Oh

Reserved
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3.13.2.9 NMDMARDAVADDR Register (Offset = 1Ch) [reset = 0h]
NMDMARDAVADDR is shown in Figure 3-26 and described in Table 3-30.
Return to the Summary Table.

Non-Master DMA Read Access Violation Address

Figure 3-26. NMDMARDAVADDR Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

NMDMARDAVADDR
R-0Oh

Table 3-30. NMDMARDAVADDR Register Field Descriptions
Bit Field Type Reset Description
31-0 NMDMARDAVADDR R Oh This register captures the address location for which non master

DMA read access vaiolation occurred.
Reset type: SYSRSn
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3.13.2.10 MAVFLG Register (Offset = 20h) [reset = 0h]
MAVFLG is shown in Figure 3-27 and described in Table 3-31.
Return to the Summary Table.
Master Access Violation Flag Register
Figure 3-27. MAVFLG Register
31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED HICAWRITE DMAWRITE CPUWRITE CPUFETCH
R-0h R-0Oh R-0h R-0h R-0h
Table 3-31. MAVFLG Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-4 RESERVED R Oh Reserved
3 HICAWRITE R Oh Master HICA Write Access Violation Flag:
0: No violation.
1: Access violation occured.
Reset type: SYSRSn
2 DMAWRITE R Oh Master DMA Write Access Violation Flag:
0: No violation.
1: Access violation occured.
Reset type: SYSRSn
1 CPUWRITE R Oh Master CPU Write Access Violation Flag:
0: No violation.
1: Access violation occured.
Reset type: SYSRSn
0 CPUFETCH R Oh Master CPU Fetch Access Violation Flag:
0: No violation.
1: Access violation occured.
Reset type: SYSRSn
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3.13.2.11 MAVSET Register (Offset = 22h) [reset = 0h]
MAVSET is shown in Figure 3-28 and described in Table 3-32.
Return to the Summary Table.

Master Access Violation Flag Set Register

Figure 3-28. MAVSET Register

31 30 29 28 26 25 24
RESERVED
R-0Oh
23 22 21 20 18 17 16
RESERVED
R-0Oh
15 14 13 12 10 9 8
RESERVED
R-0Oh
7 6 5 4 2 1 0
RESERVED HICAWRITE DMAWRITE CPUWRITE CPUFETCH
R-0Oh R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h

Table 3-32. MAVSET Register Field Descriptions

Bit Field Type

Reset

Description

31-16 RESERVED R

Oh

Reserved

15-4 RESERVED R

Oh

Reserved

3 HICAWRITE R-0/W1S

Oh

0: No action.

1: HICA Write Access Violation Flag in MAVFLG register will be set
and interrupt will be generated if enabled.

Reset type: SYSRSn

2 DMAWRITE R-0/W1S

Oh

0: No action.

1: DMA Write Access Violation Flag in MAVFLG register will be set
and interrupt will be generated if enabled.

Reset type: SYSRSn

1 CPUWRITE R-0/W1S

Oh

0: No action.

1: CPU Write Access Violation Flag in MAVFLG register will be set
and interrupt will be generated if enabled.

Reset type: SYSRSn

0 CPUFETCH R-0/W1S

Oh

0: No action.

1: CPU Fetch Access Violation Flag in MAVFLG register will be set
and interrupt will be generated if enabled.

Reset type: SYSRSn
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3.13.2.12 MAVCLR Register (Offset = 24h) [reset = Oh]
MAVCLR is shown in Figure 3-29 and described in Table 3-33.
Return to the Summary Table.
Master Access Violation Flag Clear Register
Figure 3-29. MAVCLR Register
31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 1 10 9 8
RESERVED
R-0h
7 6 5 4 3] 2 1 0
RESERVED HICAWRITE DMAWRITE CPUWRITE CPUFETCH
R-0h R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h R-0/W1S-0h
Table 3-33. MAVCLR Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-4 RESERVED R Oh Reserved
3 HICAWRITE R-0/W1S Oh 0: No action.
1: HICA Write Access Violation Flag in MAVFLG register will be
cleared.
Reset type: SYSRSn
2 DMAWRITE R-0/W1S Oh 0: No action.
1: DMA Write Access Violation Flag in MAVFLG register will be
cleared.
Reset type: SYSRSn
1 CPUWRITE R-0/W1S Oh 0: No action.
1: CPU Write Access Violation Flag in MAVFLG register will be
cleared .
Reset type: SYSRSn
0 CPUFETCH R-0/W1S Oh 0: No action.
1: CPU Fetch Access Violation Flag in MAVFLG register will be
cleared.
Reset type: SYSRSn
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3.13.2.13 MAVINTEN Register (Offset = 26h) [reset = 0h]
MAVINTEN is shown in Figure 3-30 and described in Table 3-34.

Return to the Summary Table.

Master Access Violation Interrupt Enable Register

Figure 3-30. MAVINTEN Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED HICAWRITE DMAWRITE CPUWRITE CPUFETCH
R-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-34. MAVINTEN Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-4 RESERVED R Oh Reserved
3 HICAWRITE R/W Oh 0: HICA Write Access Violation Interrupt is disabled.
1: HICA Write Access Violation Interrupt is enabled.
Reset type: SYSRSn
2 DMAWRITE R/W Oh 0: DMA Write Access Violation Interrupt is disabled.
1: DMA Write Access Violation Interrupt is enabled.
Reset type: SYSRSn
1 CPUWRITE R/W Oh 0: CPU Write Access Violation Interrupt is disabled.
1: CPU Write Access Violation Interrupt is enabled.
Reset type: SYSRSn
0 CPUFETCH R/W Oh 0: CPU Fetch Access Violation Interrupt is disabled.
1: CPU Fetch Access Violation Interrupt is enabled.
Reset type: SYSRSn
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3.13.2.14 MCPUFAVADDR Register (Offset = 28h) [reset = Oh]
MCPUFAVADDR is shown in Figure 3-31 and described in Table 3-35.
Return to the Summary Table.
Master CPU Fetch Access Violation Address

Figure 3-31. MCPUFAVADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7

MCPUFAVADDR

R-0Oh

Table 3-35. MCPUFAVADDR Register Field Descriptions

Bit Field Type Reset Description

fetch access vaiolation occurred.
Reset type: SYSRSn

31-0 MCPUFAVADDR R Oh This register captures the address location for which master CPU
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3.13.2.15 MCPUWRAVADDR Register (Offset = 2Ah) [reset = 0h]
MCPUWRAVADDR is shown in Figure 3-32 and described in Table 3-36.

Return to the Summary Table.

Master CPU Write Access Violation Address
Figure 3-32. MCPUWRAVADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MCPUWRAVADDR
R-0h
Table 3-36. MCPUWRAVADDR Register Field Descriptions

Bit Field Type Reset Description

31-0 MCPUWRAVADDR R Oh This register captures the address location for which master CPU
write access vaiolation occurred.
Reset type: SYSRSn
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3.13.2.16 MDMAWRAVADDR Register (Offset = 2Ch) [reset = 0h]
MDMAWRAVADDR is shown in Figure 3-33 and described in Table 3-37.

Return to the Summary Table.

Master DMA Write Access Violation Address
Figure 3-33. MDMAWRAVADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

7 9 8 7 6 5 4 3 2 1 0

MDMAWRAVADDR

R-0Oh

Table 3-37. MDMAWRAVADDR Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

MDMAWRAVADDR

R

Oh

This register captures the address location for which master DMA
write access vaiolation occurred.
Reset type: SYSRSn
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3.13.2.17 MHICWRAVADDR Register (Offset = 2Eh) [reset = 0h]
MHICWRAVADDR is shown in Figure 3-34 and described in Table 3-38.

Return to the Summary Table.

Master HIC Write Access Violation Address
Figure 3-34. MHICWRAVADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MHICWRAVADDR
R-0h
Table 3-38. MHICWRAVADDR Register Field Descriptions

Bit Field Type Reset Description

31-0 MHICWRAVADDR R Oh This register captures the address location for which master HICA
write access vaiolation occurred.
Reset type: SYSRSn
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3.13.2.18 NMHICRDAVADDR Register (Offset = 3Ah) [reset = 0h]
NMHICRDAVADDR is shown in Figure 3-35 and described in Table 3-39.
Return to the Summary Table.

Non-Master HIC Read Access Violation Address

Figure 3-35. NMHICRDAVADDR Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

NMHICRDAVADDR
R-0Oh

Table 3-39. NMHICRDAVADDR Register Field Descriptions
Bit Field Type Reset Description

31-0 NMHICRDAVADDR R Oh This register captures the address location for which non master HIC
read access vaiolation occurred.
Reset type: SYSRSn
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3.13.2.19 NMHICWRAVADDR Register (Offset = 3Ch) [reset = 0h]
NMHICWRAVADDR is shown in Figure